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Introduction
@,(-&.(0*-(='&<2(!"#$%&'(A.,$'",,(6.5/$,8",(+8"(B*+*(A#"*48(9'3",+$)*+$&',(
C"6&#+(DBA9CE2(<8$48(6#","'+,(*))#")*+"1(4*,"(,+*+$,+$4,(4&//"4+"1(5-(&.#(
9'3",+$)*+$3"(C",6&',"(D9CE(+"*0?(F8*+(-&.(0*-('&+(='&<($,(+8*+(+8"(#"6&#+,(*#"(
5*,"1(.6&'(*(,"+(&7(0"+#$4,(1"3"/&6"1($'+"#'*//-(7&#(+8"(6.#6&,"(&7(4*6+.#$')(="-(
1"+*$/,(,.##&.'1$')(*(5#"*48?(@(3"#,$&'(&7(+8","(0"+#$4,($,('&<(6.5/$4/-(*3*$/*5/"(*,(
+8"(!"#$%&'(9'4$1"'+(:8*#$')(D!"#9:E(7#*0"<&#=?

Overview

G'"(&7(+8"(0&,+(4#$+$4*/(*'1(6"#,$,+"'+(48*//"')",(6/*).$')("77&#+,(+&(0*'*)"(
$'7&#0*+$&'(#$,=($,(*(/*4=(&7(1*+*?(H*'-('*+$&',2(&#)*'$%*+$&',2(&#($'1$3$1.*/,(1&('&+(
8*3"(1*+*(&7(,.7I$4$"'+(J.*/$+-(&#(J.*'+$+-(+&(4&',$,+"'+/-(0*="($'7&#0"1(1"4$,$&',(
&#(+*="(K.,+$I$"1(*4+$&'(+&(6#&+"4+($'7&#0*+$&'(*,,"+,?(L8$,(,+*+"(&7(5"$')($,(<"//(
1",4#$5"1(.,$')(+8"(1"I$'$+$&'(&7(.'4"#+*$'+-M(N+8"(1$77"#"'4"(5"+<""'(+8"(*0&.'+(
&7($'7&#0*+$&'(#"J.$#"1(+&(6"#7&#0(+8"(+*,=(*'1(+8"(*0&.'+(&7($'7&#0*+$&'(*/#"*1-(
6&,,",,"1(5-(+8"(&#)*'$%*+$&'?O(C"0&3$')(.'4"#+*$'+-2(+8"#"7&#"2($'3&/3",(,8#$'=$')(
+8"()*6(5"+<""'(<8*+(<"(='&<(*'1(<8*+(<"('""1(+&(='&<?

A.+(<8*+(1&(<"('""1(+&(='&<(*'1(<8*+(1&(<"(0"*,.#"($'(&#1"#(+&(='&<($+P(G3"#(
+8"(-"*#,2(+8"#"(8*3"(5""'(0*'-($'$+$*+$3",(+&(*0*,,(*'1(,8*#"(,"4.#$+-($'4$1"'+(
1*+*2(5.+(<$1",6#"*1(6*#+$4$6*+$&'(*'1(,.44",,(8*3"(5""'("/.,$3"?(F8$/"(+8"#"(*#"(
J.$+"(*(7"<(#"*,&',(7&#(+8$,2(*+(/"*,+(6*#+(&7(+8"(6#&5/"0($,(+8"(/*4=(&7(*(4&00&'/-(
*44"6+"1(+*Q&'&0-?(:.48("77&#+,(*#"("$+8"#(6*#*/-%"1(1."(+&("J.$3&4*/$+-(*#&.'1(
<8*+(+&(0"*,.#"(&#(/&,"(+#*4+$&'(<8"'(1*+*(+8*+(*#"(4&//"4+"1(&77"#(/$++/"(3*/."(
5"4*.,"(+8"-(*#"(5*,"1(.6&'($'4&06*+$5/"(&#($'*1"J.*+"(,-,+"0,(&7(4/*,,$I$4*+$&'?

L&(*$1(#"0&3*/(&7(+8$,(5*##$"#(+&(0&#"(<$1"/-(*3*$/*5/"(,"4.#$+-(1*+*2(<"(&77"#(+8"(
!"#$%&'(9'4$1"'+(:8*#$')(D!"#9:E(7#*0"<&#=(7&#(6.5/$4(4&',$1"#*+$&'(*'1(.,"?(!"#9:(
$,(*(,"+(&7(0"+#$4,(1",$)'"1(+&(6#&3$1"(*(4&00&'(/*').*)"(7&#(1",4#$5$')(,"4.#$+-(
$'4$1"'+,($'(*(,+#.4+.#"1(*'1(#"6"*+*5/"(0*''"#?(L8"(&3"#*//()&*/($,(+&(/*-(*(
7&.'1*+$&'(&'(<8$48(<"(4*'(4&',+#.4+$3"/-(*'1(4&&6"#*+$3"/-(/"*#'(7#&0(&.#(
"Q6"#$"'4",(+&(5"++"#(0*'*)"(#$,=?
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Metrics	
  for	
  Risk	
  Management
C"+.#'$')(+&(+8"(J.",+$&'(&7(<8*+(<"('""1(+&(='&<(*'1(0"*,.#"2(+8"(1$*)#*0(
5"/&<($,($',+#.4+$3"?(L8"(1&0*$'(&7($'7&#0*+$&'(#$,=(4*'(5"(3$,.*//-(#"6#","'+"1(*,(

7&.#($'+"#,"4+$')(/*'1,4*6",(&7(
L8#"*+2(@,,"+2(906*4+2(*'1(R&'+#&/?(
L8"(&#)*'$%*+$&'S,(4*6*5$/$+-(+&(
.'1"#,+*'1(*'1(0*'*)"(#$,=(#"J.$#",(
$'7&#0*+$&'(7#&0("*48(/*'1,4*6"?(
:"4.#$+-(0"+#$4,2(+8"'2(,8&./1(4#"*+"(
='&</"1)"(+8*+($06#&3",(
0*'*)"0"'+S,(4*6*5$/$+-(+&(0*="(
1"4$,$&',(*'1("Q"4.+"(&'(+8"0?

L8"(!"#9:(7#*0"<&#=(<*,(1",$)'"1(
,6"4$I$4*//-(<$+8(+8$,($'(0$'1?(F8$/"(
,.#3"-,2(,"',&#,2(*'1(&+8"#(,&.#4",(
4*'($'7&#0(#$,=(0*'*)"0"'+2(<8*+(
5"++"#(,&.#4"(&7(1*+*("Q$,+,(+8*'(I$#,+>
8*'1($'3",+$)*+$&'(&7(+8$'),(+8*+(
*4+.*//-(<"'+(<#&')P(L8$,($,(+8"(
,+#"')+8(&7(+8"(!"#9:(7#*0"<&#=(T($+($,(

#&&+"1($'(+8"("Q*0$'*+$&'(&7("3$1"'4"(*'1(6&,+>$'4$1"'+(*'*/-,$,2(5.+(1",$)'"1(+&(
6#&3$1"(0"+#$4,(.,"7./(+&(#$,=(0*'*)"0"'+?

The	
  VerIS	
  Framework

L8"(!"#9:(0"+#$4,(*#"(&#)*'$%"1($'(7&.#(,"4+$&',2("*48(1",$)'"1(+&(4*6+.#"(*(
1$77"#"'+(*,6"4+(&7(+8"($'4$1"'+('*##*+$3"?(F8"'(3$"<"1($'(*))#")*+"2(+8"-()$3"(+8"(
5.,$'",,(*(+*')$5/"($1"*(&7(4*.,"(*'1(,"3"#$+-?(( L8"(7&.#(,"4+$&',(*#"U

V? B"0&)#*68$4,
W?9'4$1"'+(R/*,,$I$4*+$&'
X? B$,4&3"#-(*'1(H$+$)*+$&'
Y? 906*4+(R/*,,$I$4*+$&'

Z*48(,"4+$&'(4&'+*$',(,"3"#*/(0"+#$4,?((L8&,"($'4/.1"1(1&('&+(#"6#","'+("3"#-+8$')(
&'"(0$)8+(4&//"4+(#")*#1$')(*(,"4.#$+-($'4$1"'+?((9',+"*12(!"#9:(*++"06+,(+&(,+#$="(*(
5*/*'4"(5"+<""'(.,"7./'",,(*'1(4&06/"+"'",,?(97(,&0"+8$')($,($'+"#",+$')(7#&0(*(
#","*#48(,+*'16&$'+(5.+(1&",('&+(1$#"4+/-(6#&3$1"(,"4.#$+-(0*'*)"0"'+(<$+8(
*4+$&'*5/"($'7&#0*+$&'2($+($,(/$="/-('&+($'4/.1"1?((9'(4"#+*$'(,"4+$&',2(<"($1"'+$7-(
*11$+$&'*/(0"+#$4,(+8*+2(<8$/"('&+(7&#0*//-($'4/.1"12(0$)8+(5"(&7($'+"#",+(,8&./1(
.,"#,(1",$#"(+&(4&//"4+(+8"0?((B&'"(6#&6"#/-2(!"#9:(4*'(4#"*+"('&+(&'/-(*(3$"<(&7(
<8*+(8*66"'"1($'(*(,6"4$I$4($'4$1"'+2(5.+(*//&<(+8"($'4$1"'+(+&(5"(3$"<"1($'(4&'+"Q+(
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<$+8(*(5#&*1"#(5&1-(&7(='&</"1)"?

9+(,8&./1(5"('&+"1(+8*+(+&(*4+.*//-(5")$'(.,$')(+8$,(7#*0"<&#=2(&'"(<$//('""1(*(
4#"*+"(*(4&//"4+$&'(0"48*'$,0(5*,"1(&'(+8"(0"+#$4,(1"I$'"1($'(+8$,(1&4.0"'+?((;&#(
"Q*06/"2(!"#$%&'S,(9'3",+$)*+$3"(C",6&',"(+"*0(.,",(*(+-6"(&7(*1*6+$3"(
J.",+$&''*$#"(*+(+8"(4&'4/.,$&'(&7("*48(4*,"?(

'()*+%+,"-%.-/./-01+,

@,(,+*+"1(6#"3$&.,/-2(+8"(!"#9:(7#*0"<&#=($,(*(,"+(&7(0"+#$4,?((F$+8("*48(0"+#$4(*(
#"6"*+$')(,"+(&7($'7&#0*+$&'($,()$3"'(1",4#$5$')(+8"(6.#6&,"2(&6+$&',2("+4?((@'(
"Q*06/"($,(6#&3$1"1(5"/&<(*/&')(<$+8(*'("Q6/*'*+$&'(&7(4&'+"'+?(

V? @('.0"#$4(1",$)'*+$&'(7&#(+8"(0"+#$4
W?@(+$+/"(7&#(+8"(0"+#$4
X? D[.#6&,"E(L8"(#"*,&'(<"(5"/$"3"(+8"(0"+#$4($,($'7&#0*+$3"
Y? D\&+",E((R&00"'+,(+8*+(4/*#$7-(&#(6#&3$1"(*11$+$&'*/().$1*'4"
]? D^.",+$&'(L-6"E(L8"(+-6"(&7(J.",+$&'(<"(D!"#$%&'E(.,"(+&(4&//"4+(1*+*(&'(

+8*+(0"+#$4?(L8$,()$3",(.,"#,().$1*'4"(&'(+#*',/*+$')(+8$,(1&4.0"'+($'+&2(7&#(
$',+*'4"2(*(7&#0(+8*+($'3",+$)*+&#,(4*'(4&06/"+"?(

_? D:.))",+"1(&6+$&',E(@(,+*'1*#1(,"+(&7(*',<"#(&6+$&',(*,,&4$*+"1(<$+8("*48(
0"+#$4?(F8$/"(&6"'>"'1"1(J.",+$&',(4*'(5"($'7&#0*+$3"2(1"I$'"1(&6+$&',(
0&#"("*,$/-(*//&<(*'*/-,$,2(+#"'1$')2(*'1(4&06*#$,&',?

`? DH$,4"//*'"&.,E(@(6/*4"(+&(6.+(*'-+8$')("/,"(6"#+*$'$')(+&(+8"(0"+#$4?(L8$,(
0*-(5"(&.#(&5,"#3*+$&',2(7.#+8"#("Q6/*'*+$&'2(+8$'),(+&(4&',$1"#2("+4?

!"#$%&'(<$//(5"(0*$'+*$'$')(+8$,(1&4.0"'+(*'1(<#$+$')(*5&.+(!"#9:(&'(&.#(<"5/&)U(
8++6Uaa,"4.#$+-5/&)?3"#$%&'5.,$'",,?4&0?((9'(*11$+$&'2(*(4&00.'$+-(7&#.0(8*,(5""'(
,"+(.6(*+(8++6Uaa1$,4.,,$&',?%&8&?4&0a3"#$,>0"+#$4,b(+&(1$,4.,,(!"#9:(*'1($+,(.,"(
<$+8(!"#$%&'(*'1(&+8"#,(<8&(*#"($06/"0"'+$')(*'($'4$1"'+(0"+#$4,(6#&)#*0?((
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1.0 Demographics
L8$,(,"4+$&'(1",4#$5",(D5.+(1&",('&+($1"'+$7-E(+8"("'+$+-(*77"4+"1(5-(+8"($'4$1"'+?(
L8"(6#$0*#-(6.#6&,"($,(+&(*$1(4&06*#$,&',(5"+<""'(1"6*#+0"'+,(<$+8$'(*(,$')/"(
&#)*'$%*+$&'(&#(*0&')(1$77"#"'+(&#)*'$%*+$&',(6*#+$4$6*+$')($'(*'($'7&#0*+$&'(
"Q48*')"?(F8$/"(*'-('.05"#(&7(&#)*'$%*+$&'*/(48*#*4+"#$,+$4,(4&./1(5"(+#*4="12(
+8&,"(/$,+"1(5"/&<(6#&3$1"(*'(*1"J.*+"(5*,$,(7&#($'+"#",+$')(*'1(.,"7./(
4&06*#$,&',?

1.1 Date of the incident

!"#$%&'( ;*4$/$+*+",(+#"'1$')(&3"#(+$0"?

Notes: :"/"4+(+8"(0&'+8(*'1(-"*#(+8"($'4$1"'+(&44.##"1?

)"'&*+%,-./$'( :$')/"(,"/"4+(7&#(H&'+8M(\.05"#(I$"/1(7&#(c"*#

Suggested	
  Options: ¥ H&'+8U(de$,+(&7(0&'+8,f
¥ c"*#U(\@

0+&1'223,'%"&( F8$/"(+8"("Q*4+(1*+"(&7(+8"($'4$1"'+(4&./1(5"(.,"12(+8"(0&'+8(*'1(-"*#(*//&<,(+#"'1$')(
*'1(6#&3$1",(,&0"(0"*,.#"(&7(1">$1"'+$I$4*+$&'(7&#(1*+*(,8*#$')(6.#6&,",?(g,$')(&'/-(
+8"(-"*#(6#&3$1",("3"'(0&#"?

1.2 Primary industry

!"#$%&'( ;*4$/$+*+",($'1.,+#->,6"4$I$4(*'*/-,$,(*'1(4&06*#$,&',?

Notes: 97(0./+$6/"($'1.,+#$",(*66/-2(,"/"4+(+8"(6#$0*#-($'1.,+#-(&7(+8"(5.,$'",,(
)#&.6(+8*+("Q6"#$"'4"1(+8"($'4$1"'+?

)"'&*+%,-./$'( :$')/"(,"/"4+
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Suggested	
  Options: ¥ 02+,"8148+*$!9.+*54+:;$9,53,/2;$9<+=,/2;$*4"#
¥ 0+"3,4*"48+*$>$?/2,/**+,/2
¥ @85,/*55$A*+6,"*5$B$0"".8/4,/2
¥ @85,/*55$A*+6,"*5$B$C*/*+<1$D./5814,/2
¥ @85,/*55$A*+6,"*5$B$E*2<1
¥ @85,/*55$A*+6,"*5$B$F<+G*4,/2$>$HI
¥ D./54+8"4,./$>$F,/,/2
¥ ?78"<4,./$B$D.11*2*$>$J/,6*+5,4:
¥ ?78"<4,./$B$KB'%$!C+<7*$A"3..1#
¥ ?78"<4,./$B$H+.L*55,./<1$?7$>$M*"3$A"3..1
¥ ?/*+2:$!N,1;$O<48+<1$C<5;$*4"#
¥ 9,/</",<1$B$D./58=*+$@</G,/2
¥ 9,/</",<1$B$P/58+</"*
¥ 9,/</",<1$B$P/6*54=*/4$A*+6,"*5
¥ 9,/</",<1$B$H<:=*/4$D<+7$H+."*55.+
¥ 9..7$Q$@*6*+<2*$!I*54<8+</4$>$@<+#
¥ C.6*+/=*/4$B$9*7*+<1$>$D*/4+<1
¥ C.6*+/=*/4$B$F,1,4<+:
¥ C.6*+/=*/4$B$F8/,",R<1
¥ C.6*+/=*/4$B$A4<4*
¥ S*<143"<+*$B$S.5R,4<1
¥ S*<143"<+*$B$E<T5$Q$U,<2/.54,"5
¥ S*<143"<+*$B$N84R<4,*/4$H+<"4,"*5$!R3:5,",</;$7*/4,54$.LV,"*;$*4"#
¥ S.5R,4<1,4:$>$E.72,/2$>$C<=,/2
¥ F*7,<$>$@+.<7"<54,/2
¥ H+,/4,/2$>$H8T1,53,/2
¥ H+.78"4,./$B$0*+.5R<"*$>$U*L*/5*
¥ H+.78"4,./$B$084.=.4,6*
¥ H+.78"4,./$B$D3*=,"<1$>$F<4*+,<15
¥ H+.78"4,./$B$?1*"4+./,"5$>$P/54+8=*/45
¥ H+.78"4,./$B$9..7$H+.78"45$!/.4$<$+*54<8+</4#
¥ H+.78"4,./$B$C*/*+<1$F</8L<"48+,/2
¥ H+.78"4,./$B$PM$S<+7W<+*$Q$A:54*=5
¥ H+.78"4,./$B$H3<+=<"*84,"<1$>$@,.4*"3
¥ I*<1$?54<4*
¥ I*4<,1$B$*@,-$>$./1,/*$!D1,"G#
¥ I*4<,1$B$.LV1,/*$!@+,"G#
¥ I*4<,1$B$3:T+,7$!@+,"G$</7$D1,"G#
¥ M*"3/.1.2:$A*+6,"*5$B$U<4<$X<+*3.85,/2$>$A4.+<2*
¥ M*"3/.1.2:$A*+6,"*5$B$C*/*+<1
¥ M*"3/.1.2:$A*+6,"*5$B$S.54,/2$>$055*4$F</<2*=*/4
¥ M*"3/.1.2:$A*+6,"*5$B$A.L4W<+*$U*6*1.R=*/4
¥ M*"3/.1.2:$A*+6,"*5$B$M*1*".==8/,"<4,./5$>$A*+6,"*$H+.6,7*+
¥ M*"3/.1.2:$A*+6,"*5$B$)<18*B<77*7$I*5*11*+$!)0I#
¥ M+</5R.+4<4,./$B$0,+R.+4$>$I<,1$A4<4,./$>$?4"
¥ M+</5R.+4<4,./$B$D.==*+",<1$0,+1,/*
¥ M+</5R.+4<4,./$B$9+*,234$>$A3,RR,/2$>$U*1,6*+:
¥ M+</5R.+4<4,./$B$M+<,/$>$A8TW<:$>$@85
¥ J4,1,4,*5$!H.W*+;$X<4*+;$*4"#
¥ N43*+!5#$!5R*",L:#

0+&1'223,'%"&( L8"(/$,+(&7($'1.,+#$",(4&./1(5"(,8&#+"'"1(,.5,+*'+$*//-($7(5#&*1($'1.,+#-(
)#&.6,(6#&3$1"(*1"J.*+"(,6"4$I$4$+-?(@/+"#'*+$3"/-2(*(0.48(/*#)"#(*'1(0&#"(
4&06/"+"(*66#&*48(<&./1(5"(+&(*1&6+(*(,+*'1*#1(/$,+(D$?"?2(:+*'1*#1(
9'1.,+#$*/(R/*,,$I$4*+$&'(4&1",E?(L8&.)8(/*#)"#2(<"(I$'1(,.48(,+*'1*#1(
/$,+$'),(+&(5"(,&0"<8*+(3*)."(*'1(.'<$"/1-(7&#(+8$,(6.#6&,"?(L8"(/$,+(
1"6$4+"1($,(.,"1(5-(!"#$%&'h,(9C(+"*0(*'1(#"6#","'+,(<8*+(<"(8*3"(7&.'1(
+&(5"(*(<&#=*5/"(i8*66-(0"1$.0i($'(0&,+(4*,",?
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1.3 Region of operation

!"#$%&'( ;*4$/$+*+",(#")$&'*/(*'*/-,$,(*'1(4&06*#$,&',?

Notes: 97(0./+$'*+$&'*/2(,"/"4+(+8"(6#$0*#-(/&4*+$&'(&7(+8"(5.,$'",,()#&.6(+8*+("Q6"#$"'4"1(+8"(
$'4$1"'+?

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ 0L+,"<
¥ 0=*+,"<5BD*/4+<1
¥ 0=*+,"<5BO.+43
¥ 0=*+,"<5BA.843
¥ 05,<B?<54
¥ 05,<BD*/4+<1
¥ 05,<BA.843>A.843*<54
¥ ?8+.R*B?<54$!,/"187,/2$I855,<#
¥ ?8+.R*BO.+43$!A"</7,/<6,<#
¥ ?8+.R*BX*54>A.843
¥ F,771*$?<54
¥ N"*</,<$!0854+<1,<;$OY;$*4"#
¥ J/G/.W/
¥ N43*+!5#$!5R*",L:#

0+&1'223,'%"&( F8$/"(+8"(,6"4$I$4(4&.'+#-(4&./1(5"(.,"12(#")$&',(*//&<(7&#($'+"#",+$')(4&06*#$,&',(
*'1(6#&3$1"(,&0"(0"*,.#"(&7(1">$1"'+$I$4*+$&'(7&#(1*+*(,8*#$')(6.#6&,",?(

1.4 Number of employees

!"#$%&'( ;*4$/$+*+",(*'*/-,$,(*'1(4&06*#$,&',(5*,"1(&'(&#)*'$%*+$&'*/(,$%"?

Notes: L8"(,$%"(&7(+8"("'+$#"(&#)*'$%*+$&'($,(6#"7"##"1?(97(.'='&<'2(,"/"4+(+8"(,$%"(&7(+8"(
5.,$'",,()#&.6(+8*+("Q6"#$"'4"1(+8"($'4$1"'+?

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ V(+&(Vj
¥ VV(+&(Vjj
¥ VjV(+&(V2jjj
¥ V2jjV(+&(Vj2jjj
¥ Vj2jjV(+&(W]2jjj
¥ W]2jjV(+&(]j2jjj
¥ ]j2jjV(+&(Vjj2jjj
¥ G3"#(Vjj2jjj
¥ g'='&<'
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0+&1'223,'%"&( F8$/"(+8"("Q*4+('.05"#(4&./1(5"(.,"12(#*')",(*//&<(7&#($'+"#",+$')(4&06*#$,&',(*'1(
6#&3$1"(,&0"(0"*,.#"(&7(1">$1"'+$I$4*+$&'(7&#(1*+*(,8*#$')(6.#6&,",?(

1.5 Number of dedicated IT security staff

!"#$%&'( [#&3$1",(*'($'1$4*+&#(&7(+8"(,$%"(*'1(5.1)"+(&7(+8"($'7&#0*+$&'(,"4.#$+-(6#&)#*0?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ j(+&(W
¥ X(+&(Vj
¥ VV(+&(W]
¥ W_(+&(]j
¥ ]V(+&(Vjj
¥ G3"#(Vjj
¥ g'='&<'

0+&1'223,'%"&( L8"("Q*4+('.05"#(4&./1(5"(.,"1?(F"(#"4&00"'1(#*')",(6.#"/-(7#&0(*(.,*5$/$+-(
,+*'16&$'+(D*,,.0$')($+($,("*,$"#(+&(,"/"4+(*(#*')"(+8*'(6#&3$1"(*'("Q*4+('.05"#E?(

1.6	
  	
  Other	
  demographic	
  metrics	
  to	
  consider
k @''.*/(#"3"'."
k G6"#*+$&'*/(5.1)"+
k 9'4$1"'+(8$,+&#-
k 97( *( #"4"'+( &#)*'$%*+$&'*/( 48*')"( "3"'+( D$?"?2( *4J.$,$+$&'E( 0*-( 8*3"(

4&'+#$5.+"1(+&(+8"($'4$1"'+
k B",4#$6+$&'(&7(+8"(9L("'3$#&'0"'+(D$?"?2(4&06/"Q(3,(,$06/"E
k 97(+8"($'4$1"'+(0$)8+(5"(#"/*+"1(+&(&+8"#($'+"#'*/(&#("Q+"#'*/($'4$1"'+,
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2.0 Incident Classification

L8$,(,"4+$&'(+#*',/*+",(+8"($'4$1"'+('*##*+$3"(&7(N<8&(1$1(<8*+(+&(<8*+(D&#(<8&0E(
<$+8(<8*+(#",./+O($'+&(*(7&#0(0&#"(,.$+*5/"(7&#(+#"'1$')(*'1(*'*/-,$,?(L&(*44&06/$,8(
+8$,2(!"#9:("06/&-,(+8"(@Z(L8#"*+(H&1"/(1"3"/&6"1(5-(!"#$%&'S,(C$,=(9'+"//$)"'4"(
+"*0?(9'(+8"(@Z(0&1"/2(*(+8#"*+(,4"'*#$&(&#(*4+.*/(,"4.#$+-($'4$1"'+($,(3$"<"1(*,(*(
,"#$",(&7("3"'+,(+8*+(*13"#,"/-(*77"4+,(+8"($'7&#0*+$&'(*,,"+,(&7(*'(&#)*'$%*+$&'?(
Z3"#-("3"'+($,(4&06#$,"1(&7(+8"(7&//&<$')("/"0"'+,(D+8"(Y(@S,E2(<8$48(6#&3$1"(+8"(
+&6>/"3"/(,+#.4+.#"(7&#(0"+#$4,($'(+8$,(,"4+$&'?

¥ @)"'+U(F8&,"(*4+$&',(*77"4+"1(+8"(*,,"+
¥ @4+$&'U(F8*+(*4+$&',(*77"4+"1(+8"(*,,"+
¥ @,,"+U(F8$48(*,,"+,(<"#"(*77"4+"1
¥ @++#$5.+"U(l&<(+8"(*,,"+(<*,(*77"4+"1

B",4#$5$')(+8"($'4$1"'+($,(*(6#&4",,(&7(4/*,,$7-$')(*//("/"0"'+,(D*'1(,.5>"/"0"'+,E(
7&#(*//(,$)'$I$4*'+("3"'+,?(L8.,2(*(,$')/">"3"'+($'4$1"'+($'3&/3$')(*'("Q+"#'*/(*++*4="#(
.,$')(:^e($'K"4+$&'(+&(6.//(#"4&#1,(7#&0(*(1*+*5*,"(<&./1(5"(1",4#$5"1($'(+8"(
0*''"#(1"6$4+"1(5"/&<?(H&#"(4&06/"Q($'4$1"'+,(*#"(8*'1/"1(,$0$/*#/-(5.+(.+$/$%"(
,"J."'+$*/(,"+,(&7(@S,(4&##",6&'1$')(+&("*48("3"'+?(L8&,"(7*0$/$*#(<$+8(+8"(B*+*(
A#"*48(9'3",+$)*+$&',(C"6&#+,(0*-(#"4&)'$%"(+8"(5*,$4(,+#.4+.#"?

((
¥ @)"'+

o :&.#4"U(ZQ+"#'*/
o L-6"U(G#)*'$%"1(4#$0$'*/()#&.6
o G#$)$'U(C&0*'$*

¥ @4+$&'
o R*+")&#-U(l*4=$')
o L-6"U(:^e($'K"4+$&'
o [*+8U(F"5(*66/$4*+$&'

¥ @,,"+
o :-,+"0U(B*+*5*,"(,"#3"#
o B*+*U(["#,&'*/($'7&#0*+$&'

¥ @++#$5.+"
o L-6"U(R&'I$1"'+$*/$+-

9+($,(&.#(6&,$+$&'(+8*+(+8"(Y(@S,(#"6#","'+(+8"(0$'$0.0($'7&#0*+$&'('"4",,*#-(+&(
*1"J.*+"/-(1",4#$5"(*'-($'4$1"'+(&#(+8#"*+(,4"'*#$&?(;.#+8"#0&#"2(+8$,(,+#.4+.#"(
6#&3$1",(*'(&6+$0*/(7#*0"<&#=(<$+8$'(<8$48(+&(0"*,.#"(7#"J."'4-2(*,,&4$*+"(
4&'+#&/,2(/$'=($06*4+2(*'1(0*'-(&+8"#(4&'4"6+,(#"J.$#"1(7&#(#$,=(0*'*)"0"'+?
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2.1	
  Agent

@)"'+(#"7"#,(+&("'+$+$",(+8*+(4*.,"(&#(4&'+#$5.+"(+&(+8"($'4$1"'+?(L8"#"(4*'(5"(0&#"(
+8*'(&'"(*)"'+($'3&/3"1($'(*'-($'4$1"'+(*'1(+8"$#($'3&/3"0"'+(4*'(5"(8.0*'(&#(
'&'>8.0*'2(0*/$4$&.,(&#('&'>0*/$4$&.,2($'+"'+$&'*/(&#(*44$1"'+*/2(1$#"4+(&#($'1$#"4+?(
!"#$%&'(#"4&)'$%",(X(6#$0*#-(4*+")&#$",(&7(+8#"*+(*)"'+,(>(ZQ+"#'*/2(9'+"#'*/2(*'1(
[*#+'"#?(Z*48(&7(+8","($'4/.1",(,"3"#*/(4*+")&#->,6"4$I$4(0"+#$4,?(

23434.'(,$0%+*.56$%,&

ZQ+"#'*/(+8#"*+,(&#$)$'*+"(7#&0(,&.#4",(&.+,$1"(+8"(&#)*'$%*+$&'(*'1($+,('"+<&#=(&7(
6*#+'"#,?(ZQ*06/",($'4/.1"(8*4="#,2(&#)*'$%"1(4#$0"()#&.6,2(*'1()&3"#'0"'+(
"'+$+$",2(*,(<"//(*,("'3$#&'0"'+*/("3"'+,(,.48(*,(<"*+8"#(*'1("*#+8J.*=",?(
L-6$4*//-2('&(+#.,+(&#(6#$3$/")"($,($06/$"1(7&#("Q+"#'*/("'+$+$",?

2.1.1.1 Type of external agent

!"#$%&'( 91"'+$7-$')(+8"(,6"4$I$4(+-6"(8"/6,(*,,",,(+8"(#",&.#4",2(4*6*5$/$+$",2(*'1(+"'1"'4$",(&7(
+8"(*)"'+?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ @4+$3$,+()#&.6
¥ @.1$+&#
¥ A&+(&#(A&+'"+
¥ R&#6&#*+$&'
¥ R.,+&0"#(DAWRE
¥ ;&#4"(0*K".#"(Di*4+,(&7()&1iE
¥ m&3"#'0"'+
¥ H*$'+"'*'4"aR&',+#.4+$&'(4#"<
¥ G#)*'$%"1(4#$0$'*/()#&.6
¥ g'*7I$/$*+"1(6"#,&'D,E
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( L8"#"(*#"(&+8"#(/$,+$'),(&7(+8#"*+(*)"'+,(&'"(4&./1(4&',$1"#?(F"(I$'1(+8","(+&(5"(
<&#=*5/"($'(*'*/-%$')(&.#(4*,"/&*1E?
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2.1.1.2 Role of external agent

!"#$%&'( :$06/"(4/*,,$I$4*+$&'(1",4#$5$')(8&<(+8"(*)"'+(4&'+#$5.+"1(+&(+8"($'4$1"'+?(
B$,+$').$,8",(5"+<""'(1"/$5"#*+"(*'1(.'$'+"'+$&'*/(*4+,(*'1(5"+<""'(1$#"4+(*'1(
$'1$#"4+(*4+$&'(&'(+8"(6*#+(&7(+8"(*)"'+?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+(6"#(*)"'+

Suggested	
  Options: ¥ B$#"4+U([*#+$4$6*+"1(1$#"4+/-($'(+8"(*++*4=
¥ 9'1$#"4+U(R&',6$#"1($'(&#(7.'1"1(+8"(*++*4=
¥ @44$1"'+*/U(g'$'+"'+$&'*/(*'1('&+(0*/$4$&.,
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( [#&3$1",(*'(&66&#+.'$+-(7&#(+",+$')(1*+*(J.*/$+-(D$?"?2($7(N*44$1"'+*/O($,(,"/"4+"1(8"#"(5.+(
*'(*4+$&'(I$++$')(0*/$4$&.,($'+"'+($,(,"/"4+"1(/*+"#2(+8"($'6.+($,(J.",+$&'*5/"E?

2.1.1.3 Origin of external agent

!"#$%&'( 91"'+$I$",(+8"()"&)#*68$4(&#$)$'(&7(+8"("Q+"#'*/(+8#"*+(*)"'+2(<8$48($,(.,"7./(&'(
0./+$6/"(/"3"/,?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ @7#$4*
¥ @0"#$4*,>R"'+#*/
¥ @0"#$4*,>\&#+8
¥ @0"#$4*,>:&.+8
¥ @,$*>Z*,+
¥ @,$*>R"'+#*/
¥ @,$*>:&.+8a:&.+8"*,+
¥ Z.#&6">Z*,+(D$'4/.1$')(C.,,$*E
¥ Z.#&6">\&#+8(D:4*'1$'*3$*E
¥ Z.#&6">F",+a:&.+8
¥ H$11/"(Z*,+
¥ G4"*'$*(D@.,+#*/$*2(\n2("+4E
¥ g'='&<'

0+&1'223,'%"&( :6"4$I$4(4&.'+#$",(4&./1(5"(.,"1(#*+8"#(+8*'(#")$&',?(L8"(0"+8&1,(.,"1(+&(1"+"#0$'"(
&#$)$'(*#"(*'($06&#+*'+(4&',$1"#*+$&'?(:""(7&//&<>.6(J.",+$&'(#")*#1$')(+8"(
1"+"#0$'*+$&'(&7(&#$)$'?
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2.1.1.3.1 Determination of origin

!"#$%&'( 91"'+$I$",(8&<(+8"()"&)#*68$4(&#$)$'(&7(+8"(*)"'+(<*,(1"+"#0$'"1?(L8$,(8*,(5"*#$')(&'(
+8"(*44.#*4-(*'1(1"6"'1*5$/$+-(&7(+8"($'7&#0*+$&'?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ o.,+().",,$')
¥ A*,"1(&'(4$#4.0,+*'+$*/("3$1"'4"
¥ A*,"1(&'()"&/&4*+$&'(&7(9[(*11#",,
¥ ;$+,(='&<'(6*++"#'(&#(6#&I$/"
¥ F&#="1(<$+8(/*<("'7&#4"0"'+(6"#,&''"/
¥ B$,4/&,"1(5-(+8#"*+(*)"'+
¥ @)"'+(<*,(*##",+"1(&#(4&'3$4+"1
¥ g'='&<'
¥ G+8"#(D,6"4$7-E

0+&1'223,'%"&( \a@

2.1.1.4	
  	
  Other	
  external	
  agent	
  metrics	
  to	
  consider
k e$,+$')(&7(,&.#4"(9[(*11#",,",
k 91"'+$I$4*+$&'(&7(*7I$/$*+$&',(D$?"?2(&#)*'$%"1(4#$0$'*/()#&.6,E
k \&+$')(&7(4#$0$'*/(#"4&#1(*'1a&#(6#$&#(J.",+$&'*5/"(*4+$3$+$",
k @,,",,0"'+(&7(0&+$3"(D$?"?2(I$'*'4$*/()*$'(&#(#","'+0"'+E
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23432.7%,$0%+*.56$%,&

9'+"#'*/(+8#"*+,(*#"(+8&,"(&#$)$'*+$')(7#&0(<$+8$'(+8"(&#)*'$%*+$&'?(L8$,(
"'4&06*,,",(4&06*'-("Q"4.+$3",2("06/&-"",2($'1"6"'1"'+(4&'+#*4+&#,(D$?"?2(Vjpp(
,+*77E2(*'1($'+"#',2("+4(*,(<"//(*,($'+"#'*/(,-,+"0,?(9',$1"#,(*#"(+#.,+"1(*'1(
6#$3$/")"1(D,&0"(0&#"(+8*'(&+8"#,E?

2.1.2.1 Type of internal agent

!"#$%&'( 91"'+$7-$')(+8"(,6"4$I$4(+-6"(8"/6,(*,,",,(+8"(#",&.#4",2(4*6*5$/$+$",2(*'1(+"'1"'4$",(&7(
+8"(*)"'+?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ @.1$+&#
¥ Z'1>g,"#
¥ ZQ"4.+$3"ag66"#(H)+
¥ ;$'*'4"a@44&.'+$')(,+*77
¥ l"/6(1",=(,+*77
¥ l.0*'(#",&.#4",(,+*77
¥ 9'+"#'*/(,-,+"0(&#(,$+"
¥ 9La:"4.#$+-(@10$'
¥ o*'$+&#$*/(,+*77
¥ H*$'+"'*'4"(,+*77
¥ :"4.#$+-().*#1
¥ :&7+<*#"(1"3"/&6"#
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( L8"#"(*#"(&+8"#(/$,+$'),(&7(+8#"*+(*)"'+,(&'"(4&./1(4&',$1"#?(F"(I$'1(+8","(+&(5"(
<&#=*5/"($'(*'*/-%$')(&.#(4*,"/&*1E?
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2.1.2.2 Role of internal agent

!"#$%&'( :$06/"(4/*,,$I$4*+$&'(1",4#$5$')(8&<(+8"(*)"'+(4&'+#$5.+"1(+&(+8"($'4$1"'+?(
B$,+$').$,8",(5"+<""'(1"/$5"#*+"2($'*66#&6#$*+"2(*'1(.'$'+"'+$&'*/(*4+$&'(&'(
+8"(6*#+(&7(+8"(*)"'+?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+(6"#(*)"'+

Suggested	
  Options: ¥ 9',$1"#(*4+"1(1"/$5"#*+"/-(*'1(0*/$4$&.,/-
¥ 9',$1"#(*4+"1($'*66#&6#$*+"/-(5.+('&+(0*/$4$&.,/-
¥ 9',$1"#(*4+$&',(<"#"(.'$'+"'+$&'*/(*'1('&+(0*/$4$&.,
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( [#&3$1",(*'(&66&#+.'$+-(7&#(+",+$')(1*+*(J.*/$+-(D$?"?2($7(N*44$1"'+*/O($,(,"/"4+"1(
8"#"(5.+(*'(*4+$&'(I$++$')(0*/$4$&.,($'+"'+($,(,"/"4+"1(/*+"#2(+8"($'6.+($,(
J.",+$&'*5/"E?

2.1.2.3 Employment change

!"#$%&'( g,"7./(+&($'7&#0$')(4&'+#&/(,+#*+")$",(*#&.'1(,$)'$I$4*'+(K&5(48*')"("3"'+,?(:.48(
48*')",(*#"(&7+"'(/$'="1(+&(,"4.#$+-($'4$1"'+,?

Notes: 97(+8"(*)"'+(8*,(.'1"#)&'"(*(#"4"'+(K&5(&#(,+*+.,(48*')"(D$?"?2(8$#"12(I$#"12(+#*',7"#2(
6#&0&+"12(1"0&+"12("+4E2(,"/"4+(+8"(*66#&6#$*+"(&6+$&'?

)"'&*+%,-./$'( :$')/"(,"/"4+(6"#(*)"'+

Suggested	
  Options: ¥ \&(48*')"
¥ l$#"1
¥ ;$#"1
¥ L#*',7"##"1(D+&(a(7#&0(*'&+8"#(1"6+E
¥ [#&0&+"1
¥ B"0&+"1
¥ e*+"#*/(K&5(&#(#&/"(48*')"
¥ g',.#"
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( L8$,(0"+#$4,($,(*'(&5K"4+$3"(0"*,.#"?(9+($,(*/,&(<&#+8<8$/"(+&('&+"(*(,.5K"4+$3"(
*,,",,0"'+(&7(<8"+8"#(+8"(48*')"(4&'+#$5.+"1($'(*'-(<*-(+&(+8"($'4$1"'+?
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2.1.2.4	
  	
  Other	
  internal	
  agent	
  metrics	
  to	
  consider
k e"')+8(&7("06/&-0"'+
k \&+$')(&7( $'1$4*+&#,( *'1(6&+"'+$*/( <*#'$')( ,$)',( /"*1$')( .6(+&( $'4$1"'+(

D$?"?2(,.11"'(48*')",($'(5"8*3$&#E
k \&+$')(&7(4#$0$'*/(#"4&#1(*'1a&#(6#$&#(J.",+$&'*5/"(*4+$3$+$",
k @,,",,0"'+(&7(0&+$3"(D$?"?2(I$'*'4$*/()*$'(&#(#","'+0"'+E
k H&#"(1"+*$/"1($'7&#0*+$&'( *#&.'1(+8"( "06/&-""S,(5.,$'",,( .'$+2( #")$&'2(

K&5(#&/"2(*44",,(6"#0$,,$&',2("+4?

23438.9+0,%$0.56$%,&

[*#+'"#,($'4/.1"(*'-(+8$#1(6*#+-(,8*#$')(*(5.,$'",,(#"/*+$&',8$6(<$+8(+8"(
&#)*'$%*+$&'?(L8$,($'4/.1",(,.66/$"#,2(3"'1&#,2(8&,+$')(6#&3$1"#,2(&.+,&.#4"1(9L(
,.66&#+2("+4?(:&0"(/"3"/(&7(+#.,+(*'1(6#$3$/")"($,(.,.*//-($06/$"1(5"+<""'(5.,$'",,(
6*#+'"#,?

2.1.3.1 Type of partner agent

!"#$%&'( 91"'+$7-$')(+8"(,6"4$I$4(+-6"(&7(6*#+'"#(D&#(+8"(,"#3$4",(6#&3$1"1E($'3&/3"1($'($'4$1"'+,(
8"/6,(+&(*,,",,(*'1(0*'*)"(#$,=($'(1"*/$')(<$+8(X#1(6*#+$",?

Notes: 97(+8"(6*#+'"#(6#&3$1",(0./+$6/"(,"#3$4",2(,"/"4+(+8"(&6+$&'(0&,+(4/&,"/-(#"/*+"1(+&(+8"(
$'4$1"'+?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ @.1$+&#
¥ B*+*(6#&4",,$')(*'1(*'*/-,$,
¥ l*#1<*#"(3"'1&#
¥ l&,+$')(6#&3$1"#
¥ 9'7&#0*+$&'aR&'+"'+(6#&3$1"#
¥ o*'$+&#$*/(,"#3$4",
¥ G',$+"(9L(0*'*)"0"'+a,.66&#+
¥ :"4.#$+-().*#1(,"#3$4",
¥ C"0&+"(9L(0*'*)"0"'+a,.66&#+
¥ :8$66$')a/&)$,+$4,(6#&3$1"#
¥ :&7+<*#"(*,(*(:"#3$4"(6#&3$1"#
¥ :&7+<*#"(1"3"/&6"#a3"'1&#
¥ :+&#*)"(6#&3$1"#
¥ L"/"4&00.'$4*+$&',(6#&3$1"#
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( L8"#"(*#"(&+8"#(/$,+$'),(&7(+8#"*+(*)"'+,(&'"(4&./1(4&',$1"#?(F"(I$'1(+8","(+&(5"(
<&#=*5/"($'(*'*/-%$')(&.#(4*,"/&*1?
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2.1.3.2 Role of partner agent

!"#$%&'( :$06/"(4/*,,$I$4*+$&'(1",4#$5$')(8&<(+8"(*)"'+(4&'+#$5.+"1(+&(+8"($'4$1"'+?(
B$,+$').$,8",(5"+<""'(1"/$5"#*+"2($'*66#&6#$*+"2(*'1(.'$'+"'+$&'*/(*4+$&'(&'(+8"(6*#+(
&7(+8"(*)"'+?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ [*#+'"#(*4+"1(1"/$5"#*+"/-(*'1(0*/$4$&.,/-
¥ [*#+'"#(*4+"1($'*66#&6#$*+"/-(5.+('&+(0*/$4$&.,/-
¥ [*#+'"#(*4+$&',(<"#"(.'$'+"'+$&'*/(*'1('&+(0*/$4$&.,
¥ [*#+'"#h,(*,,"+,(&#(*44",,(<"#"(*5.,"1(5-(*'(*'&+8"#("'+$+-
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( [#&3$1",(*'(&66&#+.'$+-(7&#(+",+$')(1*+*(J.*/$+-(D$?"?2($7(N*44$1"'+*/O($,(,"/"4+"1(8"#"(
5.+(*'(*4+$&'(I$++$')(0*/$4$&.,($'+"'+($,(,"/"4+"1(/*+"#2(+8"($'6.+($,(J.",+$&'*5/"E?

2.1.3.3 Region of partner agent

!"#$%&'( 91"'+$I$",(+8"()"&)#*68$4(/&4*+$&'(&7(+8"(6*#+'"#2(<8$48($,(.,"7./(&'(0./+$6/"(/"3"/,?

Notes: 97(0./+$'*+$&'*/2(,"/"4+(+8"(6#$0*#-(/&4*+$&'(&7(+8"(5.,$'",,()#&.6($'3&/3"1($'(+8"(
$'4$1"'+?

)"'&*+%,-./$'( H./+$6/"(,"/"4+
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Suggested	
  Options: ¥ @7#$4*
¥ @0"#$4*,>R"'+#*/
¥ @0"#$4*,>\&#+8
¥ @0"#$4*,>:&.+8
¥ @,$*>Z*,+
¥ @,$*>R"'+#*/
¥ @,$*>:&.+8a:&.+8"*,+
¥ Z.#&6">Z*,+(D$'4/.1$')(C.,,$*E
¥ Z.#&6">\&#+8(D:4*'1$'*3$*E
¥ Z.#&6">F",+a:&.+8
¥ H$11/"(Z*,+
¥ G4"*'$*(D@.,+#*/$*2(\n2("+4E
¥ g'='&<'

0+&1'223,'%"&( :6"4$I$4(4&.'+#$",(4&./1(5"(.,"1(#*+8"#(+8*'(#")$&',

2.1.3.4	
  	
  Other	
  partner	
  agent	
  metrics	
  to	
  consider
k e"')+8(&7(#"/*+$&',8$6a4&'+#*4+
k e"3"/(&7(#"/*+$&',8$6(<$+8(6*#+'"#
k e"3"/(&7(9L($'+")#*+$&'(<$+8(6*#+'"#
k :6"4$I$4( "'+$+-( <$+8$'(6*#+'"#( $'3&/3"1($'(+8"($'4$1"'+( D$?"?2( *( #"0&+"(9L(

*10$'$,+#*+&#(&#(*'("Q"4.+$3"E
k \&+$')(&7( $'1$4*+&#,( *'1(6&+"'+$*/( <*#'$')( ,$)',( /"*1$')( .6(+&( $'4$1"'+(

D$?"?2(,.11"'(48*')",($'(5"8*3$&#E
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2.2	
  AcEon

L8#"*+(@4+$&',(1",4#$5"(<8*+(+8"(+8#"*+(*)"'+(1$1(+&(4*.,"(&#(4&'+#$5.+"(+&(+8"(
5#"*48(D+8"(0"+8&1,(.,"1E?(L8"#"(*#"(.,.*//-(0./+$6/"(*4+$&',(1.#$')(*(5#"*48(
,4"'*#$&?(!"#$%&'(.,",(`(6#$0*#-(4*+")&#$",(&7(+8#"*+(*4+$&',2(<8$48(*#"(1",4#$5"1(
5"/&<?(;&#("*48(4*+")&#-2(+8"#"($,(*(,"#$",(&7(0"+#$4,(6"#+*$'$')(+&(+8"(,6"4$I$4(+-6"2(
6*+8(&#(3"4+&#2(*'1(&+8"#(#"/"3*'+(1"+*$/,?(

23234.:+#;"%6

@//(*++"06+,(+&($'+"'+$&'*//-(*44",,(&#(8*#0($'7&#0*+$&'(*,,"+,(<$+8&.+(
*.+8&#$%*+$&'(&#($'("Q4",,(&7(*.+8&#$%*+$&'(5-(+8<*#+$')(/&)$4*/(,"4.#$+-(
0"48*'$,0,?(9'4/.1",(5#.+"(7&#4"2(:^e($'K"4+$&'2(4#-6+*'*/-,$,2(1"'$*/(&7(,"#3$4"(
*++*4=,2("+4?(

R/*,,$I$4*+$&'('&+"U(L8"#"($,(*'(*4+$&'(4*+")&#-(7&#(l*4=$')(*'1(7&#(H$,.,"?(A&+8(4*'(
.+$/$%"(,$0$/*#(3"4+&#,(*'1(*48$"3"(,$0$/*#(#",./+,M($'(H$,.,"2(+8"(*)"'+(<*,()#*'+"1(
*44",,(D*'1(.,"1($+($'*66#&6#$*+"/-E(<8"#"*,(<$+8(l*4=$')(*44",,(<*,(&5+*$'"1(
$//")$+$0*+"/-?

2.2.1.1 Type or method of Hacking

!"#$%&'( L8"(,6"4$I$4(0"+8&1(.+$/$%"1($,(",,"'+$*/(+&(*,,",,$')(4&'+#&/(<"*='",,",a
3./'"#*5$/$+$",(*'1($1"'+$7-$')(0$+$)*+$&'(,+#*+")$",?

Notes: :.))",+"1(&6+$&',(*#"(&#)*'$%"1($'+&(4*+")&#$",(D$?"?2(N@.+8"'+$4*+$&'(@++*4=,OE(+&(
*$1(/&4*+$&'(&7(+8"(1",$#"1(+-6"?(A.//"+"1($+"0,(*#"(,"/"4+*5/"M(+8"(4*+")&#$",(*#"(
'&+?(

)"'&*+%,-./$'( H./+$6/"(,"/"4+
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Suggested	
  Options: !"#$%&#'()#'*&+!##)(,-
¥ @+84*$9.+"*
¥ ?[R1.,4<4,./$.L$7*L<814$.+$28*55<T1*$"+*7*/4,<15
¥ ?[R1.,4<4,./$.L$,/58LV,",*/4$<843*/4,"<4,./$!,(*(;$/.$1.2,/$+*\8,+*7#
¥ J5*$.L$54.1*/$"+*7*/4,<15

!"#$*.'/)#'*&+!##)(,-
¥ D+*7*/4,<1>A*55,./$H+*7,"4,./
¥ D+.55B5,4*$I*\8*54$9.+2*+:
¥ ?[R1.,4<4,./$.L$W*<G$.+$=,5"./V,28+*7$<""*55$"./4+.1$!R*+=,55,./5;$0DE5;$*4"#
¥ A*55,./$9,[<4,./
¥ A*55,./$I*R1<:

0*11)&2+34%("#'*&+5+6&7%(#'*&+!##)(,-
¥ @8LL*+$.6*+V1.W
¥ 9.+=<4$A4+,/2
¥ P/4*2*+$N6*+V1.W5
¥ EU0H$P/]*"4,./
¥ F<,1$D.==</7$P/]*"4,./
¥ O811$@:4*$P/]*"4,./
¥ NA$D.==</7,/2
¥ I*=.4*$9,1*$P/"185,./
¥ AR*",<1$?1*=*/4$P/]*"4,./
¥ A^E$P/]*"4,./
¥ AAP$P/]*"4,./
¥ _FE$P/]*"4,./
¥ _H<43$P/]*"4,./
¥ _^8*+:$P/]*"4,./

!8"-%+*9+:"&(#'*&);'#<
¥ 0HP$0T85*$>$F,585*
¥ D<"3*$H.,5./,/2
¥ 9.+"*7$T+.W5,/2$!H+*7,"4<T1*$I*5.8+"*$E."<4,./#
¥ H<43$M+<6*+5<1
¥ I*5.8+"*$E."<4,./$044<"G5$>$P/L.+=<4,./$U,5"1.58+*

=%&');+*9+>%.?'(%
¥ 0"".8/4$1."G.84$<44<"G
¥ U*/,<1$.L$A*+6,"*
¥ _FE$044+,T84*$@1.W8R
¥ _FE$?/4,4:$?[R</5,./

0;'%&#@-'2%+!##)(,-
¥ D+.55B5,4*$A"+,R4,/2
¥ F</B,/B43*B@+.W5*+$<44<"G
¥ F</B,/B43*BF,771*$044<"G
¥ I.84,/2$U*4.8+

3&(.<A#'*&+!##)(,-
¥ D+:R4</<1:5,5$!4<+2*45$43*$<12.+,43=#
¥ ?/"+:R4,./$@+84*$9.+",/2$!4<+2*45$43*$G*:#

B.*#*(*;+C)&'A";)#'*&
¥ D+.55$A,4*$M+<",/2
¥ SMMH$I*\8*54$A=8221,/2
¥ SMMH$I*\8*54$AR1,44,/2
¥ SMMH$I*5R./5*$A=8221,/2
¥ SMMH$I*5R./5*$AR1,44,/2
¥ _FE$?[4*+/<1$?/4,4,*5

C'-(%;;)&%*"-
¥ ?[R1.,4<4,./$.L$T<"G7..+$.+$".==</7>"./4+.1$"3<//*1
¥ 9..4R+,/4,/2$</7$9,/2*+R+,/4,/2
¥ 98--$4*54,/2
¥ I*6*+5*$?/2,/**+,/2
¥ A/,LV,/2$6,<$+*5,7*/4$5:54*=$84,1,4,*5$.+$5.L4W<+*
¥ AN0H$0++<:$0T85*
¥ JIE$I*7,+*"4.+$0T85*

¥ J/G/.W/
¥ N43*+!5#$!5R*",L:#
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0+&1'223,'%"&( L8"(/$,+($,('&+("Q8*.,+$3"2(*,(1"+*$/"1(*,($+(4&./1(5"2(&#(6"#7"4+?(9+($,2(8&<"3"#2(
.,"7./(7&#(0&,+(*++*4=,(*'1(6#&3$1",("'&.)8(,6"4$I$4$+-(7&#(+8"($'+"'1"1(6.#6&,"?(
9+($,(1"#$3"1(7#&0(&.#(&<'(<&#=(*'1(7#&0(&6"'(*++*4=(+*Q&'&0$",(7#&0(+8"(F"5(
@66/$4*+$&'(:"4.#$+-(R&',&#+$.0(DF@:RE2(+8"(G6"'(F"5(@66/$4*+$&'(:"4.#$+-(
[#&K"4+(DGF@:[ E2(*'1(+8"(R&00&'(@++*4=([*++"#'(Z'.0"#*+$&'(*'1(
R/*,,$I$4*+$&'(DR@[ZRE(7#&0(H$+#"?(R#&,,>#"7"#"'4$')(+8","($,('&+(*(J.$4=2("*,-2(&#(
4&'I/$4+>7#""(6#&4",,?(L8"(/$,+(*5&3"(.,",(+8"(F@:R(L8#"*+(R/*,,$I$4*+$&'(3W?j(*,(*(
5*,"/$'"(*'1(6.//,(7#&0(+8"(&+8"#,(+&(#&.'1(&.+(*#"*,('&+(*11#",,"1($'(F@:R(D$?"?2(
'&'(*66/$4*+$&'(*++*4=,E?(F"(#"7"#(.,"#,(+&(+8"(/$'=,(*5&3"(7&#(1"I$'$+$&',(*'1(
"Q*06/",?

2.2.1.2 Path or vector of attack  

!"#$%&'( L8"(6*+8(&#(3"4+&#(&7(*++*4=(,.66/"0"'+,($'7&#0*+$&'(#")*#1$')(+8"(+-6"(,"/"4+"1(
*5&3"?(9'(,&0"(4*,",2(+8"(,*0"(+-6"(&7(*4+$&'(4&'1.4+"1(+8#&.)8(1$77"#"'+(6*+8,a
3"4+&#,(#"J.$#",(3"#-(1$77"#"'+(1"7"',",?

Notes: L8$,(#"7"#,(+&($'+"#0"1$*+"(*,,"+,(&#(,"#3$4",("Q6/&$+"1(#*+8"#(+8*'(+8"(+"#0$'*/(6&$'+(
&#(+*#)"+(*,,"+(&7(+8"(*++*4=?(;&#($',+*'4"2(*(<"5(*66/$4*+$&'($,(+8"(6*+8("Q6/&$+"1(5-(
:^e($'K"4+$&'(+&(4&06#&0$,"(1*+*($'(*(1*+*5*,"?(@(#"0&+"(*44",,(4&''"4+$&'($,(&7+"'(
+8"(3"4+&#(+8#&.)8(<8$48(*'(*++*4="#()*$',(*44",,(+&($'+"#'*/(#",&.#4",?(L8"(6*+8(4*'(
5"(+8"(,*0"($,(+8"(*77"4+"1(*,,"+?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ \&+(*66/$4*5/"
¥ A*4=1&&#(&#(4&'+#&/(48*''"/
¥ B",=+&6ae*6+&6
¥ \"+<&#=(1"3$4",
¥ [&,,",,$&'(&#(68-,$4*/(*44",,
¥ C"0&+"(*44",,(*'1(4&'+#&/(,"#3$4",a,&7+<*#"
¥ :"#3"#a:-,+"0
¥ F"5(*66/$4*+$&'
¥ F$#"/",,('"+<&#=
¥ g'='&<'
¥ G+8"#D,E(D:6"4$7-E

0+&1'223,'%"&( F8$/"(4"#+*$'/-('&+("Q8*.,+$3"2(<"(8*3"(7&.'1(+8$,(,$06/"(/$,+(+&(5"(.,"7./($'(+8"(
0*K&#$+-(&7(4*,",(*'1(,6"4$I$4("'&.)8(7&#(+8"($'+"'1"1(6.#6&,"?(@'(*/+"#'*+$3"(0$)8+(
5"(+&(.,"(*(6*+8a3"4+&#(*/$)'"1(<$+8(/*-"#,($'(+8"(G:9(0&1"/?(L8"(/$,+(4&./1(4"#+*$'/-(5"(
5#&*1"'"1(*'1($06#&3"1(5-(+8"(4&00.'$+-?
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2.2.1.3 Vulnerability ID(s) (if applicable)

!"#$%&'( 91"'+$7-$')(+8"(,6"4$I$4(3./'"#*5$/$+-("Q6/&$+"1($,(.,"7./(&'(0*'-(/"3"/,?(9+("'*5/",(
&'"(+&(1"+"#0$'"(+8"(6"#4"'+*)"(&7(*++*4=,(+8*+("Q6/&$+(3./'"#*5$/$+$",(*'1(<8$48(
&'",(*#"("Q6/&$+"1?(L8"(3./'"#*5$/$+-(9B(*/,&(*//&<,(7&#(.,"7./(,"4&'1*#-(0"+#$4,(
/$="(8&<(/&')(+8"(3./'"#*5$/$+-(<*,(6.5/$4/-(='&<'2(<8"+8"#(*(6*+48("Q$,+"1(D*'1(
7&#(8&<(/&')E2("+4?

Notes: L8$,(,6"4$I$4*//-(#"7"#,(+&(*(3./'"#*5$/$+-($'(4&1"(*,(&66&,"1(+&(*(<"*='",,(&#(
3./'"#*5$/$+-($'(4&'I$).#*+$&'?(97(*(3./'"#*5$/$+-(<*,("Q6/&$+"12(6/"*,"(/$,+(+8"(9Ba
'*0"(8"#"(D$?"?2(+8"(R!Z(bE?(97($+(<*,(*(%"#&(1*-2("'+"#(+8*+(*'1(6#&3$1"(*'-(1"+*$/,(
-&.(4*'?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options:

0+&1'223,'%"&( \a@

2.2.1.4	
  	
  Other	
  Hacking	
  metrics	
  to	
  consider
¥ ;#"">7&#0(L"Q+(I$"/1(+&(4*6+.#"(*'-(*11$+$&'*/('&+"<&#+8-(1"+*$/,
¥ C"4&#1(&7(,6"4$I$4(*++*4=(,$)'*+.#",(&#(6*++"#',
¥ e$,+$')(&7(*.+&0*+"1(+&&/,(&#("Q6/&$+(=$+,(.,"1

23232.<+*=+0$

:&7+<*#"(&#(4&1"(1"3"/&6"1(7&#(+8"(6.#6&,"(&7(4&06#&0$,$')(&#(8*#0$')(*'(
$'7&#0*+$&'(*,,"+(<$+8&.+(+8"(&<'"#S,($'7&#0"1(4&',"'+?(ZQ*06/",($'4/.1"(3$#.,",2(
<&#0,2(,6-<*#"2(="-/&))"#,2(5*4=1&&#,2("+4?(H*/<*#"(4*'(5"(4/*,,$I$"1($'(0*'-(
<*-,?(F"(.+$/$%"(*(+<&>1$0"',$&'*/(*66#&*48(+8*+($1"'+$I$",(<8*+(+8"(0*/<*#"(1$1(
D+-6"(&#(7.'4+$&'E(*'1(8&<($+(<*,(1$,+#$5.+"1(D6*+8(&#(3"4+&#E?(L8","(48*#*4+"#$,+$4,(
8*3"(*(1$#"4+(5"*#$')(&'(6#"3"'+$3"(0"*,.#",?
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2.2.2.1 Type or function of Malware  

!"#$%&'( 9'(+8"(,8&#+(+"#02($+($,('"4",,*#-(+&(*1"J.*+"/-(1",4#$5"(+8"($'4$1"'+(*'1($+,(
#*0$I$4*+$&',?(9'(+8"(/&')(+"#02(+#*4=$')(+8"(7.'4+$&'()$3",($',$)8+($'+&(+8"("3&/3$')(
'*+.#"(&7(0*/<*#"(*'1(8&<(4#$0$'*/,("06/&-($+?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ A*4=1&&#
¥ A#.+">7&#4"(*44",,(+&(&+8"#(,-,+"0,
¥ R&00*'1(*'1(R&'+#&/
¥ B",+#&-(&#(0&1$7-(1*+*(&'(,-,+"0
¥ B$*/"#
¥ B$,*5/"(&#($'+"#7"#"(<$+8(,"4.#$+-(4&'+#&/,
¥ B&:(*++*4=(&'(&+8"#(,-,+"0,
¥ B&:(/&4*/(,-,+"0
¥ Z'4#-6+(&#(,"$%"(1*+*(&'(,-,+"0
¥ m#*-<*#"2(@1<*#"2(*'1(:4*#"<*#"
¥ l*#3",+(&#($'1"Q(1*+*(&'(,-,+"0
¥ 9'7"4+(#"0&3*5/"(0"1$*(&#(1"3$4",
¥ 9',+*//(*11$+$&'*/(0*/<*#"(&#(,&7+<*#"
¥ q"-/&))"#
¥ [*4="+a\"+<&#=(,'$77"#
¥ C@H(,4#*6"#(D0"0&#-(6*#,"#E
¥ :4*'(&#(7&&+6#$'+('"+<&#=
¥ :"'1(1*+*(+&("Q+"#'*/("'+$+-
¥ :"'1(,6*0
¥ :6-<*#"
¥ F&#0(>("0*$/(6#&6*)*+$&'(+&(&+8"#(,-,+"0,
¥ F&#0(>('"+<&#=(6#&6*)*+$&'(+&(&+8"#(,-,+"0,
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( L8"(/$,+($,(*10$++"1/-($'4&',$,+"'+($'(+8*+($+($'4/.1",(+-6",(DNA*4=1&&#O(*'1(N[*4="+(
,'$77"#OE(*'1(1",4#$6+$3"(7.'4+$&',(DNA#.+">7&#4"(*44",,(+&(&+8"#(,-,+"0,OE?(9'()"'"#*/2(
<"(.,"(<8$48"3"#(7&#0($,(+8"(0&,+(,$06/"(*'1(4/"*#?(F"(6#"7"#(+-6"(*,(/&')(*,(+8"(
7.'4+$&'($,(<"//("'&.)8($06/$"1?(
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2.2.2.2 Path or vector of infection

!"#$%&'( g'1"#,+*'1$')(8&<(0*/<*#"(<*,($'+#&1.4"1($'+&(+8"('"+<&#=(&#(,-,+"0($,(",,"'+$*/(
+&(*,,",,$')(4&'+#&/(<"*='",,",a3./'"#*5$/$+$",(*'1($1"'+$7-$')(0$+$)*+$&'(,+#*+")$",?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ Z0*$/
¥ 9',+*//"1(5-(&+8"#(0*/<*#"
¥ 9',+*//"1(5-(#"0&+"(*++*4="#
¥ 9',+*'+(H",,*)$')
¥ \"+<&#=(6#&6*)*+$&'
¥ [W[(a(;$/"(,8*#$')
¥ [&#+*5/"(0"1$*(*'1(1"3$4",
¥ [#&)#*00"1($'+&(,-,+"0a,&7+<*#"
¥ F"5a9'+"#'"+(D*.+&>"Q"4.+"1(a(i1#$3">5-i($'7"4+$&'E
¥ F"5a9'+"#'"+(D.,"#>"Q"4.+"1(&#(1&<'/&*1"1E
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@

2.2.2.3 Vulnerability ID(s) (if applicable)

!"#$%&'( 91"'+$7-$')(+8"(,6"4$I$4(3./'"#*5$/$+-("Q6/&$+"1($,(.,"7./(&'(0*'-(/"3"/,?(9+("'*5/",(&'"(
+&(1"+"#0$'"(+8"(6"#4"'+*)"(&7(0*/<*#"(+8*+("Q6/&$+(3./'"#*5$/$+$",(*'1(<8$48(&'",(
*#"("Q6/&$+"1?(L8"(3./'"#*5$/$+-(9B(*/,&(*//&<,(7&#(.,"7./(,"4&'1*#-(0"+#$4,(/$="(8&<(
/&')(+8"(3./'"#*5$/$+-(<*,(6.5/$4/-(='&<'2(<8"+8"#(*(6*+48("Q$,+"1(D*'1(7&#(8&<(/&')E2(
"+4?

Notes: L8$,(,6"4$I$4*//-(#"7"#,(+&(*(3./'"#*5$/$+-($'(4&1"(*,(&66&,"1(+&(*(<"*='",,(&#(
3./'"#*5$/$+-($'(4&'I$).#*+$&'?(97(*(3./'"#*5$/$+-(<*,("Q6/&$+"12(6/"*,"(/$,+(+8"(9Ba'*0"(
8"#"(D$?"?2(+8"(R!Z(bE?(97($+(<*,(*(%"#&(1*-2("'+"#(+8*+(*'1(6#&3$1"(*'-(1"+*$/,(-&.(4*'?

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( \a@

Verizon Incident Sharing Framework - BETA    !"#$%&'&($$)*+,-./($$011$+,2345$+*5*+6*7(
 23



2.2.2.4	
  	
  Other	
  Malware	
  metrics	
  to	
  consider
¥ ;#"">7&#0(L"Q+(I$"/1(+&(4*6+.#"(*'-(*11$+$&'*/('&+"<&#+8-(1"+*$/,
¥ R&00&'('*0"(&#(9B(&7(+8"(0*/<*#"
¥ B*+"(+8"(0*/<*#"(<*,(I$#,+(='&<'(+&(5"($'(+8"(<$/1(D$7(6#"3$&.,/-(='&<'E
¥ B"+*$/,(#")*#1$')(8&<(+8"(0*/<*#"(<*,(4.,+&0$%"1(D$7(*66/$4*5/"E
¥ C"4&#1( &7( ,6"4$I$4( 8*,8( 3*/.",2( I$/"( '*0",2( "Q"4.+*5/",2( I$/"( ,$%",2( I$/"( 6*+8,2(

#")$,+#-(="-,2(6#&4",,(&#(,"#3$4"('*0",2("+4

23238.>-#"+*

:&4$*/(+*4+$4,("06/&-(1"4"6+$&'2(0*'$6./*+$&'2($'+$0$1*+$&'2("+4(+&("Q6/&$+(+8"(
8.0*'("/"0"'+2(&#(.,"#,2(&7($'7&#0*+$&'(*,,"+,?(9'4/.1",(6#"+"Q+$')2(68$,8$')2(
5/*4=0*$/2(+8#"*+,2(,4*0,2("+4?

R/*,,$I$4*+$&'('&+"U(L8&,"(7*0$/$*#(<$+8(+8"(Wjjr(*'1(Wjjp(BA9C,(0*-(#"4&)'$%"(
+8$,(*,(*('"<(4*+")&#-?(L8$,(4*+")&#-(<*,(6#"3$&.,/-(#"7"##"1(+&(*,(B"4"$+M(<"(
5"/$"3"(+8"(48*')"(5"++"#(#"I/"4+,(+8"(5#&*1('*+.#"(&7(8.0*'>+*#)"+"1(+8#"*+,?

2.2.3.1 Type of Social tactic

!"#$%&'( l"/6,(",+*5/$,8(6&/$4$",(*'1(6#&4"1.#",(*'1("1.4*+"("06/&-"",(+&(#"4&)'$%"(*'1(#",$,+(
,&4$*/(+*4+$4,?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ A*$+$')(D$"2(,4*++"#$')($'7"4+"1(0"1$*($'(6*#=$')(/&+E
¥ A/*4=0*$/(a(ZQ+&#+$&'
¥ B$,$'7&#0*+$&'(D1"/$5"#*+"/-()$3$')(7*/,"($'7&E
¥ Z/$4$+*+$&'(D,.5+/"("Q+#*4+$&'(&7($'7&(+8#&.)8(4&'3"#,*+$&'E
¥ l&*Q(a(:4*0
¥ [8$,8$')(D&#(*'-(+-6"(&7(s$,8$')E
¥ [#"+"Q+$')(D$'3"'+"1(,4"'*#$&(+&(1"4"$3"(+*#)"+E
¥ C"6.1$*+$&'(D1"'-(&#(#"K"4+(*,(.'+#."E
¥ :6*0(D.',&/$4$+"1(0",,*)$')E
¥ :6&&I$')(a(;&#)"#-(D7*="(<"5,$+"2(1&4,2("+4E
¥ L8#"*+(&7(8*#0
¥ 9'I/."'4"(+*4+$4,(De"3"#*)$')(*.+8&#$+-(&#(,"',"(&7(&5/$)*+$&'E
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@
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2.2.3.2 Communication channel

!"#$%&'( A"4*.,"(+8"(+-6",(/$,+"1(*5&3"(4*'(5"(4&'1.4+"1(+8#&.)8(1$77"#"'+(48*''"/,(
D6#"+"Q+$')(&3"#(+8"(68&'"(&#($'>6"#,&'E2(+8$,(8"/6,(+&(7.#+8"#(",+*5/$,8(6&/$4$",(*'1(
6#&4"1.#",(*'1("1.4*+"("06/&-"",(+&(#"4&)'$%"(*'1(#",$,+(,&4$*/(+*4+$4,?

Notes: L8$,($,(+8"(0"1$.0(+8#&.)8(<8$48(,&4$*/(+*4+$4,(*#"(4&'1.4+"1?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ A/&),(a(;&#.0,
¥ B&4.0"'+,
¥ Z0*$/
¥ 9'>6"#,&'
¥ 9',+*'+(0",,*)$')
¥ [""#(+&([""#('"+<&#=
¥ [8&'"
¥ [&#+*5/"(0"1$*
¥ :&4$*/('"+<&#=$')(,$+"
¥ :&7+<*#"(
¥ F"5(a(9'+"#'"+(D5",$1",(:\2(5/&),E
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@

2.2.3.3  Target of social tactic

!"#$%&'( q'&<$')(<8&($,(+*#)"+"1(8"/6,(+&(7&4.,(6&/$4$",(*'1(6#&4"1.#",(*'1(5"++"#("1.4*+"(
8$)8/->+*#)"+"1("06/&-"",(+&(#"4&)'$%"(*'1(#",$,+(,&4$*/(*++*4=,?

Notes: L8$,($,(+8"(0"1$.0(+8#&.)8(<8$48(,&4$*/(+*4+$4,(*#"(4&'1.4+"1?

)"'&*+%,-./$'( H./+$6/"(,"/"4+
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Suggested	
  Options: ¥ @.1$+&#
¥ Z'1>g,"#
¥ ZQ"4.+$3"ag66"#(H)+
¥ ;$'*'4"a@44&.'+$')(,+*77
¥ l"/6(1",=(,+*77
¥ l.0*'(#",&.#4",(,+*77
¥ 9'+"#'*/(,-,+"0(&#(,$+"
¥ 9La:"4.#$+-(@10$'
¥ o*'$+&#$*/(,+*77
¥ H*$'+"'*'4"(,+*77
¥ :"4.#$+-().*#1
¥ :&7+<*#"(1"3"/&6"#
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( @,(*'(*/+"#'*+$3"2(&'"(4&./1(1",4#$5"(+8"(+*#)"+(&7(,&4$*/(+*4+$4,($'(+8"(@,,"+(,"4+$&'(
D+8"(/$,+(*5&3"($,(+8"(,*0"(*,(+8"(N["&6/"O(4*+")&#-(<$+8$'(*,,"+,E?

2.2.3.4	
  	
  Other	
  Social	
  metrics	
  to	
  consider
¥ ;#"">7&#0(L"Q+(I$"/1(+&(4*6+.#"(*'-(*11$+$&'*/('&+"<&#+8-(1"+*$/,
¥ B"+*$/"1(1",4#$6+$&'(&7(+8"(4&'+"'+(&#('*+.#"(&7(,&4$*/(+*4+$4,
¥ 97(*66/$4*5/"2(*(#"4&#1(&7(+8"(,6"4$I$4(N5*$+O(.,"1(D$?"?2(+8"(,.5K"4+(&7(+8"(68$,8$')(

"0*$/(&#(*11#",,(+&(*(7*="(<"5,$+"E

2323?.<"&@&$

g,$')(&#)*'$%*+$&'*/(#",&.#4",(&#(6#$3$/")",(7&#(*'-(6.#6&,"(&#($'(*(0*''"#(
4&'+#*#-(+&(+8*+(<8$48(<*,($'+"'1"1?(:.48(*4+$&',(4*'(5"(0*/$4$&.,(&#('&'>
0*/$4$&.,($'('*+.#"?(9'4/.1",(*10$'$,+#*+$3"(*5.,"2(.,"(6&/$4-(3$&/*+$&',2(.,"(&7('&'>
*66#&3"1(*,,"+,2("+4?(

0;)--'D'()#'*&+&*#%+

L8"#"($,(*'(*4+$&'(4*+")&#-(7&#(l*4=$')(*'1(7&#(H$,.,"?(A&+8(4*'(.+$/$%"(,$0$/*#(
3"4+&#,(*'1(*48$"3"(,$0$/*#(#",./+,M($'(H$,.,"2(+8"(*)"'+(<*,()#*'+"1(*44",,(D*'1(
.,"1($+($'*66#&6#$*+"/-E(<8"#"*,(<$+8(l*4=$')2(*44",,(<*,(&5+*$'"1($//")$+$0*+"/-?(
@11$+$&'*//-2(+8"(/$'"(5"+<""'(H$,.,"(*'1(Z##&#(4*'(5"(*(5$+(5/.##-?(9'()"'"#*/2(+8"(
4*+")&#$",(1$3$1"(*/&')(+8"(/$'"(&7($'+"'+?(Z##&#,(*#"(<8&//-(.'$'+"'+$&'*/2(<8"#"*,(
H$,.,"($'3&/3",(<$//7./(*4+$&',(+-6$4*//-(1&'"($'($)'&#*'4"(&7(6&/$4-(&#(7&#(+8"(,*="(
&7(4&'3"'$"'4"2(6"#,&'*/()*$'2(&#(0*/$4"?
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2.2.4.1 Type of Misuse

!"#$%&'( l"/6,(",+*5/$,8(6&/$4$",(*'1(6#&4"1.#",(+8*+(4*'("77"4+$3"/-(1"+"#2(6#"3"'+2(*'1(1"+"4+(
3*#$&.,(+-6",(&7(0$,.,"?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ @5.,"(&7(*10$'$,+#*+$3"(6#$3$/")",
¥ @5.,"(&7(,-,+"0(*44",,
¥ :+&#*)"a+#*',7"#(&7(1*+*($'('&'>*66#&3"1(1"3$4"
¥ :+&#*)"a+#*',7"#(&7(1*+*($'('&'>*66#&3"1(7&#0*+
¥ :+&#*)"a+#*',7"#(&7(1*+*($'('&'>*66#&3"1(68-,$4*/(/&4*+$&'
¥ g'*66#&3"1(48*')",(*'1(<&#=*#&.'1,
¥ g,"(&7(.'*66#&3"1(8*#1<*#"a1"3$4",
¥ g,"(&7(.'*66#&3"1(,&7+<*#"a,"#3$4",
¥ !$&/*+$&'(&7(*,,"+a1*+*(1$,6&,*/(6&/$4-
¥ !$&/*+$&'(&7(1*+*(#"+"'+$&'(6&/$4-
¥ !$&/*+$&'(&7("0*$/a9H(.,"(6&/$4-
¥ !$&/*+$&'(&7(<"5a9'+"#'"+(.,"(6&/$4-
¥ G+8"#D,E(D:6"4$7-E

0+&1'223,'%"&( \a@

2.2.4.2 Manner or vector of misuse

!"#$%&'( R*6+.#",()#"*+"#(1"+*$/(,.##&.'1$')(+8"(0*''"#(&7(0$,.,"(*'1(+8"(3"4+&#(+8#&.)8(
<8$48($+(<*,(4&'1.4+"1?(

Notes: ;&#($',+*'4"2($7(+8"#"(<*,(*(3$&/*+$&'(&7(<"5(.,"(6&/$4-2(<8$48(=$'1(&7(<"5,$+"(D*1./+(&#(
'"<,EP(F8*+(=$'1(&7(1"3$4"(&#(,&7+<*#"P(A*,$4*//-2(*'-($'7&#0*+$&'(-&.(1""0(8"/67./(
$'(",+*5/$,8$')(6&/$4$",(*'1(6#&4"1.#",(+&(1"+"#2(6#"3"'+2(*'1(1"+"4+(,.48(*4+$&',($'(+8"(
7.+.#"?

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( F8$/"(*(6#">/&*1"1(/$,+(4&./1(5"()"'"#*+"1(7&#(+8$,(0"+#$42(+8"(L"Q+(I$"/1()$3",()#"*+"#(
I/"Q$5$/$+-(*'1(1"+*$/?(
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2.2.4.3	
  -­‐	
  Other	
  Misuse	
  metrics	
  to	
  consider
¥ \&+$')( &7( $'1$4*+&#,( *'1( 6&+"'+$*/( <*#'$')( ,$)',( /"*1$')( .6( +&( $'4$1"'+( D$?"?2(

,.11"'(48*')",($'(5"8*3$&#E
¥ @,,",,0"'+( &7(+8"( 0&+$3"( &#( #"*,&'( 5"8$'1( +8"( *)"'+S,( 1"4$,$&'( +&( "')*)"( $'(

0$,.,"

2.2.5	
  Physical

L8#"*+,(+8*+("06/&-(68-,$4*/( *4+$&',(*'1a&#(#"J.$#"(68-,$4*/(6#&Q$0$+-?(9'4/.1",(+8"7+2(
+*06"#$')2(,'&&6$')2(,*5&+*)"2(/&4*/(1"3$4"(*44",,2("+4?

R/*,,$I$4*+$&'( '&+"U( \*+.#*/( 8*%*#1,( *'1( 6&<"#( 7*$/.#",( *#"( &7+"'( 4/*,,$I$"1( .'1"#(
[8-,$4*/(+8#"*+,?(F"($'4/.1"(,.48("3"'+,($'(+8"(Z'3$#&'0"'+*/(4*+")&#-(*'1(#",+#$4+(+8"(
[8-,$4*/(4*+")&#-(+&($'+"'+$&'*/( *4+$&',(6"#6"+#*+"1(5-(*(8.0*'(*)"'+?(L8$,($,(1&'"(7&#(
,"3"#*/( #"*,&',2( $'4/.1$')( +8"( *,,",,0"'+( &7( +8#"*+( 7#"J."'4-( *'1( +8"( */$)'0"'+( &7(
4&'+#&/,?

2.2.5.1 Type of Physical attack

!"#$%&'( L8"(+-6"(&7(*++*4=($,(4#$+$4*/(+&(*,,",,$')(4&'+#&/(<"*='",,",a3./'"#*5$/$+$",(*'1(
$1"'+$7-$')(0$+$)*+$&'(,+#*+")$",?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ @,,*./+(*'1(A*++"#-
¥ \"+<&#=(*44",,(D3$*('<(K*4=(&#(<$#"/",,E
¥ B"3$4"(*44",,(D3$*(/&4*/($'+"#7*4"E
¥ [*,,$3"($'+"#4"6+$&'(D,$)'*/,2("0*'*+$&',E
¥ :*5&+*)"
¥ :'&&6$')
¥ L*$/)*+$')
¥ L*06"#$')
¥ L8"7+
¥ F$#"+*66$')(
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@
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2.2.5.2 Location of Attack

!"#$%&'( ;.#+8"#($'7&#0,(0$+$)*+$&'(,+#*+")$",?(B"6"'1$')(&'(+8"(/&4*+$&'(<8&/"()#&.6,(&7(
4&'+#&/,(0*-('&+(*66/-(D$?"?2(5$&0"+#$4(*44",,(+&(4&#6&#*+"(7*4$/$+$",(1&'S+(6#&+"4+(*(
/*6+&6(/"7+($'(*(4*#E?(

Notes: :"/"4+(+8"(&6+$&'(+8*+(5",+(1",4#$5",(+8"(/&4*+$&'($'(<8$48(+8"(*++*4=(<*,(4&'1.4+"1?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ ZQ+"#'*/(/&4*+$&'(>(:+&#"2(#",+*.#*'+2("+4
¥ ZQ+"#'*/(/&4*+$&'(>(@$#6&#+2(+#*$'2(,.5<*-2("+4
¥ ZQ+"#'*/(/&4*+$&'(>(R*#
¥ ZQ+"#'*/(/&4*+$&'(>(A.,$'",,(6*#+'"#(7*4$/$+-
¥ !$4+$0(/&4*+$&'(>(G.+1&&#(*#"*2()#&.'1,(D$"2(6*#=$')(/&+E
¥ !$4+$0(/&4*+$&'(>(B$,6&,*/(*#"*(D$"2(1.06,+"#2(#"4-4/"(5$'E
¥ !$4+$0(/&4*+$&'(>(9'1&&#2(6.5/$4(*#"*(D$"2(/&55-2(/&*1$')(1&4=E
¥ !$4+$0(/&4*+$&'(>(9'1&&#('&'>6.5/$4(*#"*(D&7I$4",2("J.$60"'+(#&&0,E
¥ !$4+$0(/&4*+$&'(>(9'1&&#(8$)8(,"4.#$+-(*#"*(D,"#3"#(#&&02(CtB(/*5,E
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@

2.2.5.3 Means of Physical access

!"#$%&'( L8"(0"*',(5-(<8$48(68-,$4*/(*44",,(<*,(&5+*$'"1(8*,(*(1$#"4+(5"*#$')(&'(<8$48(
4&'+#&/,(4*'("77"4+$3"/-(6#"3"'+($+?

Notes: :"/"4+(+8"(&6+$&'(+8*+(5",+(1",4#$5",(8&<(+8"(*)"'+()*$'"1(68-,$4*/(*44",,(+&(+8"(*,,"+?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ L8"(/&4*+$&'(<*,(.'4&'+#&//"1(D6.5/$4E
¥ @)"'+(8*1(6#$3$/")",(+&(*44",,(/&4*+$&'
¥ @)"'+(1$,*5/"1(68-,$4*/(5*##$"#,a4&'+#&/,
¥ @)"'+(5-6*,,"1(68-,$4*/(5*##$"#,a4&'+#&/,
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@
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2.2.5.4	
  	
  Other	
  Physical	
  metrics	
  to	
  consider
¥ ;#"">7&#0(L"Q+(I$"/1(+&(4*6+.#"(*'-(*11$+$&'*/('&+"<&#+8-(1"+*$/,

2323A.'00-0

@'-+8$')( 1&'"( D&#( /"7+( .'1&'"E( $'4&##"4+/-( &#( $'*13"#+"'+/-?( 9'4/.1",( &0$,,$&',2(
0$,4&'I$).#*+$&',2(6#&)#*00$')("##&#,2(+#$6,(*'1(,6$//,2(0*/7.'4+$&',2("+4?

2.2.6.1 Type of Error committed

!"#$%&'( l"/6,(",+*5/$,8(6&/$4$",(*'1(6#&4"1.#",(*'1("1.4*+"("06/&-"",(&'(8&<("##&#,(4*'(5"(
*3&$1"1?

Notes: \"*#/-(*//($'4$1"'+,($'3&/3"(,&0"(+-6"(&7("##&#?(:"/"4+(+8&,"(+8*+(1$#"4+/-(4*.,"1(&#(
s,$)'$I$4*'+/-(D-&.#(&6$'$&'E(4&'+#$5.+"1(+&(+8"($'4$1"'+?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ R*6*4$+-(&3"#/&*1
¥ R/*,,$I$4*+$&'(&#(/*5"/$')("##&#
¥ B*+*("'+#-("##&#
¥ B$,6&,*/("##&#
¥ H*$'+"'*'4"("##&#(D$?"?2(1.#$')(8*#1<*#"(.6)#*1"E
¥ m*77"(D$'*13"#+"'+(1$,4/&,.#"2(i/"+(,&0"+8$')(,/$6iE
¥ m"'"#*/(.,"#("##&#
¥ e&,,(&#(0$,6/*4"0"'+
¥ H$,4&'I$).#*+$&'
¥ H$,*11#",,(&#(0$,1"/$3"#-(D$?"?2(0*$/(,"'+(+&(<#&')(#"4$6$"'+E
¥ H$,$'7&#0*+$&'(D*44$1"'+*//-()$3$')(7*/,"($'7&E
¥ G0$,,$&'(D,&0"+8$')(&3"#/&&="1(&#(/"7+(.'1&'"E
¥ [8-,$4*/(*44$1"'+,(D$?"?2(5*4=8&"(6&<"#(4*5/"E
¥ [#&)#*00$')("##&#
¥ [.5/$,8$')("##&#(D$?"?2(6&,+$')(6#$3*+"($'7&(&'(6.5/$4(,$+"E
¥ :-,+"0(0*/7.'4+$&'
¥ L#$6,(*'1(,6$//,
¥ G+8"#D,E(D:6"4$7-E

0+&1'223,'%"&( \a@

2.2.6.2 Reason for Error

!"#$%&'( ;.#+8"#($'7&#0,(6&/$4$",(*'1(6#&4"1.#",?(
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Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ 9',.7I$4$"'+(+"48'&/&)-(#",&.#4",
¥ 9',.7I$4$"'+(6"#,&''"/(#",&.#4",
¥ 9'*1"J.*+"(6#&4",,",
¥ e*4=(&7(='&</"1)"a,=$//
¥ R*#"/",,'",,
¥ C*'1&0(*4+(D'&(#"*,&'2('&(7*./+E
¥ G+8"#D,E(D:6"4$7-E

0+&1'223,'%"&( \a@

2.2.6.3	
  -­‐	
  Other	
  Error	
  metrics	
  to	
  consider
¥ ;#"">7&#0(L"Q+(I$"/1(+&(4*6+.#"(*'-(*11$+$&'*/('&+"<&#+8-(1"+*$/,

2323B.'%C"0-%1$%,+*

L8$,(4*+")&#-('&+(&'/-($'4/.1",("'3$#&'0"'+*/("3"'+,(/$="("*#+8J.*=",(*'1(I/&&1,(
5.+(*/,&(8*%*#1,(*,,&4$*+"1(<$+8(+8"($00"1$*+"("'3$#&'0"'+(D&#($'7#*,+#.4+.#"E($'(
<8$48(*,,"+,(*#"(/&4*+"1?(L8"(/*++"#("'4&06*,,",(6&<"#(7*$/.#",2("/"4+#$4*/(
$'+"#7"#"'4"2(6$6"(/"*=,2(*'1(*+0&,68"#$4(4&'1$+$&',?(

2.2.7.1 Type of Environmental event

!"#$%&'( l"/6,(",+*5/$,8(,+#*+")$",(+&(*3&$1(&#(#"4&3"#(7#&0("'3$#&'0"'+*/("3"'+,(?

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+
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Suggested	
  Options: ¥ B"+"#$&#*+$&'(*'1(1")#*1*+$&'
¥ B.,+a1$#+
¥ Z*#+8J.*="
¥ Z/"4+#&0*)'"+$4($'+"#7"#"'4"(D$'4/.1$')(C;9E
¥ :+*+$4("/"4+#$4$+-(a(Z:B
¥ ZQ+#"0"(+"06"#*+.#",
¥ ;$#"
¥ ;/&&1
¥ l*%*#1&.,(0*+"#$*/,
¥ l.0$1$+-
¥ l.##$4*'"
¥ e*'1,/$1"
¥ e$)8+"'$')
¥ H"+"&#,(*'1(*,+"#&$1,(ME
¥ [*+8&)"'
¥ [&<"#(7*$/.#",(*'1(I/.4+.*+$&',
¥ :'&<a94"
¥ L&#'*1&
¥ L,.'*0$,
¥ !"#0$'
¥ !&/4*'$4("#.6+$&'
¥ F*+"#(/"*=,(*'1(1$,48*#)",
¥ F$/1I$#",
¥ F$'1
¥ G+8"#D,E(D:6"4$7-E

0+&1'223,'%"&( \a@

2.2.7.2	
  -­‐	
  Other	
  Environmental	
  metrics	
  to	
  consider
¥ ;#"">7&#0(L"Q+(I$"/1(+&(4*6+.#"(*'-(*11$+$&'*/('&+"<&#+8-(1"+*$/,
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2.3	
  Asset

L8$,(6*)"(4&//"4+,($'7&#0*+$&'(&'(+8"(+-6",(&7(*,,"+,($'3&/3"1($'(+8"($'4$1"'+(*'1(
<8$48(*++#$5.+",(&7(+8","(*,,"+,(<"#"(*77"4+"1?(\*+.#*//-2(*'($'4$1"'+(4*'($'3&/3"(
0./+$6/"(*,,"+,(*'1(*77"4+(0./+$6/"(*++#$5.+",?(@7+"#(,"/"4+$')(*'(*,,"+(*'1(*++#$5.+"
D,E2(-&.h//(5"(*,="1(,"3"#*/(7&//&<>.6(J.",+$&',(6"#+*$'$')(+&(+8*+(*,,"+(1"6"'1$')(
&'(<8$48(*++#$5.+",(-&.(48&,"?(F8"'(+8","(J.",+$&',(*#"(4&06/"+"12(-&.(8*3"(+8"(
48&$4"(&7(*11$')(*11$+$&'*/(*,,"+,(*'1(#"6"*+$')(+8"(6#&4",,?

2.3.1 Type of Asset affected

!"#$%&'( 91"'+$7-$')(+8"(*,,"+D,E($'3&/3"1($'(*'($'4$1"'+($,(",,"'+$*/(+&(*,,",,$')(4&'+#&/(
<"*='",,",a3./'"#*5$/$+$",(*'1($1"'+$7-$')(0$+$)*+$&'(,+#*+")$",?

Notes: :"/"4+(*//(*,,"+,(*77"4+"1(1.#$')(+8"($'4$1"'+?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: !AA;'()#'*&-
o ?/4*+R+,5*$<RR1,"<4,./
o X*T$<RR1,"<4,./
o F,771*W<+*

>%.?%.-+E+><-#%1-
o 0843*/4,"<4,./$5*+6*+
o @<"G8R$5*+6*+
o D3<4>PF$5*+6*+
o D.7*$+*R.5,4.+:
o U<4<$W<+*3.85*
o U<4<T<5*$5*+6*+
o USDH$5*+6*+
o U,+*"4.+:$5*+6*+$!EU0H;$0U#
o U,54+,T84*7$D./4+.1$A:54*=$!UDA#
o UOA$5*+6*+
o 9<[$5*+6*+
o 9,1*$5*+6*+
o 9MH$5*+6*+
o PUA>PHA$5*+6*+
o E.2$5*+6*+
o F<,1$5*+6*+
o F<,/L+<=*
o F*7,<$5*+6*+
o H<:=*/4$5W,4"3>2<4*W<:
o HNA$54.+*$"./4+.11*+>"*/4+<1$"./4+.1$8/,4
o H+,/4$5*+6*+
o H+.[:$5*+6*+
o I*=.4*$0""*55$5*+6*+
o AD0U0$5:54*=$!A8R*+6,5.+:$D./4+.1$</7$U<4<$0"\8,5,4,./#
o A.L4W<+*$7,54+,T84,./$5*+6*+
o M*+=,/<1$5*+6,"*5$5*+6*+
o X*T$5*+6*+
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F%#G*.,-+E+FH+=%?'(%-+
o H+,6<4*$@+</"3$?["3</2*$!H@_#
o U*=<+"<4,./$R.,/4>7*6,"*$!,(*(;$OPU#
o X,+,/2$"1.5*4
o E0O$"<T1,/2>]<"G
o M*1*R3./*$/*4W.+G>1,/*
o A4.+<2*$0+*<$O*4W.+G$!A0O#
o X,+*1*55$E0O
o H+,6<4*$X0O$1,/G>1,/*
o H8T1,"$X0O$1,/G>1,/*
o F.T,1*$T+.<7T</7$/*4W.+G
o F.7*=$T</G
o X,+*1*55$0""*55$H.,/4
o ).PH$<RR1,</"*
o I.84*+
o AW,4"3
o S8T
o 9,+*W<11
o S<+7W<+*$5*"8+,4:$=.781*$!SAF#
o PUA>PHA$5*/5.+
o I*=.4*$M*+=,/<1$J/,4$!IMJ#
o H+.2+<==<T1*$E.2,"$D./4+.11*+$!HED#

3&2@I-%.+=%?'(%-
o U*5G4.R$".=R84*+
o E<R4.R$".=R84*+
o A=<+4R3./*
o F.T,1*$R3./*
o HU0
o J/"./4+.11*7$".=R84*+
o HNA$5:54*=>4*+=,/<1
o A*1LB5*+6,"*$G,.5G
o 084.=<4*7$M*11*+$F<"3,/*$!0MF#
o H<:$<4$43*$H8=R$4*+=,/<1
o HPO$*/4+:$7*6,"*>D<+7$+*<7*+
o M*1*R3./*
o ).PH$R3./*
o H+,/4*+>".R,*+>5"<//*+>L<[
o J5*+$<843*/4,"<4,./$7*6,"*

J9D;'&%+=)#)$
o @<"G8R$4<R*5
o U,5G5$!DU5;$U)U;$U,5G*44*5#
o U."8=*/45
o ?[R.+4*7$7<4<
o 91<53$7+,6*5>"<+75
o S<+7$7,5G$7+,6*
o F*7,<$R1<:*+>+*".+7*+

B%*A;%
o ?[*"84,6*>JRR*+$F</<2*=*/4
o 087,4.+
o PM$07=,/,54+<4.+
o U*6*1.R*+
o F<,/4*/</"*$54<LL
o `</,4.+,<1$54<LL
o A*"8+,4:$54<LL
o S8=</$+*5.8+"*5$54<LL
o S*1R$7*5G$54<LL
o 9,/</"*>0"".8/4,/2$54<LL
o ?/7BJ5*+
o H<+4/*+
o D854.=*+

:)(';'#'%-
o D<=*+<$>$6,7*.$7*6,"*
o 9,+*$58RR+*55,./$5:54*=
o S)0D$5:54*=
o H3:5,"<1$T<++,*+5$!W,/;$7..+5#
o H3:5,"<1$5*"8+,4:$5:54*=$!,(*(;$T<72*$+*<7*+#
o H.W*+$,/L+<54+8"48+*
o J/,/4*++8R4,T1*$H.W*+$A8RR1:$!JHA#
o J4,1,4,*5$,/L+<54+8"48+*$

o J/G/.W/
o N43*+!5#$!5R*",L:#
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0+&1'223,'%"&( L8"(/$,+($,('&+("Q8*.,+$3"?(L8"(/$,+($'4/.1",(*,,"+,(4&00&'/-(.,"1($'(*(+-6$4*/(
&#)*'$%*+$&'(*/&')(<$+8(*(7"<(,6"4$*/$%"1(+-6",(+8*+2(<8$/"('&+(4&00&'2(*#"(<"//>
='&<'($'(4"#+*$'(*66/$4*+$&',(D$?"?2(:R@B@E?(9+($,(&53$&.,(5.+(<&#+8(0"'+$&'$')(+8*+(
0&#"(+8*'(&'"(&7(*(,6"4$I$4(+-6"(&7(*,,"+(4*'(5"(*77"4+"1?(L8"(0"+8&1(.,"1(+&(
$06/"0"'+(+8$,(0"+#$4(,8&./1(6#&3$1"(+8"(*5$/$+-(+&(,6"4$7-(*('.05"#(&7("*48(+-6"(
&7(*,,"+(,"/"4+"1?(@/,&2(+8"(0"+#$4,(+8*+(7&//&<($'(+8$,(,"4+$&'(6"#+*$'(+&("*48(+-6"(&7(
*,,"+(,"/"4+"1(8"#"?(

2.3.2 Asset details

!"#$%&'( 91"'+$7-(1"+*$/,(*5&.+(+8"(*,,"+(+8*+(4*'(8"/6(*'1($'7&#0(,"4.#$+-(0*'*)"0"'+?(

Notes: @'-(#"/"3*'+(1"+*$/,(*5&.+(+8"(3"'1&#2(6/*+7&#02(G:2(3"#,$&'2(4&'I$).#*+$&'2("+4(&7(+8$,(
*,,"+?(L8"()&*/($,('&+(+&(5"("Q8*.,+$3"(5.+(7&4.,(&'(.,"7./($'7&#0*+$&'?

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( L8$,(0*-('&+(*66/-(+&(*//(*,,"+(+-6",?(9+(0*-(5"(8"/67./(+&(6#">$1"'+$7-(1"+*$/,(&7(
$'+"#",+(+&(+8"(&#)*'$%*+$&'(*'1(4&//"4+(+8&,"(*,(6*#+(&7(,+*'1*#1(6#&4",,?

2.3.3 Business function or role

!"#$%&'( L&(1"3"/&6(*(5.,$'",,>7&4.,"1(.'1"#,+*'1$')(+8"(*,,"+S,(#&/"2(0$,,$&'2(*'1($06&#+*'4"(
<$+8$'(+8"(&#)*'$%*+$&'?(L8$,(8"/6,($'(6.++$')(+8"(&3"#*//($'4$1"'+($'(4&'+"Q+(*'1($'(
*,,",,$')($06*4+?

Notes: @(5#$"7(1",4#$6+$&'(&7(+8"(*,,"+S,(#&/"2(0$,,$&'2(*'1($06&#+*'4"(<$+8$'(+8"(
&#)*'$%*+$&'?

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( L8"#"($,('&('""1(+&($'4/.1"(+8"(*,,"+S,(1$#"4+(+"48'$4*/(#&/"(.'/",,($+(6#&3$1",(
$'7&#0*+$&'(+8*+(4*''&+(5"($'7"##"1(7#&0(+8"(*,,"+(+-6"(,"/"4+"1($'(W?X?V?
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2.3.4 Management and support

!"#$%&'( L#"'1,(&3"#(+$0"(4*'($'7&#0(#$,=(*,,",,0"'+(*'1(,&.#4$')(1"4$,$&',?

Notes: F8&($,(#",6&',$5/"(7&#(+8"(+"48'$4*/(0*'*)"0"'+(*'1(,.66&#+(&7(+8$,(*,,"+P

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ \&+(*66/$4*5/"
¥ H*'*)"1($'+"#'*//-
¥ H*'*)"1(5-(X#1(6*#+-
¥ R&>0*'*)"1
¥ g'='&<'

0+&1'223,'%"&( \a@

2.3.5 Hosting and storage

!"#$%&'( L#"'1,(&3"#(+$0"(4*'($'7&#0(#$,=(*,,",,0"'+(*'1(,&.#4$')(1"4$,$&',?

Notes: F8"#"($,(+8$,(*,,"+(8&,+"1(&#(,+&#"1(D68-,$4*//-(/&4*+"1EP

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ \&+(*66/$4*5/"
¥ 9'+"#'*/(/&4*+$&'
¥ X#1(6*#+-(/&4*+$&'
¥ R&>/&4*+"1
¥ g'4&'+#&//"1(/&4*+$&'(D$?"?2(6.5/$4(*#"*(&#("06/&-""(8&0"E
¥ g'='&<'((

0+&1'223,'%"&( \a@

2.3.6	
  	
  Other	
  Asset	
  metrics	
  to	
  consider

k F8"+8"#(&#('&+(+8"(*,,"+(#.',(*,(*(3$#+.*/($',+*'4"
k R/*,,$I$4*+$&'()$3"'(+&(+8"(*,,"+(D,"',$+$3$+-(&#(4#$+$4*/$+-E(6#$&#(+&(+8"($'4$1"'+
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2.4	
  ANribute

L8$,(,"4+$&'(1",4#$5",(8&<("*48(*,,"+(,"/"4+"1($'(W?X?V(<*,(*77"4+"1(5-(+8"($'4$1"'+?(
L&(*44&06/$,8(+8$,2(<"(.,"(+8"(,$Q(6#$0*#-(,"4.#$+-(*++#$5.+",($1"'+$I$"1(5-(B&''(
[*#="#U(R&'I$1"'+$*/$+-2([&,,",,$&'(&#(R&'+#&/2(9'+")#$+-2(@.+8"'+$4$+-2(@3*$/*5$/$+-2(
*'1(g+$/$+-(D*/,&(='&<'(*,(+8"([*#="#$*'(l"Q*1E?(H./+$6/"(*++#$5.+",(4*'(5"(*77"4+"1(
7&#(*'-(&'"(*,,"+(*'1("*48(*++#$5.+"(4&'+*$',(1$77"#"'+(0"+#$4,?

23?34.D-%EF$%,"+*",G

C"7"#,(+&(/$0$+"1(&5,"#3*+$&'(*'1(1$,4/&,.#"(&7(*'(*,,"+(D&#(1*+*E?(@(/&,,(&7(
4&'I$1"'+$*/$+-($06/$",(+8*+(1*+*(<"#"(*4+.*//-(&5,"#3"1(&#(1$,4/&,"1(+&(*'(
.'*.+8&#$%"1(*)"'+(#*+8"#(+8*'("'1*')"#"12(*+>#$,=2(&#(6&+"'+$*//-("Q6&,"1(D+8"(
/*++"#(7*//(.'1"#(+8"(*++#$5.+"(&7([&,,",,$&'(*'1(R&'+#&/E?(H"+#$4,(6"#+*$'$')(+&(
4&'I$1"'+$*/$+-($1"'+$7-(+8"(+-6"(*'1(*0&.'+(&7(1*+*(4&06#&0$,"1?

2.4.1.1 Type of data

!"#$%&'( 91"'+$I$",(+8"(+-6",(&7(1*+*($'3&/3"1($'(+8"($'4$1"'+2(<8$48($,(.,"7./(+&($'4$1"'+(
#",6&',"2(#"0"1$*+$&'2(*,,",,$')($06*4+2(&')&$')(6#&+"4+$&'(,+#*+")$",2(*'1(0*'-(
&+8"#(*4+$3$+$",?(

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ ["#,&'*/(9'7&#0*+$&'(D\*0"2(::b2(@11#2([8&'"2("+4E
¥ [*-0"'+(4*#1('.05"#,(a(1*+*
¥ A*'=(*44&.'+('.05"#,(a(1*+*
¥ H"1$4*/(#"4&#1,
¥ @.+8"'+$4*+$&'(4#"1"'+$*/,(D.,"#'*0",2(6<1,2("+4E
¥ :-,+"0($'7&#0*+$&'(D4&'I$)2(,34,2(,<2("+4E
¥ :"',$+$3"(4&#6&#*+"(1*+*(DJ+#/-(#"6&#+,2(6/*',2("+4E
¥ 9'+"//"4+.*/(6#&6"#+-
¥ H&'"+*#-(*,,"+,a7.'1,(D,+&/"'(1$#"4+/-(>('&+(RR(7#*.1E
¥ g'='&<'
¥ G+8"#D,E(>(,6"4$7-(+-6",(<$+8(*0&.'+($'(DE,(/$="(,&U(L-6"(V(DVjjj(#"4&#1,EM(

L-6"(W(DVj(I$/",Eu

0+&1'223,'%"&( L8"(/$,+(&7(1*+*(+-6",(4&./1(5"(*,(,6"4$I$4(&#()"'"#*/(*,(1",$#"1?(L8"(/$,+(*5&3"(4&',$,+,(
&7()"'"#*/(+-6",(+8*+(<"(I$'1(.,"7./(7&#(*'*/-,$,(*'1(+#"'1$')?(
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2.4.1.2 Amount of data

!"#$%&'( L8"(*0&.'+(&7(1*+*(4&06#&0$,"1()$3",(*'(&5K"4+$3"(0"*,.#"(&7(+8"(,$%"(&7(+8"(
$'4$1"'+(*'1($,($06&#+*'+(+&(*,,",,$')($06*4+?

Notes: ;&#("*48(1*+*(+-6"(,"/"4+"1($'(W?Y?V?V2($1"'+$7-(+8"(*66#&Q$0*+"(*0&.'+(D&7(#"4&#1,E(
4&06#&0$,"1?

)"'&*+%,-./$'( :$')/"(,"/"4+(v(*(L"Q+(I$"/1(D&#(6$4=>/$,+E(7&#(+8"(.'$+(

Suggested	
  Options: ¥ @0&.'+(.'='&<'
¥ @(7"<(Dw(VjE
¥ L"',
¥ l.'1#"1,
¥ L8&.,*'1,
¥ L"',(&7(L8&.,*'1,
¥ l.'1#"1,(&7(L8&.,*'1,
¥ H$//$&',
¥ L"',(&7(H$//$&',
¥ l.'1#"1,(&7(H$//$&',

0+&1'223,'%"&( L8"(*0&.'+(<$//(&7+"'(T(5.+('&+(*/<*-,(>(#"7"#(+&(+8"('.05"#(&7(#"4&#1,(4&06#&0$,"1?(
97(+8"(*0&.'+(,"/"4+"1(6"#+*$',(+&(*(1$77"#"'+(+-6"(&7(.'$+($1"'+$7-($+(D$?"?2(x2(y2(mA,2(
I$/",E?(F8$/"(+8"("Q*4+('.05"#(&7(#"4&#1,(4&./1(5"(.,"12(#*')",(*//&<(7&#($'+"#",+$')(
*'*/-,$,(*'1(6#&3$1"(,&0"(0"*,.#"(&7(1">$1"'+$I$4*+$&'(7&#(1*+*(,8*#$')(6.#6&,",?(

23?32.9-&&$&&"-%.-0.D-%,0-*

C"7"#,(+&(+8"(&<'"#(#"+*$'$')(6&,,",,$&'(*'1(4&'+#&/(&7(*'(*,,"+(D&#(1*+*E?(@(/&,,(&7(
6&,,",,$&'(&#(4&'+#&/(0"*',(+8*+(+8"(&#)*'$%*+$&'('&(/&')"#(8*,("Q4/.,$3"(D&#(
$'+"'1"1E(4.,+&1-(*'1(4&'+#&/(&3"#(+8"(*,,"+(&#($,(.'*5/"(+&(*1"J.*+"/-(6#&3"($+?(
L8"(4&'4"6+(&7("'1*')"#0"'+(D"Q6&,.#"(+&(6&+"'+$*/(4&06#&0$,"(&#(8*#0E($,(
*,,&4$*+"1(<$+8(+8$,(*++#$5.+"(<8"#"*,(*4+.*/(&5,"#3*+$&'(&#(1$,4/&,.#"(&7(1*+*(7*//,(
.'1"#(4&'I$1"'+$*/$+-?(H"+#$4,(6"#+*$'$')(+&(6&,,",,$&'(&#(4&'+#&/($1"'+$7-(+8"(+-6"(
*'1(*0&.'+(&7(1*+*(4&06#&0$,"1?

2.4.2.1 Type of data

!"#$%&'( (91"'+$I$",(+8"(+-6",(&7(1*+*($'3&/3"1($'(+8"($'4$1"'+2(<8$48($,(.,"7./(+&($'4$1"'+(
#",6&',"2(#"0"1$*+$&'2(*,,",,$')($06*4+2(&')&$')(6#&+"4+$&'(,+#*+")$",2(*'1(0*'-(
&+8"#(*4+$3$+$",?(

Notes: \a@
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)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ ["#,&'*/(9'7&#0*+$&'(D\*0"2(::b2(@11#2([8&'"2("+4E
¥ [*-0"'+(4*#1('.05"#,(a(1*+*
¥ A*'=(*44&.'+('.05"#,(a(1*+*
¥ H"1$4*/(#"4&#1,
¥ @.+8"'+$4*+$&'(4#"1"'+$*/,(D.,"#'*0",2(6<1,2("+4E
¥ :-,+"0($'7&#0*+$&'(D4&'I$)2(,34,2(,<2("+4E
¥ :"',$+$3"(4&#6&#*+"(1*+*(DJ+#/-(#"6&#+,2(6/*',2("+4E
¥ 9'+"//"4+.*/(6#&6"#+-
¥ H&'"+*#-(*,,"+,a7.'1,(D,+&/"'(1$#"4+/-(>('&+(RR(7#*.1E
¥ g'='&<'
¥ G+8"#D,E(D:6"4$7-E

0+&1'223,'%"&( L8"(/$,+(&7(1*+*(+-6",(4&./1(5"(*,(,6"4$I$4(&#()"'"#*/(*,(1",$#"1?(L8"(/$,+(*5&3"(4&',$,+,(
&7()"'"#*/(+-6",(+8*+(<"(I$'1(.,"7./(7&#(*'*/-,$,(*'1(+#"'1$')?(

2.4.2.2 Amount of data

!"#$%&'( L8"(*0&.'+(&7(1*+*(4&06#&0$,"1()$3",(*'(&5K"4+$3"(0"*,.#"(&7(+8"(,$%"(&7(+8"(
$'4$1"'+(*'1($,($06&#+*'+(+&(*,,",,$')($06*4+?

Notes: ;&#("*48(1*+*(+-6"(,"/"4+"1($'(W?Y?W?V2($1"'+$7-(+8"(*66#&Q$0*+"(*0&.'+(D&7(#"4&#1,E(
4&06#&0$,"1?

)"'&*+%,-./$'( :$')/"(,"/"4+(v(*(L"Q+(I$"/1(D&#(6$4=>/$,+E(7&#(+8"(.'$+(

Suggested	
  Options: ¥ @0&.'+(.'='&<'
¥ @(7"<(Dw(VjE
¥ L"',
¥ l.'1#"1,
¥ L8&.,*'1,
¥ L"',(&7(L8&.,*'1,
¥ l.'1#"1,(&7(L8&.,*'1,
¥ H$//$&',
¥ L"',(&7(H$//$&',
¥ l.'1#"1,(&7(H$//$&',

0+&1'223,'%"&( L8"(*0&.'+(<$//(&7+"'(T(5.+('&+(*/<*-,(>(#"7"#(+&(+8"('.05"#(&7(#"4&#1,(4&06#&0$,"1?(
97(+8"(*0&.'+(,"/"4+"1(6"#+*$',(+&(*(1$77"#"'+(+-6"(&7(.'$+($1"'+$7-($+(D$?"?2(x2(y2(mA,2(
I$/",E?(F8$/"(+8"("Q*4+('.05"#(&7(#"4&#1,(4&./1(5"(.,"12(#*')",(*//&<(7&#($'+"#",+$')(
*'*/-,$,(*'1(6#&3$1"(,&0"(0"*,.#"(&7(1">$1"'+$I$4*+$&'(7&#(1*+*(,8*#$')(6.#6&,",?
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23?38.7%,$60",G

C"7"#,(+&(*'(*,,"+(D&#(1*+*E(5"$')(4&06/"+"(*'1(.'48*')"1(7#&0(+8"(&#$)$'*/(,+*+"?(
e&,,",(+&($'+")#$+-($'4/.1"(.'*.+8&#$%"1($',"#+$&'2(0&1$I$4*+$&'2("+4?

2.4.3.1 Description of Integrity losses

!"#$%&'( l"/6,(1",4#$5"(+8"('*+.#"(&#("Q+"'+(&7(+8"($'+")#$+-(/&,,?

Notes: @'-(1"+*$/,(-&.(1""0(8"/67./(+&(1",4#$5$')(8&<(+8"($'+")#$+-(&7(+8"(*,,"+(<*,(
*77"4+"1?(;&#("Q*06/"2(<8*+(*,6"4+(&7(+8"(*,,"+(<*,(*77"4+"1P

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( L8"(6&,,$5$/$+$",(&7(#"/*+"1($'+")#$+-(/&,,",(*#"(/*#)"(*'1(1$3"#,"(0*=$')($+(1$7I$4./+(
+&(4&'1"',"(+8"0(1&<'($'+&(*(1$,4#"+"(,"+(&7(&6+$&',?(G'"(*66#&*48(0$)8+(5"(+&(
1$,+$').$,8(5"+<""'(<8*+(<*,(0&1$I$"1(D1*+*(3,(4&'I$).#*+$&'E(&#(+8"(#",./+(
D$',"#+$&'(3,(0&1$I$4*+$&'E?(@(#"*,&'*5/"(/$,+(&7(&6+$&',(0*-(5"4&0"(*66*#"'+(&'4"(
,.7I$4$"'+(1*+*(*#"(4&//"4+"1(&#(<$+8(5#&*1"#(4&00.'$+-($'6.+?

	
  

23?3?.5@,H$%,"#",G

C"7"#,(+&(+8"(3*/$1$+-2(4&'7&#0*'4"2(4&##",6&'1"'4"(+&($'+"'+2(*'1()"'.$'"'",,(&7(
+8"(*,,"+(D&#(1*+*E?(e&,,",(&7(*.+8"'+$4$+-($'4/.1"(0$,#"6#","'+*+$&'2(#"6.1$*+$&'2(
0$,*66#&6#$*+$&'2("+4?

2.4.4.1 Description of Authenticity losses

!"#$%&'( l"/6,(1",4#$5"(+8"('*+.#"(&#("Q+"'+(&7(+8"(*.+8"'+$4$+-(/&,,?

Notes: 9'4/.1"(*'-(1"+*$/,(-&.(1""0(8"/67./(+&(1",4#$5$')(8&<(+8"(*.+8"'+$4$+-(&7(+8"(
*,,"+(<*,(*77"4+"1?

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@
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0+&1'223,'%"&( L8"(6&,,$5$/$+$",(&7(#"/*+"1(*.+8"'+$4$+-(/&,,",(*#"(/*#)"(*'1(1$3"#,"(0*=$')($+(
1$7I$4./+(+&(4&'1"',"(+8"0(1&<'($'+&(*(1$,4#"+"(,"+(&7(&6+$&',?(G'"(*66#&*48(0$)8+(
5"(+&(1$,+$').$,8(5"+<""'(+8"(#",./+(D#"6.1$*+$&'(3,(0$,#"6#","'+*+$&'E?(@(
#"*,&'*5/"(/$,+(&7(&6+$&',(0*-(5"4&0"(*66*#"'+(&'4"(,.7I$4$"'+(1*+*(*#"(4&//"4+"1(
&#(<$+8(5#&*1"#(4&00.'$+-($'6.+?(

23?3I.5C+"*+J"*",G

C"7"#,(+&(*'(*,,"+(D&#(1*+*E(5"$')(6#","'+(*'1(#"*1-(7&#(.,"(<8"'('""1"1?(e&,,",(+&(
*3*$/*5$/$+-($'4/.1"(1",+#.4+$&'2(1"/"+$&'2(0&3"0"'+2(6"#7&#0*'4"($06*4+(D1"/*-(&#(
*44"/"#*+$&'E2(*'1($'+"##.6+$&'?(H"+#$4,(6"#+*$'$')(+&(*3*$/*5$/$+-($1"'+$7-(+8"(
1.#*+$&'(&7(+8"(*,,"+(<*,(*77"4+"1?

2.4.5.1 Duration of Availability loss

!"#$%&'(- m$3",(*'(&5K"4+$3"(0"*,.#"(&7(+8"(4#$+$4*/$+-(&7(+8"($'4$1"'+(*'1($,($06&#+*'+(+&(
*,,",,$')($06*4+?

Notes: :6"4$7-(+8"(*66#&Q$0*+"(/"')+8(&7(+$0"(*3*$/*5$/$+-(<*,(*77"4+"1?

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ 6"#0*'"'+/-
¥ ,"4&'1,
¥ 0$'.+",
¥ 8&.#,
¥ 1*-,
¥ <""=,
¥ 0&'+8,
¥ -"*#,
¥ g'='&<'

0+&1'223,'%"&( L8"("Q*4+(*0&.'+(&7(+$0"(4&./1(5"(.,"1?(9+(0*-(5"(.,"7./(+&(1$,+$').$,8(5"+<""'(
+-6",(&7(*3*$/*5$/$+-(/&,,",(D$?"?2(1",+#.4+$&'(3,($'+"##.6+$&'E?(F"(&0$+(+8*+(5"4*.,"(
&'"(4*'($'7"#(,&0"(&7(+8$,(5*,"1(&'(+8"(1.#*+$&'(D1",+#.4+$&'(5"$')(*(N6"#0*'"'+O(
1.#*+$&'E(*'1(5"4*.,"(<"S#"(7*//$')(&'(+8"(,$1"(&7(&0$++$')(N0*-5",O($'(+8$,(
5*,"/$'"(7#*0"<&#=?
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23?3A.K,"*",G

C"7"#,(+&(+8"(.,"7./'",,(&#(I$+'",,(&7(+8"(*,,"+(D&#(1*+*E(7&#(*(6.#6&,"?(e&,,",(&7(
.+$/$+-($'4/.1"(&5,4.#*+$&'(*'1(4&'3"#,$&'(+&(*(/",,(.,"*5/"(&#($'1"4$68"#*5/"(7&#0?(
g+$/$+-($,(1$,+$').$,8"1(7#&0(*3*$/*5$/$+-($'(+8*+(+8"(1*+*(*#"(,+$//(6#","'+(5.+('&(
/&')"#(D*,E(.,"*5/"?(

2.4.6.1 Description of Utility losses

!"#$%&'( l"/6,(1",4#$5"(+8"('*+.#"(&#("Q+"'+(&7(+8"(.+$/$+-(/&,,

Notes: 9'4/.1"(*'-(1"+*$/,(-&.(1""0(8"/67./(+&(1",4#$5$')(8&<(+8"(.+$/$+-(&7(+8"(*,,"+(<*,(
*77"4+"1?

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( L8"(6&,,$5$/$+$",(&7(#"/*+"1(.+$/$+-(/&,,",(*#"(/*#)"(*'1(1$3"#,"(0*=$')($+(1$7I$4./+(+&(
4&'1"',"(+8"0(1&<'($'+&(*(1$,4#"+"(,"+(&7(&6+$&',?(@(#"*,&'*5/"(/$,+(&7(&6+$&',(0*-(
5"4&0"(*66*#"'+(&'4"(,.7I$4$"'+(1*+*(*#"(4&//"4+"1(&#(<$+8(5#&*1"#(4&00.'$+-(
$'6.+?(
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3.0 Discovery & Mitigation
L8$,(,"4+$&'(7&4.,",(&'("3"'+,($00"1$*+"/-(7&//&<$')(+8"($'4$1"'+(*'1(+8"(/",,&',(
/"*#'"1(1.#$')(+8"(#",6&',"(*'1(#"0"1$*+$&'(6#&4",,?(9+(6#&3$1",(.,"7./($',$)8+(
$'+&(+8"(1"+"4+$&'(*'1(1"7"',$3"(4*6*5$/$+$",(&7(+8"(&#)*'$%*+$&'(*'1(8"/6,($1"'+$7-(
'"4",,*#-(4&##"4+$3"(*4+$&',(+8*+('""1(+&(+*="(6/*4"(+&(6#"3"'+(,$0$/*#($'4$1"'+,($'(
+8"(7.+.#"?

3.1	
  	
  Incident	
  Emeline

L8"(+$0"/$'"(&7("3"'+,(/"*1$')(.6(+&(*'1(7&//&<$')(*(1*+*(5#"*48(3*#$",()#"*+/-(
1"6"'1$')(&'(*(0./+$+.1"(&7(7*4+&#,?(:&0"(*++*4=,(.'7&/1(#*6$1/-(<8$/"(&+8"#,(
#"J.$#"(/"')+8-(6/*''$')(*'1("Q"4.+$&'?(;&#(+8"(6.#6&,",(&7(*'*/-,$,2(<"(,"6*#*+"(
*'($'4$1"'+($'+&(+8#""(0*K&#(68*,",U($'$+$*/(*4+$&'(+&($'4$1"'+2($'4$1"'+(+&(1$,4&3"#-2(
*'1(1$,4&3"#-(+&(4&'+*$'0"'+a#",+&#*+$&'?(L$0"(7#*0$')(+8"($'4$1"'+(4&'+#$5.+",(
)#"*+/-(+&(*++*4=(0&1"/$')(*'1(4*6*5$/$+-(*,,",,0"'+?

3.1.1 Initial action to Incident

!"#$%&'( [#&3$1",($',$)8+($'+&(+8"(,=$//(&7(+8"(*)"'+(D$?"?2(+&($'I$/+#*+"(*,,"+,E2('*+.#"(&7(+8"(*4+$&'2(
*'1(1"7"',$3"(4*6*5$/$+$",(+8"(&#)*'$%*+$&'?

Notes: C"7"#,(+&(+8"(,6*'(&7(+$0"(5"+<""'(+8"(I$#,+(*4+$&'(5-(+8"(*)"'+(*)*$',+(+8"(3$4+$0(+&(
+8"(6&$'+(*+(<8$48(*'(*,,"+($,('")*+$3"/-(*77"4+"1(D+8"($'4$1"'+E?(L8$,($'4/.1",(*'-(6#">
*++*4=(#"4&''*$,,*'4"(*'1(7&&+6#$'+$')?

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ \&+(@66/$4*5/"
¥ :"4&'1,
¥ H$'.+",
¥ l&.#,
¥ B*-,
¥ V(+&(W(F""=,
¥ W(+&(Y(F""=,
¥ V(+&(W(H&'+8,
¥ X(+&(_(H&'+8,
¥ `(+&(VW(H&'+8,
¥ c"*#,
¥ \"3"#
¥ g'='&<'(
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0+&1'223,'%"&( L8"("Q*4+(*0&.'+(&7(+$0"(4&./1(5"(.,"1($',+"*1(&7(#*')",?(L8"(#*')",($'4#"*,"(
.,*5$/$+-(*'1(,+$//(6#&3$1"(3"#-(.,"7./($'7&#0*+$&'?

3.1.2 Incident to Discovery

!"#$%&'( [#&3$1",($',$)8+($'+&(+8"(,=$//(&7(+8"(*)"'+(D$?"?2(+&("/.1"(1$,4&3"#-E2('*+.#"(&7(+8"(
*4+$&'2(*'1(1"+"4+$3"(4*6*5$/$+$",(+8"(&#)*'$%*+$&'?

Notes: C"7"#,(+&(+8"(,6*'(&7(+$0"(7#&0(<8"'(+8"($'4$1"'+(&44.#,(+&(<8"'(+8"(3$4+$0(/"*#',(&7(
+8"($'4$1"'+?

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ \&+(@66/$4*5/"
¥ :"4&'1,
¥ H$'.+",
¥ l&.#,
¥ B*-,
¥ V(+&(W(F""=,
¥ W(+&(Y(F""=,
¥ V(+&(W(H&'+8,
¥ X(+&(_(H&'+8,
¥ `(+&(VW(H&'+8,
¥ c"*#,
¥ \"3"#
¥ g'='&<'(

0+&1'223,'%"&( L8"("Q*4+(*0&.'+(&7(+$0"(4&./1(5"(.,"1($',+"*1(&7(#*')",?(L8"(#*')",($'4#"*,"(
.,*5$/$+-(*'1(,+$//(6#&3$1"(3"#-(.,"7./($'7&#0*+$&'?

+

3.1.3 Discovery to Containment/Restoration

!"#$%&'( [#&3$1"($',$)8+($'+&(+8"(#"*1$'",,(*'1(4*6*5$/$+-(&7(+8"(&#)*'$%*+$&'(+&(#",6&'1(+&(*'1(
#"4&3"#(7#&0(*'($'4$1"'+?(

Notes: C"7"#,(+&(,6*'(&7(+$0"(7#&0(<8"'(+8"($'4$1"'+($,(1$,4&3"#"1(+&(<8"'($+($,(4&'+*$'"1(
D$?"?2(+8"(N5/""1$')($,(,+&66"1OE(&#(#",+&#"1(D$?"?2(7.//-(7.'4+$&'*/E?

)"'&*+%,-./$'( :$')/"(,"/"4+
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Suggested	
  Options: ¥ \&+(@66/$4*5/"
¥ :"4&'1,
¥ H$'.+",
¥ l&.#,
¥ B*-,
¥ V(+&(W(F""=,
¥ W(+&(Y(F""=,
¥ V(+&(W(H&'+8,
¥ X(+&(_(H&'+8,
¥ `(+&(VW(H&'+8,
¥ c"*#,
¥ \"3"#
¥ g'='&<'(

0+&1'223,'%"&( L8"("Q*4+(*0&.'+(&7(+$0"(4&./1(5"(.,"1($',+"*1(&7(#*')",?(L8"(#*')",($'4#"*,"(
.,*5$/$+-(*'1(,+$//(6#&3$1"(3"#-(.,"7./($'7&#0*+$&'?

3.2	
  Incident	
  Discovery

3.2.1 Discovery Method

!"#$%&'( 91"'+$I$",(8&<(+8"($'4$1"'+(<*,(1$,4&3"#"1(<8$48(,*-,(*()#"*+(1"*/(*5&.+(+8"(1"+"4+$3"(
4*6*5$/$+$",(*'1(#"*1$'",,(&7(+8"(&#)*'$%*+$&'?(

Notes: \a@

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ X#1(6*#+-(7#*.1(1"+"4+$&'(D6*-0"'+(4*#1E
¥ X#1(6*#+-("3"'+(0&'$+&#$')(*'1(*/"#+$')(,"#3$4"(D$"2(H::E
¥ X#1(6*#+-(,"4.#$+-(*.1$+(&#(,4*'
¥ G+8"#(X#1(6*#+-('&+$I$4*+$&'(D'&+(1."(+&(+8"(*5&3"E
¥ :$)'*+.#">5*,"1('"+<&#=(9B:
¥ @'&0*/->5*,"1('"+<&#=(9B:(D8".#$,+$4E
¥ l&,+(9B:(Dl9B:E(&#(9'+")#$+-(H&'$+&#$')
¥ @.+&0*+"1(/&)(*'*/-,$,
¥ H*'.*/(/&)(#"3$"<
¥ 9'+"#'*/(,"4.#$+-(*.1$+(&#(,4*'
¥ g'.,.*/(,-,+"0(5"8*3$&#(&#(6"#7&#0*'4"
¥ B$,4&3"#"1(5-("'1>.,"#(1.#$')(<&#=(*4+$3$+$",
¥ R&'7",,$&'(&#(5#*)(5-(6"#6"+#*+&#
¥ A/*4=0*$/(&#("Q+&#+$&'
¥ g'='&<'
¥ G+8"#D,E
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0+&1'223,'%"&( \a@

3.2.2 Evidence Sources

!"#$%&'( [#&3$1",($'7&#0*+$&'(.,"7./(+&($06#&3$')($'4$1"'+(1"+"4+$&'(4*6*5$/$+$",?

Notes: :"/"4+(<8$48(+-6",(&7(/&),(<"#"(7&.'1(+&(4&'+*$'("3$1"'4"(*5&.+(+8$,(5#"*48?

)"'&*+%,-./$'( H./+$6/"(,"/"4+

Suggested	
  Options: ¥ \&+(*66/$4*5/"
¥ \&(/&)("3$1"'4"(<*,(7&.'1
¥ @66/$4*+$&'(/&),
¥ :-,+"0(/&),
¥ \"+<&#=(/&),(D#&.+"#,2(,<$+48",2("+4E
¥ 9B:a9[:(/&),
¥ l9B:(a(I$/"($'+")#$+-(0&'$+&#$')(/&),
¥ g'='&<'
¥ G+8"#D,E(D,6"4$7-E(

0+&1'223,'%"&( 91"'+$7-$')(,6"4$I$4(4&06&'"'+,2(I$/",2("'+#$",2("+4(<&./1(5"(3"#-(.,"7./($7(,.48(
$'7&#0*+$&'($,(1",$#"1?

3.2.3	
  -­‐	
  Other	
  Discovery	
  metrics	
  to	
  consider

¥ m#"*+"#( ,6"4$I$4$+-?( H"+#$4,( $'( +8$,( ,"4+$&'( *#"( 1",$)'"1( +&( )$3"( *( 8$)8>/"3"/(
.'1"#,+*'1$')( &7( 8&<( +8"( $'4$1"'+( <*,( 1$,4&3"#"1?( l&<"3"#2( )$3"'( +8"( #*+8"#(
*+#&4$&.,(+#*4=(#"4&#1(<$+8(#",6"4+(+&($'4$1"'+(1$,4&3"#-("3$1"'4"1($'(+8"(BA9C2(
<"(8*3"(*()#"*+(1"*/( +&( #","*#48(*'1(/"*#'(8"#"?(@'($'4$1"'+(#",6&',"(6#&)#*0(
,8&./1( 4&//"4+( *,( 0.48( $'7&#0*+$&'( *,( 6&,,$5/"( 8"#"( +&( $1"'+$7-( ,.44",,",2(
7*$/.#",2(*'1(&66&#+.'$+$",?
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3.3	
  CapabiliEes	
  and	
  RemediaEon

3.3.1 Program Maturity

!"#$%&'( B",4#$5",(+8"(0*+.#$+-(&7(+8"(&#)*'$%*+$&'S,(,"4.#$+-(6#&)#*0?

Notes: :"/"4+(+8"(/"3"/(+8*+(5",+(1",4#$5",(+8"(0*+.#$+-(&7(+8"(&3"#*//(,"4.#$+-(6#&)#*0?

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ K%?%;+L+6&(*1A;%#%(D'&+(*66/$4*5/"E(
¥ K%?%;+M+B%.9*.1%2(D900*+.#"(>('&(7&#0*/(,"4.#$+-(6#&)#*0E
¥ K%?%;+N+C)&)O%2(DH*'*)"1(>(,+*77"1(*'1(0*'*)"12(5.+('&(7&#0*/(,+#.4+.#"E
¥ K%?%;+P+=%D'&%2(D7&#0*/(,+#.4+.#"(+&(+8"(6#&)#*0(3$*(,+*'1*#1(/$="(W`jjV(&#(

[R9(B::2(5.+('&(7&#0*/$%"1(0"+#$4,(>(*(#.1$0"'+*#-(+#*4=$')(&7(6#&)#",,E
¥ K%?%;+Q(^.*'+$+*+$3"/-(H*'*)"1(DH"+#$4,(.,"1(+&(,"+()&*/,(*'1(&5K"4+$3",E
¥ K%?%;+R(G6+$0$%$')(DH"+#$4,(*'1(0&1"/,(.,"1(+&(6"#7&#0(6#"1$4+$3"(*'*/-+$4,E

0+&1'223,'%"&( ,""(RHg(H*+.#$+-(H&1"/(7&#(:"#3$4"([#&3$1"#,(7&#().$1*'4"(&#(0&#"($'7&#0*+$&'(
8++6Uaa<<<?,"$?40.?"1.a400$a

3.3.2 Control Assessment

!"#$%&'( 91"'+$I$",(4&'+#&/,(.+$/$%"1(5-(+8"(&#)*'$%*+$&'?(G3"#(+8"(/&')(+"#0(&#(&3"#(*(/*#)"(
'.05"#(&7(&#)*'$%*+$&',2($+($,(*(3"#-(.,"7./(0"+#$4(7&#(0"*,.#$')(4&'+#&/("77"4+$3"'",,?

Notes: ;&#("*48(4&'+#&/2(,"/"4+(<8"+8"#($+(<*,($'(6/*4"(&#('&+($'(6/*4"(*+(+8"(+$0"(&7(+8"(
$'4$1"'+?

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ 9'(6/*4"
¥ \&+($'(6/*4"
¥ g'='&<'

0+&1'223,'%"&( F$+8$'(*(,$')/"(&#)*'$%*+$&'2(+8$,(0"+#$4(0*-('&+(5"('"4",,*#-(D*,,.0$')(,&0"(7&#0(
&7(&')&$')(4&'+#&/(*,,",,0"'+,(+*="(6/*4"E?(@'-(/$,+(&7(4&'+#&/,(<$//(,.7I$4"?(L8"#"($,(
3*/."($'(.,$')(*(,+*'1*#1(,"+(&#(&'"(4&00&'(+&(*(6*#+$4./*#($'1.,+#-(D$?"?2(9:G(V``pp(
&#([R9>B::E?(97(.,$')(+8","(0"+#$4,(<$+8$'(*(6*#+$4./*#(&#)*'$%*+$&'2(+8$,(0"+#$4(4*'(5"(
#"6/*4"1(<$+8(+8"(0&,+(4.##"'+(4&'+#&/(*,,",,0"'+(&#(*.1$+?(@'-(*',<"#(,4*/"(<$//(
<&#=(D$?"?2(ca\(&#(RHHE?(L8"(6&$'+($,(+&()*+8"#($'7&#0*+$&'(*5&.+(+8"(4&'+#&/(
/*'1,4*6"(*+(+8"(+$0"(&7(+8"($'4$1"'+?
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3.3.3 20/20 Hindsight Solution

!"#$%&'( g,",(+8"(5"'"I$+(&7(6&,+>$'4$1"'+(*'*/-,$,(+&($1"'+$7-(8&<(+8"($'4$1"'+(4&./1(8*3"(5""'(
6#"3"'+"1?(9+($,(5&+8($'7&#0*+$3"(*'1(5"'"I$4$*/($'(+8*+($+()"+,(+&(+8"(4#.Q(&7(+8"(0*++"#?

Notes: q'&<$')(<8*+(-&.(='&<('&<2(<8*+($,(+8"(0&,+(,+#*$)8+7&#<*#12("7I$4$"'+2(-"+("77"4+$3"(
<*-(+8$,($'4$1"'+(4&./1(8*3"(5""'(6#"3"'+"1P

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( L8"(&66&#+.'$+-(+&(6#&3$1"(*(0&#"(4&06/"+"(,"+(&7(#"4&00"'1*+$&',($,()$3"'($'(X?X?Y

3.3.3.1 Cost of 20/20 Hindsight Solution

!"#$%&'( [#&3$1",(*'(*,,",,0"'+(&7(+8"(4&,+(*'1(1$7I$4./+-($'3&/3"1($'(+8"(NWjaWj(l$'1,$)8+(
:&/.+$&'O($1"'+$I$"1(*5&3"?

Notes: F&./1(-&.(1",4#$5"(+8$,(,&/.+$&'(*,(,$06/"(*'1(48"*62(1$7I$4./+(*'1("Q6"',$3"2(&#(
,&0"+8$')($'>5"+<""'P

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ :$06/"(*'1(R8"*6
¥ :&0"+8$')(9'(A"+<""'
¥ B$7I$4./+(*'1(ZQ6"',$3"
¥ g'='&<'

0+&1'223,'%"&( F8$/"(*10$++"1/-(,$06/"(*'1(,.5K"4+$3"2(+8$,(0"+#$4($,($'7&#0*+$3"?(9+(1$,+$').$,8",(
$'4$1"'+,(+8*+(*#"("*,$/-(*11#",,"1(7#&0(+8&,"(+8*+($'3&/3"(0&#"("/*5&#*+"(I$Q",?(97(
1",$#"1(*'1(='&<'2(+8"(*4+.*/(4&,+(4&./1(5"(.,"1?
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3.3.4 Corrective action and recommendations

!"#$%&'( 91"'+$I$",(<8*+(,8&./1(5"(1&'"(+&(6#"3"'+(,.48(*'($'4$1"'+(7#&0(#"4.##$')($'(+8"(
7.+.#"?

Notes: F8*+(,8&./1(5"(1&'"(+&(8"/6("',.#"(*'($'4$1"'+(/$="(+8$,(1&",('&+(8*66"'(*)*$'P( L8$,(
,8&./1($'4/.1"()"'"#*/(#"4&00"'1*+$&',2(,6"4$I$4(48*')",(+&(6&/$4-2(6#&4"1.#",2(
6"#,&''"/2(*'1(+"48'&/&)-2(,8&#+>+"#0(*'1(/&')>+"#0(,+#*+")$",2("+4?(

)"'&*+%,-./$'( L"Q+(I$"/1

Suggested	
  Options: \a@

0+&1'223,'%"&( \a@
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4.0 Impact Classification 
G'"(&7(+8"(0&#"($06&#+*'+(6$"4",(&7($'4$1"'+($'7&#0*+$&'($,(+8"($06*4+(*'($'4$1"'+(
8*,(&'(+8"(&#)*'$%*+$&'?((g'7&#+.'*+"/-(+8"(+#."($06*4+(&7(*'($'4$1"'+(4*'(5"(
1$7I$4./+(+&(0"*,.#"2(*,($+($,(#*#"/-(6&,,$5/"(+&(&5,"#3"(*//('")*+$3"(*,6"4+,(&7(*'(
$'4$1"'+(,$06/-(5-(7&4.,$')(&'(4&,+(*44&.'+$')?((L8"(!"#9:(4*+")&#$",(&7(5#"*48(
$06*4+(0"+#$4,(*#"(1",$)'"1(+&(8"/6(+8"(,"4.#$+-(6#&7",,$&'*/(.'1"#,+*'1(<8*+(
4*.,",(+8"(&#)*'$%*+$&'(+&(7""/($06*4+(D+-6",(&7($06*4+E2(,&(+8*+(+8"(&#)*'$%*+$&'(
+8*+(+8"-(,"#3"(4*'(5"(5"++"#(6#"6*#"1(+&(*'+$4$6*+"(*'1(4&'+*$'(7.+.#"(/&,,",?

L8#""(+-6",(&7($06*4+($'7&#0*+$&'(*#"(4&//"4+"1?((;$#,+2($06*4+($,(4*+")&#$%"1(5-(
4*.,",(D1$#"4+2($'1$#"4+E?((:"4&'1/-2($06*4+($,(",+$0*+"1(*,(*(1&//*#(#*')"?((;$'*//-2(
$06*4+($,()$3"'(*(J.*/$+*+$3"(/*5"/(+&(1",4#$5"(8&<(+8"(",+$0*+"1(1&//*#(#*')"(
1*0*)",(+8"(&#)*'$%*+$&'(,.77"#$')(+8"($'4$1"'+?

L%.71)+#,.<$+&@0$1$%,

906*4+(4*'(5"(1",4#$5"1(.,$')(J.*'+$+*+$3"(&#(J.*/$+*+$3"(+"#0,?((A"4*.,"(+8"('*+.#"(
&7($06*4+($,((#"/*+$3"(+&(+8"(&#)*'$%*+$&',(+&/"#*'4"(7&#(/&,,2(*'1(5"4*.,"(0*'-(+-6",(
&7($06*4+(*#"(5",+(1",4#$5"1($'(J.*/$+*+$3"(+"#0,2(!"#9:($06*4+(4/*,,$I$4*+$&'(.,",(
5&+8(+-6",(&7(0"*,.#"0"'+,(+&(8"/6(1",4#$5"($'4$1"'+($06*4+(+&(+8"(7.//",+(1")#""(
6&,,$5/"?
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4.1	
  	
  Impact	
  CategorizaEon

L8"(!"#9:(7#*0"<&#=(5#"*=,($06*4+(.6($'+&(+<&(5*,$4(+-6",2(1$#"4+(*'1($'1$#"4+?((
Z*48(+-6"(&7($06*4+(+8"'(8*,(,"3"#*/(,.5>4*+")&#$",(&7($06*4+(,&.#4",?((L8","(
&3"#*#48$')(+-6",(&7($06*4+(4*+")&#$",(*#"(#&.)8/-(*'*/&)&.,(+&(9:G(W`jj]2(5.+(+8"(
4*+")&#$",(<$+8$'("*48(+-6"(*#"(0&#"(1$,+$'4+?

A"4*.,"(,&0"(&7(+8"($06*4+(4*+")&#$",(+"'1(+&(5"(0&#"("*,$/-(1",4#$5"1($'(
J.*/$+*+$3"(+"#0,(D4&06"+$+$3"(*13*'+*)"2(5#*'1(*'1(0*#="+(1*0*)"E(!"#9:(*,=,(+&(
1",4#$5"(+8"($06*4+(&7("*48(4*+")&#-(*,(*(J.*/$+*+$3"(6&#+$&'(DH*K&#2(H&1"#*+"2(
H$'&#2(\&'"2(g'='&<'E(&7(+8"(&3"#*//($06*4+(+&(+8"(&#)*'$%*+$&'($'3&/3"1?((

?3434..M"0$#,.71)+#,.D+,$6-0"$&

B$#"4+(906*4+(R*+")&#$",(*#"(/&,,",(1$#"4+/-(#",./+$')(7#&0(+8"(+8#"*+(*)"'+S,(*4+$&',(
*)*$',+(*'(&#)*'$%*+$&'*/(*,,"+,( D*,(&66&,"1(+&($'1$#"4+(4*+")&#$",(&7(/&,,(+8*+(*#"(
4*.,"1(5-(+8"(*4+$&',(&7(&+8"#,(/$="(*.1$+&#,2(4.,+&0"#,2(,8*#"8&/1"#,2("+4E?((

4.1.1.1 Asset Losses

!"#$%&'( L8","(*#"(+8"(/&,,",(7"/+(5-(*'(&#)*'$%*+$&'($7(+8"(+8#"*+(*)"'+(1$#"4+/-(1",+#&-,(*'(
*,,"+2(&#(*5.,",(+8"(*,,"+(+&(4*.,"(I$'*'4$*/(/&,,?((L8$,(<&./1($'4/.1"(+8$'),(/$="(,+&/"'(
4*,82(#"6/*4$')(0&'"-(1."(+&(7#*.12(/&,+($'+"#",+2(/&,,",(6*$1(7&#(5/*4=0*$/a"Q+&#+$&'2(
*'1(/&,+a,+&/"'a1*0*)"1("J.$60"'+?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ H*K&#
¥ H&1"#*+"
¥ H$'&#
¥ \&'"
¥ g'='&<'

0+&1'223,'%"&( L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(&'(8&<(0.48("*48(4*+")&#-(4&'+#$5.+"1(+&(+8"(
#*')"(&7(",+$0*+"1(/&,,",($'(Y?W?(9+($,(4&06/"+"/-(*44"6+*5/"(($7(+8"#"($,(0&#"(+8*'(&'"(
0*K&#(4&'+#$5.+&#(+&(/&,,2(&#($7(+8"-(*#"(*//(,6#"*1(&.+(*0&')(iH&1"#*+"i?(

Verizon Incident Sharing Framework - BETA    !"#$%&'&($$)*+,-./($$011$+,2345$+*5*+6*7(
 51



4.1.1.2 Business disruption and productivity losses

!"#$%&'( L8","(*#"(/&,,",(*'(&#)*'$%*+$&'("'4&.'+"#,(1."(+&(*'($'*5$/$+-(+&(4*##-(&.+(
+8"$#(3*/."(+&(+8"(0*#="+?((L8$,(0*-($'4/.1"(N,&7+O(4&,+,(/$="(.'6#&1.4+$3"(0*'>
8&.#,(&#(6#&5*5/"(,*/",(/&,+(1."(+&(,-,+"0(1&<'+$0"?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  
Options:

¥ H*K&#
¥ H&1"#*+"
¥ H$'&#
¥ \&'"
¥ g'='&<'

0+&1'223,'%"&( L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(&'(8&<(0.48("*48(4*+")&#-(4&'+#$5.+"1(
+&(+8"(#*')"(&7(",+$0*+"1(/&,,",($'(Y?W?(9+($,(4&06/"+"/-(*44"6+*5/"(($7(+8"#"($,(
0&#"(+8*'(&'"(0*K&#(4&'+#$5.+&#(+&(/&,,2(&#($7(+8"-(*#"(*//(,6#"*1(&.+(*0&')(
iH&1"#*+"i?(

4.1.1.3 Response and recovery costs

!"#$%&'( L8","(*#"(+8"(4&,+,(*++#$5.+"1(+&(1$#"4+/-(#",&/3$')(+8"($'4$1"'+?((L8$,(0*-(5"(
$'+"#'*/(D&#("Q+"#'*/E(9C(+"*0(4&,+,2(+8"(4&,+(&7(4.,+&0"#(0*$/$'),2("J.$60"'+(
6.#48*,"1(,6"4$I$4*//-(+&(*11#",,(+8"($'4$1"'+2("+4?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  
Options:

¥ H*K&#
¥ H&1"#*+"
¥ H$'&#
¥ \&'"
¥ g'='&<'

0+&1'223,'%"&( L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(&'(8&<(0.48("*48(4*+")&#-(4&'+#$5.+"1(
+&(+8"(#*')"(&7(",+$0*+"1(/&,,",($'(Y?W?(9+($,(4&06/"+"/-(*44"6+*5/"(($7(+8"#"($,(
0&#"(+8*'(&'"(0*K&#(4&'+#$5.+&#(+&(/&,,2(&#($7(+8"-(*#"(*//(,6#"*1(&.+(*0&')(
iH&1"#*+"i?(

?3432.7%F"0$#,.71)+#,.D+,$6-0"$&

9'1$#"4+(906*4+(R*+")&#$",(*#"(/&,,",(#",./+$')(7#&0(*(,+*="8&/1"#S,(D$?"?(#")./*+&#2(
4.,+&0"#2(*.1$+&#2(/*<-"#E(#"*4+$&'(+&(+8"($'4$1"'+?((9'1$#"4+(906*4+(R*+")&#$",(0*-(
5"(0&#"(1$7I$4./+(+&(0"*,.#"(1$#"4+/-?((@,(,.482(+8"(/&,,",(7#&0(9'1$#"4+(906*4+(
R*+")&#$",(0*-(5"(4&',$1"#"1(+&(5"(6#&5*5$/$,+$4?((
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4.1.2.1 Loss of competitive advantage

!"#$%&'( 906*4+(1."(+&(+8"(/&,,(&7(4&06"+$+$3"(*13*'+*)"(D+8$,(4*'(5"($'7&#0*+$&'(*5&.+(
"')$'""#$')2(,*/",2(0*#="+$')2("+4?E(&44.#,(<8"'(*'($'4$1"'+("Q6&,",(4&'I$1"'+$*/(
5.,$'",,($'7&#0*+$&'(D$'+"//"4+.*/(6#&6"#+-2(*44&.'+$')($'7&#0*+$&'2(4/$"'+(/$,+,E(+&(+8"(
4&06"+$+$&'?((

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ H*K&#
¥ H&1"#*+"
¥ H$'&#
¥ \&'"
¥ g'='&<'

0+&1'223,'%"&( L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(&'(8&<(0.48("*48(4*+")&#-(4&'+#$5.+"1(+&(+8"(
#*')"(&7(",+$0*+"1(/&,,",($'(Y?W?(9+($,(4&06/"+"/-(*44"6+*5/"(($7(+8"#"($,(0&#"(+8*'(&'"(
0*K&#(4&'+#$5.+&#(+&(/&,,2(&#($7(+8"-(*#"(*//(,6#"*1(&.+(*0&')(iH&1"#*+"i?(

4.1.2.2 Brand and market damage

!"#$%&'( A#*'1(*'1(0*#="+(1*0*)"(4&,+,(*#"($06*4+,("'4&.'+"#"1(5-(,*/",(*'1(0*#="+$')(1."(
+&(+8"(6.5/$4(='&</"1)"(&7(+8"($'4$1"'+?((L8$,(0*-(0"*'($'4#"*,"1(*13"#+$,$')2(#">
5#*'1$')2(6#$4"(#"1.4+$&',2("+4?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ H*K&#
¥ H&1"#*+"
¥ H$'&#
¥ \&'"
¥ g'='&<'

0+&1'223,'%"&( L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(&'(8&<(0.48("*48(4*+")&#-(4&'+#$5.+"1(+&(+8"(
#*')"(&7(",+$0*+"1(/&,,",($'(Y?W?(9+($,(4&06/"+"/-(*44"6+*5/"(($7(+8"#"($,(0&#"(+8*'(&'"(
0*K&#(4&'+#$5.+&#(+&(/&,,2(&#($7(+8"-(*#"(*//(,6#"*1(&.+(*0&')(iH&1"#*+"i?(
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4.1.2.3 Increased operating costs

!"#$%&'( L8"(&#)*'$%*+$&'(,.77"#$')(*'($'4$1"'+(0*-("'4&.'+"#($'4#"*,"1(&6"#*+$')(4&,+,(*,(*(
#",./+(&7(*(+8#"*+(*4+$&'?((L8","(4&,+,(0*-(5"(1."(+&(0&#"(*.1$+(4&,+,2('"<(8$#",(&#(
0&#"(+#*$'$')(7&#("Q$,+$')("06/&-"",2(1"3"/&60"'+(&7('"<(5.#"*.4#*4-(D6&/$4$",2(
6#&4",,",2("+4?E2($'4#"*,"1($',.#*'4"(6#"0$.0,2("+4?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ H*K&#
¥ H&1"#*+"
¥ H$'&#
¥ \&'"
¥ g'='&<'

0+&1'223,'%"&( L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(&'(8&<(0.48("*48(4*+")&#-(4&'+#$5.+"1(+&(+8"(
#*')"(&7(",+$0*+"1(/&,,",($'(Y?W?(9+($,(4&06/"+"/-(*44"6+*5/"(($7(+8"#"($,(0&#"(+8*'(&'"(
0*K&#(4&'+#$5.+&#(+&(/&,,2(&#($7(+8"-(*#"(*//(,6#"*1(&.+(*0&')(iH&1"#*+"i?(

4.1.2.4 Legal and regulatory costs

!"#$%&'( e")*/(*'1(#")./*+&#-(4&,+,(*#"(+8&,"($06*4+,(*,,&4$*+"1(<$+8(#")./*+&#-(I$'",(*'1a&#(
+8"(4&,+(&7(/")*/(*4+$&'?(

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ H*K&#
¥ H&1"#*+"
¥ H$'&#
¥ \&'"
¥ g'='&<'

0+&1'223,'%"&( L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(&'(8&<(0.48("*48(4*+")&#-(4&'+#$5.+"1(+&(+8"(
#*')"(&7(",+$0*+"1(/&,,",($'(Y?W?(9+($,(4&06/"+"/-(*44"6+*5/"(($7(+8"#"($,(0&#"(+8*'(&'"(
0*K&#(4&'+#$5.+&#(+&(/&,,2(&#($7(+8"-(*#"(*//(,6#"*1(&.+(*0&')(iH&1"#*+"i?(
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4.2	
  	
  Impact	
  EsEmaEon	
  	
  

m$3"'(+8"(3*#$&.,(,&.#4",(&7(/&,,($'4.##"1($'(*'($'4$1"'+2($+($,(.,"7./(+&(.'1"#,+*'1(
+8"(0&'"+*#-(4&,+(&7(*'($'4$1"'+(+&(+8"(&#)*'$%*+$&'?(((A"4*.,"(1"+"#0$'$')(+8"(+#."(
4*,8(5*,$,(4&,+(&7(*'($'4$1"'+(4*'(5"(1$7I$4./+2(!"#9:(,""=,(*'(",+$0*+"1(#*')"(&7(
4.##"'4-(3*/.",2(+8"(0$'$0.0(*'1(0*Q$0.0(*0&.'+(+8"($'4$1"'+($,("Q6"4+"1(+&(
4&,+(+8"(&#)*'$%*+$&'(?((((

4.2 Impact Estimation

!"#$%&'( L&(&5+*$'(*'(",+$0*+$&'(&7($06*4+($'(4.##"'4-(D1&//*#,E?

Notes: L8&,"(7*0$/$*#(<$+8(",+*5/$,8$')(pjz(4&'I$1"'4"(/"3"/,($'(0"*,.#"0"'+(
",+$0*+",(4*'(*66/-(+8*+(4&'4"6+(+&(8"/6(",+*5/$,8(+8","(/&<"#(*'1(.66"#(
5&.'1,(&7($'4$1"'+(4&,+?((

)"'&*+%,-./$'( \.0"#$4(9'6.+

Suggested	
  
Options:

¥ H$'$0.0(>(+8"(0$'$0.0(*0&.'+(+8"($'4$1"'+($,("Q6"4+"1(+&(4&,+(+8"(
&#)*'$%*+$&'

¥ H*Q$0.0(>(+8"(0*Q$0.0(*0&.'+(+8*+(+8"($'4$1"'+($,("Q6"4+"1(+&(4&,+(
+8"(&#)*'$%*+$&'?(

0+&1'223,'%"&( ^.*'+$+*+$3"(C*')",U((F8$/"(#*')",(7&#(J.*'+$+*+$3"(3*/.",(*#"('&+(6#"4$,"2(+8"-(
4*'(4&'3"-(.,"7./($'7&#0*+$&'(7&#(1"4$,$&'(0*=$')(D",6?(<8"'(4&##"/*+"1(+&(
J.*/$+*+$3"(3*/.",2(+8"(,&.#4",(&7(/&,,2(*'1(+8"(/&,,(+&/"#*'4"(&7(+8"(
&#)*'$%*+$&'E?
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4.3	
  	
  Impact	
  QualificaEon
!"#9:(,""=,(+&(.'1"#,+*'1(+8"(#"/*+$3"($06*4+(&7(+8"($'4$1"'+(&'(+8"(&#)*'$%*+$&'?((
A"4*.,"(1$77"#"'+(&#)*'$%*+$&',(*#"(4*6*5/"(&7(<$+8,+*'1$')(1$77"#"'+(/"3"/,(&7(
/&,,",2($+($,(.,"7./(+&(1",4#$5"(+8"($06*4+($'(*(J.*/$+*+$3"(7*,8$&'($'(&#1"#(+&(N7#*0"O(
+8"(906*4+(Z,+$0*+$&'($'(4&'+"Q+?((

4.3 Impact Qualification

!"#$%&'( L&(.'1"#,+*'1(+8"(,"3"#$+-(&7(+8"($06*4+(#"/*+$3"(+&(+8"(&#)*'$%*+$&'S,(+&/"#*'4"(7&#(
/&,,?

Notes: \a@

)"'&*+%,-./$'( :$')/"(,"/"4+

Suggested	
  Options: ¥ 9',$)'$I$4*'+(>(906*4+(*5,&#5"1(5-('&#0*/(*4+$3$+$",
¥ B$,+#*4+$')(>(e$0$+"1(i8*#1(4&,+,i(5.+($06*4+(7"/+(+8#&.)8(8*3$')(+&(1"*/(<$+8(

+8"($'4$1"'+(#*+8"#(+8*'(4&'1.4+$')('&#0*/(1.+$",
¥ [*$'7./(>(C"*/(5.+(/$0$+"1(D,4&6"2(/&')"3$+-E(/&,,",($'(+8"(7&#0(&7(I$'",2(

6"'*/+$",2(0*#="+(4&##"4+$&',2(6*-&.+,2(6#&1.4+$3$+-(/&,,",2("+4
¥ B*0*)$')(>(C"*/(*'1(,"#$&.,("77"4+(&'(+8"(i5&++&0(/$'"i(*'1a&#(/&')>+"#0(

*5$/$+-(+&()"'"#*+"(#"3"'."

0+&1'223,'%"&( L8"(4&05$'*+$&'(&7(*(J.*/$+*+$3"(3*/."(D8$)8E(*'1(*(J.*'+$+*+$3"(#*')"(D"3"'(&'"(*,(
4&*#,"(*,(*(#*')"(&7(5"+<""'(xV2jjj2jjj(*'1(xVj2jjj2jjjE(8"/6,(7#*0"(+8"(+#."(
$06*4+(&7(*'($'4$1"'+($'(+8"("-",(&7(+8"(&5,"#3"#?(9+($,(*,,.0"1(+8*+($7(+8"($'4$1"'+($,(
4*+*,+#&68$42(4*.,$')(+8"(4",,*+$&'(&7(5.,$'",,(*4+$3$+$",2(+8"#"(<&./1'S+(5"(*'(
&66&#+.'$+-(+&(6#&3$1"(1*+*?((e&,,(+&/"#*'4",2(4&05$'"1(<$+8($'1.,+#-(*'1(&+8"#(
1"0&)#*68$4($'7&#0*+$&'2(4*'(5"("Q+#"0"/-($'7&#0*+$3"?
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 Using the VerIS Framework
9'(#"/"*,$')(+8"(!"#9:(7#*0"<&#=2(!"#$%&'($,($'3",+$')($'(*(4&00.'$+-(,&/.+$&'(+&(*(
4&00.'$+-(6#&5/"0?(L8"(7#*0"<&#=($,(*'($'$+$*/($',+*//0"'+(+&<*#1(+8*+("'12(5.+(
*/&'"($+($,('&+(,.7I$4$"'+?(L8"(6&$'+(&7(",+*5/$,8$')(*(4&00&'(/*').*)"($,(+&("'*5/"(
4&00.'$4*+$&'?(97(*(7#*0"<&#=(1&",('&+(*44&06/$,8(+8$,2(+8"(/*').*)"(<$//(1$"?(@,(
,.482($+($,(&.#(8&6"(+8*+(+8"(!"#9:(7#*0"<&#=(<$//(./+$0*+"/-(6#&0&+"(4&00.'$+-(
$'+"#*4+$&'(*'1($'7&#0*+$&'(,8*#$')(+8#&.)8(*(/$3$')(*'1("3&/3$')(,"+(&7(0"+#$4,?(
L8"#"(*#"(,"3"#*/(<*-,(+&()"+($'3&/3"1?

V? 0*&#.'8"#%+ #*+ 9"#".%+ 2%?%;*A1%&#S( L8"( $'$+$*/( #"/"*,"( &7( +8"( !"#9:(
7#*0"<&#=($,('&+(4&',$1"#"1(+&(5"(+8"(5">*//(*'1("'1>*//(&7($'4$1"'+(0"+#$4,?(
9+($,(&.#(8&6"(+8*+($+(<$//(5"(#"I$'"1(&3"#(+$0"(5-(+8&,"(<8&(.,"($+?(L&(&3"#,""(
*'1( 7*4$/$+*+"( +8$,2( *'( *13$,&#-( 5&*#1( *'1( +8$,( 4&00.'$+-( ,$+"( 8*3"( 5""'(
",+*5/$,8"1(7&#(+8"(7.+.#"(1"3"/&60"'+(&7(+8"(!"#9:(7#*0"<&#=?

W?I-%+#$%+9.)1%G*.,+'&#%.&);;<S(@'-&'"($,(7#""(+&(.,"(+8"(!"#9:(7#*0"<&#=(+&(
*$1(+8"(+#*4=$')(*'1(#"6&#+$')(&7($'4$1"'+,(<$+8$'(+8"$#(&#)*'$%*+$&'?(F"(8&6"(
+8&,"(+8*+(1&(<$//(,8*#"(,&0"(&7(+8"($'+"#",+$')(*'1($''&3*+$3"(<*-,(+8"-(*#"(
.,$')(+8"(0"+#$4,($'(+8"$#(,"4.#$+-(6#&)#*0?

X? I-%+ #$%+ 9.)1%G*.,+ (**A%.)#'?%;<S( G#)*'$%*+$&',( <$+8$'( *'( "Q$,+$')(
$'7&#0*+$&'( "Q48*')"2( 4&',&#+$.02( &#( &+8"#( +-6",( &7( 6*#+'"#,8$6,( 4*'(
/"3"#*)"(+8"(!"#9:(7#*0"<&#=(7&#($06#&3"1(1*+*(,8*#$')?(

Y? >$).%+ 2)#)+ G'#$+ *#$%.-S+@,(+8"( ./+$0*+"( )&*/( &7(+8"( !"#9:( ;#*0"<&#=($,(+&(
7&,+"#( $'7&#0*+$&'( ,8*#$')2( <"( 8&6"( .,"#,( <$//( 4&',$1"#( 8&<( +8"-( 0$)8+(
#",6&',$5/-(,8*#"(1*+*(<$+8(&+8"#,?(F"S#"(<&#=$')(&'(<*-,(+&(8"/6(7*4$/$+*+"(
+8$,2( *'1( &.#( 9C( +"*0( <$//( 4&'+$'."( +&( 1&( ,&( 3$*( +8"( BA9C?( F"( */,&( $'3$+"(
&+8"#,(<$+8(*44",,(+&(*(/*#)"('.05"#(&7($'4$1"'+,(7#&0(0*'-(&#)*'$%*+$&',(+&(
.,"(+8"(7#*0"<&#=(*'1(#"6&#+(+8"$#(I$'1$'),?(F"S1(/&3"(+&(,""(*(/*#)"('.05"#(
&7(*44",,$5/"(*'1(4&06*#*5/"(1*+*,"+,($'(+8"('&+>,&>1$,+*'+(7.+.#"?

]? B.*1*#%+ #$%+ 9.)1%G*.,+ %4#%.&);;<S+Z3"#-( 4*.,"( '""1,( *( 48*06$&'2( *'1(
+8$,(&'"(4&./1(.,"(0*'-?(97(-&.(I$'1(+8"(!"#9:(;#*0"<&#=(.,"7./(&#(5"/$"3"($+(
+&(5"(5"'"I$4$*/(+&(+8"(4&00.'$+-2(<"S1(*66#"4$*+"(-&.(/"++$')(&+8"#,(='&<?

l&<"3"#(-&.(/"3"#*)"(+8"(!"#9:(;#*0"<&#=2(&.#(8&6"(7&#($+($,(+8"(,*0"(*,(+8*+(&7(
+8"(B*+*(A#"*48(9'3",+$)*+$&',(C"6&#+(T(+8*+($+(<$//(6#&3"(8"/67./(+&(+8"(6/*''$')(
*'1(,"4.#$+-("77&#+,(&7($+,(.,"#,(*,(<"//(*,(+8"(5#&*1"#(4&00.'$+-?
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!"#$%&'&($$)*+,-./($$011$+,2345$+*5*+6*7($
)*+,-./$ 2+</45$ :.8$ <$ 1,=,4*7;$+*6."<T1*;$R*+5./<1$ </7$ /./4+</5L*+<T1*$ 1,"*/5*$ 4.$ 85*$ 43*$ )*+,-./$ P/",7*/4$A3<+,/2$ 9+<=*W.+G$ L.+$ R8+R.5*5$ .L$ ".11*"4,/2;$ .+2</,-,/2$ </7$ +*R.+4,/2$
5*"8+,4:$,/",7*/4$,/L.+=<4,./$L.+$/./B".==*+",<1$R8+R.5*5(
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