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Introduction

@,(-&.(0*-(='8&<2("#$%&'(A.,$",,(6.5/$,8",(+8" (B*+*(A#"*48(9'3" +$)*+$&' (

9'3" +$)*+$3"(C",6&',"(DICE(+"+0? (F8*+(-&.(0*-('&+(='&<($, (+8*+(+8" (#'6&H+, (*#'(
5% "1(.68(*(,"+(&7(0"+#$4,(1"3"/&6" L($'+"#*//-(78H(+8"(6.4#6&, (&7 (4*6+ #$') (="(
1+, (| 48 1S (*(5H"*482(@ (3'#,$8&' (&7 (+8" " (0"+#$4,($,(&<(6.5/$4/-(*3*$/*5/"(* (
+8"(I"H$%& (9'4$1 " +(:8*#S$") (DV"#O: E(TH*0"<&H="

Overview

G"(&7(+8"(08,+(AHS+$A*/(*1(6"#,$,+"+(48*/")" (6/%).$) ("TT&H+,(+&(0**)"(

$7&HO*+SE& (#$,=($, (*(H4=(&T(L*+*2(H*-(*+$&' 2(&H)*'$%*+$&' 2(&H($' 1$3$1.*/, (1&(&+(
83" (1+*(&7(,. 7I$4$™+(J. /S +-(&H(D. ' +$+-(+&(4&',$,+"+/-(0*="($7&#0"1(1"4$,$&' (
EH(+="(K.,+$I$" 1 (*4+$&'(+&(OH&+"A+($ TEHO+$&'(*,,"+,2(L8S, (,+*+" (&7 (5"$)($,(<"/I(
1" A#$5"1(.,$)(+8"(1"I$'$+$& (&7 (4" #+*$+-M(N+8"(1$77"#" 4" (5"+<""(+8"(*0&."+(
&7($TEHO*+$&' (#']. SH" L (+&(6"HTEHO(+8"(+*,=(* 1 (+8" (*0&."+(&7 ($ T &HO*+$&' (*/#"*1-(
6&,,",,"1(5-(+8"(&H#)*'$%*+$& 20(C"08&3$) (!4 " H+*$+-2(+8"#"T&H"2($'3&/3", (,8#$'=$')(
+87(%6(5"+<""(<B*+(<(F &< ("L(BHH<"("L(+&(=&<?

A+(<8H(1&(<" (" L(+&(='&<(* 1(<B*+(L&(<" (0", H"($ (&H1 " H(+&(='&<($+P(G3"#(
+8"(-"#,2(+8"#"(8*3"(5"" (0~ ($'$+$*+$3", (+&(*0%, ,(*'L(,8*#"(,"4. #S+-($'4$1" +(
T4H¥2(5.+(<$1", 6H* 1 (6*H#+$AS6*+$& (' 1(,.44", ,(8*3"(5™"("].,.$3"2(F8S/"(+8"#" (*#"(
TS+ (K(T"< (™ &' (T&H(+8$,2(*+(I"* +(6*#+(&T (+8"(6#&5/"0($, (+8" (I*4=(&7 (*(4&008&/-(
*A4"6+" 1 (+*Q&'&O-2(:.A8("TT&H+, (" ("$+8"#(6*#4/-%" L(L." (+&("]. $3&A*/$+-(*#8."1(
<B4 (+&(0", H"(QH(/&, " (HHA+$&! (<8 (L*+*(+8*+(H" (4&/I"4+"L(&T T"H(IS++1"(3*1."(
5U4*, "(+8"- (" (5*,"1(.6&($'4&06*+$5/" (&H($*1"J *+"(,- +"0,(&7 (4/*, $I$4*+$&'?

L&(*$L(#'083/(&7(+83, (S*H#HS #(+&(0&H" (<SL"I-(*3*$/*5/"(, "4 H$+-(1X+*2(<"(&TT"#(+8"(
USO8 (9'AS1+(:8*HS') (DI'HO:E(TH0"<&H=(T&H(6.5/$4(4&" $1 #+$&' (*1(.,"?("#9:(
$,(*(,"+H(&7(0"+#$4, (1", $) "1 (+&(6H&3$1" (*(4800&'(*').*)"(T&H# (1" AH$5S)(,"4.#$+-(
SASL"+ (' (*(HE.A+ H LV LH 6" *++5/" (0= #2 (L 8" (&3"#/1() &*/($, (+&(*-(*(

78" 1++$8 (&' (<BSAB(<" (4% (A& +H.4+$3"[-(*' 1 (A&&6" H*+$3"[-(I"*#'(TH&O(&.#(

"QB"HS"A" (+&(5"++"H(0**)"(#$,=7?
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Metrics for Risk Management

C'+#'$)(+&(+8"(J." +$& (&7 (<B*+(<" ("L (+&(='&<(*'1(0"*, .#"2(+8" (1$*)#*0(

5"/&<($,($',+#.4+$3"2(L8"(1&0%$' (&7 ($ 7&HO*+$&' (#S$,=(4* (5" (3$, . *//-(#"6#" " +"1(*,(
T&H(S+H,"4+$)(/*1,4*6" (&7(
L8#"+2(@,,"+2(906%4+2(* 1 (R&'+#&/7(
L8"(&#)*'$%*+$&'S, (4*6*5$/$+-(+&(

Impact SR ALK L) (#P,=(#"I.$H"(

Landscape $7&HO+$& (THEO("*48(/*1,46"2(
4 5 +-(0"HH$4,2(+8"2( B8/ (AH+'(
=8</"1)"(+8*+(S06#&3",(
h 0%%)'0""+S, (4*6*5$/$+-(+&(0*="(
W. 1'4$,$&',(*1('Q"4.+"(& (+8'0?
Asset ‘

Landscape L8"(I"#9: (7T#+0"<&#=(<*,(1",$)"1(
6"43134%//-(<$+8(+83,($'(0$'1?(F8S$/"(

Threat H#3"-2(,",&#,2(F' L(&+8"#(,&.#4" (
Landscape 4*($'7&HO(#$,=(0**)"0"+2(<8*+(
5"++"#(,& #4" (&7 (1*+*("QS$, +,(+8*' (15#,+>
Management Capability 8*'1($'3",+$)*+$&'(&7(+8$"),(+8*+(

* 4k ¥[-(<"+(<H&)P(LBS, ($,(+8"(

) +B(&T(+8"('HO: (TH-0"<&H=(T($+(S,(
#&&+II1($l(+8II(IIQ*O$I*+$&I(&7(ll3$1lll4ll(*l1(6&’+>$l4$1lll+(*l*/_’$,2(5.+(1II’$)llll(+&(
BH&3ISL"(0"+#54, (.,"7 J(+&(#S,=(0**)"0"+?

The VerlS Framework

L8"(1"#O:(0"+#$4, (4" (&) $%"1($'(T&.H(,"4+$&" 2("*48(1" $)" L(+&(4*6+.#"(*(
LST7 4" +(*,6"4+(&7(+8"($ASL"+(*#+$3"2(F8" (35 <"1 (' () #")*+"2(+8"-()$3"(+8"(
5.8, ({(+*)$5/ (S1 (&7 (4*.,"(*1(,"3"#$+-2(( L8"(T&H(,"4+$& ,(#'U

V? B"0&)#*68$4,
W29'4$1"+(R/*, $I$4*+$&'
X? B$,483"#-(*L(H$+$)*+$&"
Y? 906*4+(R/*, $I$4*+$&

Z*48(,"4+$& (A& +*$', ("3 #*/(0"+#$4,2((LB&,"($'4/. 1" L (L&( &+ (H"6#" " +("3"#-+8%")(
&"(0)8+(A&J["4+(#"YH1S') (*(,"4 H#S+-($4BL"+B((+"* 1 2(I"HO: (++"06+, (+&(, +#$="(*(
B4 (B < (T (R L(A&OBI " 2(97(,&0"+8$) (S, (+"#", +$') (TH&O(*(

' "HAB( ¥ 168S+(5. +(1&" (&+(LSH 4+-(6H&ISL"(," 4. H$+-(0%*)"0"+(<$+8(

A+ $& 5" ($TEHO+$&'2($+(S, (I$="1-(&+($'4/ (N@"#+*$'(,"4+$&' 2(<"($1"+$7~(
*11$+$&/(0"+#$4, (+8%+2(<8$/"(‘&+(7&HO/[-($'4/.1"12(0$)8+(5" (&7 ($'+"#" +(,8&./1(
(L S (F&(A&" A+ (+8" 0BG (6H&E" -2 (" HO: (A% (A#"*+"( &+(&'I-(*(3$"<(&7(
<8*+(8*66™"L($'(*(,6"4SISA($AS1"+2(5.+(H//&<(+8"($ 41" +(+&(5"(3$"<"L($' (4&'+"Q+(
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<$+8(*(5H&*1"#(581-(&7(='&</"1)"?

9+(,8&./1(5"(‘&+"1(+8*+(+&(*4+.*/1-(5")$'(.,.$)(+8S, (7TH*0"<&H=2(&"(<$/I ("L (*(
4" +"(*(4&J"4+$&'(0"48*'$,0(5*%,"1L(&'(+8" (0" +#$4,(1"1$"L($'(+8%,(1&4.0™"+?2((;&H#(
"Q*O6/"2(!"#$%&IS,(9l3",+$)*+$3"(C",6&',"(+"*0(-,",(*(+'6"(&7(*1*6+$3"(

3. +S&FSH" (*+(+8"(4& 4], $& (&7 ("*48(4*,"(

'()*+%+,"-%.-/./-01+,

@,(,+*+"1(6#"3%&.,/-2(+8" ("#9: (T#*0"<&H#=(S$,(*(,"+(&7 (0"+#$4,? (F$+8("*48(0"+#$4(*(
#6"+$) (| +(&T(STEHO*+$& ($,()$3" (1" 4#$55') (+8"(6.#6&,"2(86+$&, 2("+42((@'(
"Q*06/"($,(6#&3$1"1 (5"/8<(*I&')(<$+8(*("QB/*+$& (&7 (48'+"+2(

) “ ) ;ate of the Incident

ose: Facilitates trending over time.

MJ:Q Select the month and year the incident occurred.

stion Type: Single Select for Month; Number field for Year

Suggested a *  Monta: [List of months]
Options: s *  Year:NA

Miscellaneous: ~ While the exact date of the incident could be used, the month and year allows
trending and provides some measure of de-identification for data sharing
n purposes. Using only the year provides even more.

V? @(.0"#$4(1",$)*+$& (T&H(+8"(0"+#$4

W@ (+$+/"(78#(+8"(0"+#$4

X? D[#6&,"E(L8"(#"*,&'(<"(5"/$"3"(+8"(0"+#$4($,($ 7&H0*+$3"

Y? D\&+", E((R&DO™+,(+8*+(4/#$7-(8H(6H&ISL"(*11$+$&™/().$1*'4"

17 DA +$&'(L-6"E(L8"(+-6"(&7(J." +$& (<" (DI HSU&'E(.," (+&(4&/"A+(1*+*(&'(
+8*+(0"+#$42(L8$,(0$3",(.,"#, (). $174" (&' (+#* [*+$')(+83,(184.0"+($'+&2(7&H(
$ +74"2(*(T&HO(+8*+($'3" +$)*+&H, (4*'(4806/"+"2(

2 D))" +"L(&6+$& E(@(,++ 1HHL(,"+(&7 (¥, <"H(&6+$&', (*,, &AS*+"1(<$+8("*48(

0&H" (" $I-(/I8<(**-,$,2(+#"1$)2(* 1 (48&06*#$,&",?
"2 DH$,4"//*"&.,E(@(6/4"(+&(6.+(*-+8%)("),"(6"#+*$'$) (+&(+8"(0"+#$42(L8S,(
0*-(5"(&H#(85,"#3*+$&' 2(7 #+8"H#("QB/**+$& 2(+8$),(+&(4&' $L"H#2("+4?

45968 (<$//(5"(0*$+*$'S) (+8$, (1&4.0™+(* L (<HS+$') (*5&.+(I"#9: (&' (8.#(<"5/8&)U(
8++6Uaa,"4.#$+-5/8) 23 #$%8&'5..$" . 24B(D'(*11$+$&'2(*(4&00. $+-(7&H.0(8*,(5™"(
+(.6(*+@++6Uaal$.4.. $&' 2%68882480a3"#E >0 HHBALS 4., ("#: (*1($+,(.,"(
<$+B(I"HSI6& (V'L (&+8"H, (<B&(*#"($06/"0"+$") (*'($4$1"+(0"+#$4, (6#&)#-07((
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1.0 Demographics

L8S$,(,"4+$& (1", 4#$5" (D5.+(1&",(‘&+($1"+$7-E(+8"("+$+-(*77"4+"1(5-(+8"($'4$1"+2(
L8"(6#$0*#-(6.#6&,"($,(+&(*$1(4806*#$,&',(5"+<""(1"6*#+0""+,(<$+8%'(*(,$)/"(
&H)*$Y*+ & (8H(*0&) (LT 7 H#"+(&H) ' $Y*+$&" (6 H+$A$6*+$)($'(*($'7&HO*+$&'(
"Q48*)"2(F8S/"(*'-(".05"#(&7 (&t * $Uo*+$&*/(ABH*A+"HS +$4, (4&.I1(5" (+#*4="12(
+8&,"(/$,+"1(5"/&<(BH&3SL" (' (*1"J *+"(5*$,(T&H(S'+"#" +$) (*'1(.,"7./(

4806*#3$,&',?
1.1 Date of the incident
"#$%&'( 4SS+, (+H11S) (&3 H(+$0"?
Notes: A+ (+8" (08 +B(F L (-"HH(+8"($'4$1"+(&44 ##"1?
)"'&*+%,-./$'( YA+ (T&H(HE+BM(\.OS " #(1S"/1(78&#(C*#
Suggested Options: ¥  Hg&'+8U(de$,+(&7(0&'+8,f
¥ o=U(\@

0+&1'223,'%"&(  F8$/"(+8"("Q*4+(1*+"(&7(+8"($'4$1"+(4&.J1(5"(.,"12(+8" (0&'+8(* L(-"*#(*//&<,(+#"1$"
©1 (6#83$1",(,&0"(0™, #"(&T(1">$L"+$ISA*+$&' (T8H(1*+*(,8*#$)(6.#6&,", 2(9,$) (& ~(
+8"(-"H(6#&3$1",("3"(0&H"?

1.2 Primary industry
I"#$%&( FABISHH" ($'L. +H->,6"4BI$A(F -, $, (V1 (4806*#$,&',?
Notes: 97(0./+$6/"($'L.,+#$",(*66/-2(,""4+(+8"(6#S0*#-($'1., +#-(&7(+8"(5.,$",.(

JH#&.6(+8*+("Q6"#$"4"1(+8"($'4$1"+?

)" &*+%,-./$( )/, A+
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02+,"8148+*$19.+*54+:,$9,53,/2;$9<+=,/2;$*4"#
0+"3,4*"48+*$>$?/2,/**+ /2
@85,/*55%A*+6,"*5$B$0"".8/4,/2
@85,/*55$A*+6,"*5$B$C*/*+<1$D./5814,/2
@85,/*55%A*+6,"*5$BSE*2<1
@85,/*55$A*+6,"*5$BS$F<+G*4,/2$>FHI
D./54+8"4,./$>%$F,/,/2
?78"<4,./$B$D.11*2*$>$J/,6*+5,4:
?78"<4,./$B$KB'%S$IC+<7*$A"3..1#
?278"<4,./$B$H+.L*55,./<1$?7$>$M"3$A"3..1
?1*+2:$IN,1;$0<48+<1$C<5;$*4"#

9,/</" <1$B$D./58=*+$@</G,/2
9,/</",<1$B$P/58+</"*

9,/</" <1$B$P/6*54=*/4$A*+6,"*5

9,/</" <1$B$H<:=*/4$D<+7$H+."*55.+
9..78Q3@*6*+<2*$!1*54<8+</4$>S@<+#
C.6*+/=*/4$B$9*7*+<1$>$D*/4+<1
C.6*+/=*/4$B$F,1,4<+:

C.6*+/=*/4$B$F8/,",R<1

C.6*+/=*/4$B$A4<4*

S$*<143"<+*$B$S.5R,4<1
S*<143"<+*$BSE<T5$Q%$U,<2/.54,"5
S$*<143"<+*$B$N84R<4 */4$H+<"4,"*5$!R3:5,",</;$7*/4,54%$.LV,"*;$*4"#
S.5R,4<1,4:$>$E.72,/2$>$C<=,/2
F*7,<$>$@+.<7"<54,/2

H+,/4,/2$>$H8T1,53,/2
H+.78"4,./$B$0*+.5R<"*$>$U*L*/5*
H+.78"4,./$B$084.=.4,6*
H+.78"4,./$B$D3*=,"<1$>$F<4*+,<15
H+.78"4,./$B$?1*"4+./,"5$>$P/54+8=*/45
H+.78"4,./$B$9..7$H+.78"45%$!/.4$<$+*54<8+</4#
H+.78"4,./$B$C*/*+<1$F</8L.<"48+,/2
H+.78"4,./$B$PM$S<+7W<+*$Q$A:54*=5
H+.78"4,./$B$H3<+=<"*84,"<1$>$@,.4*"3
*<1$754<4*

*4<,1$B$*@,-$>$./1,/*$!D1,"G#
*4<,1$B$.LV1,/*$l@+,"G#
1*4<,1$B$3:T+,7$!'@+,"G$</7$D1,"G#
M*"'3/.1.2:3A*+6,"*5$BSU<4<$X<+*3.85,/2$>$A4.+<2*
M*'3/.1.2:$3A*+6,"*5$BSC*/*+<1
M*'3/.1.2:$3A*+6,"*5$B$S.54,/2$>$055*4$F</<2*=*/4
M*"3/.1.2:3A*+6,"*5$BSA.LAW<+*$U*6*1.R=*/4
M*3/.1.2:$A*+6,"*5$BSM*1*".==8/,"<4,./5$>$A*+6,"*$H+.6, 7*+
M*"3/.1.2:$A*+6,"*5$B$)<18*B<77*7$I*5*11*+$!)0I#
M+</5R.+4<4,./$B$0,+R.+4$>$I<,1$A4<4,./$>$?4"
M+</5R.+4<4,./$B$D.==*+",<1$0,+1,/*
M+</5R.+4<4,./$B$9+* 234%$>$A3,RR,/2$>$U*1,6%+:
M+</5R.+4<4,./$B$SM+<,/$>$A8TW<:$>$@85
J4,1,4 *53H.W*+ $X<4*+$*4"#

N43*+I5#$I5R*" L:#

Suggested Options:

A AR A A A HE A A A A HE A A A A HE A A A A A A A A HE A A A A A A A A A A A A A A A A A A A A 4K

0+8&1'223,%"&(  L8"(I$,+(&7($'1., +#S$" (4&.J1(5"(,8&H#+""1(,.5,+*'+$*//-($T(SHE&*1($'L.,+#~(
YH&.6,(6H&3L"(*1" . *+"(,6"4BISAS+-2(@/+"#*+$3"1-2(*(0.48(/*#) " #(* 1 (0&#
4&06/"+" (*66HE*A8(<&.I1(5"(+&(*1&6+(*(,+* 1*#1(/$,+(DS2"RRLL(
9'1. +#$*/(R/*. SISA*+$EA& 1" E?(LB&.)S(/*#) #2(<"(I$'1(,.48(,+* 1*#1(
1$,+$),(+&(5"(,&0"<8*+(3¥)."(*'1(.'<$"/1-(7T&H(+8%,(6.#6&,"2(L8"(I$,+(
1"6$4+"1($,(.,"L(5-("#$%&'h, (IC(+"+O(* L(H"6#" " +,(<8*+(<"(8*3"(78."1(
+&(5" (*(<&H=*5/"(8*66-(0"1$.0i($'(0&,+(4*,",?
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1.3 Region of operation

I"H$%&( FABISHH ()& (FH- S, (* 1(4&06*HS, &', 2

Notes: 97(0./+$*+$&/2(,"I"4+(+8" (GHBO*H-(/&4*+$&'(&T(+8"(5.,$",, (#&.6(+8*+("Q6"#$"4"1
$4$1"+7?

)& +%, - ' )", A+

OL+,"<

0=*+,"<5BD*/4+<1
0=*+,"<5B0.+43
0=*+,"<5BA.843

05,<B?<54

05,<BD*/4+<1
05,<BA.843>A.843*<54
?8+.R*B?<54%$!,/"187,/2%1855,<#
?8+.R*BO.+433%!A"</7,/<6,<#
?8+.R*BX*54>A.843
F,771*$?<54

N"*</ <$!0854+<1,<;$0Y;$*4"#
JIGI.W/

N43*+I5#$I5R*" L:#

Suggested Options:

KA K K K K K K KK KK KK

0+8&1'223,%"&(  F8%/"(+8"(,6"4BI$A(4&. +#-(4&./1(5"(.,"12(#")$&, (/I&<(T&H($+"#" +$')(4&06*#$,&' (
©1(64#8&3$1"(,&0"(0™*, #"(&7(1">$1"+$I$4*+$&' (78H(1*+*(,8*#$')(6.#6&,",2(

1.4 Number of employees

I"H$%&( SIS (24- B, (“L(A&OBHHS, &', (5%, "1(&' (&) $%*+$&*/(,$%"?

Notes: L8"(,$9%6" (&7 (+8"("+$H" (&H)* $%*+$& (S, (6# 7 1" 12(97(.'='&<"2(,"I"4+(+8"(,$%" (&7 (+
5.,$",,(#8&.6(+8*+("Q6"#$"4"1 (+8"($'4$1"+?

)" &*+%,-./$'( YA+
Suggested Options: V(+&(Vj

WV (+&(Vjj
ViV(+&(V2jjj
V2jjV(+&(Vj2jjj
Vj2jjV (+&(W]2jjj
W] 2ij(+&(]j 2]]]

KKK KKK KK K

g=8<
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0+&1'223,%"&(  F8$/"(+8"("Q*4+(.05"#(4&J1(5"(.,"12(#*)", (/&< (T&H($'+"#" +$)(4806*#$,&' (*'1(
6#&3$1"(,&0"(0", #"(&7(1">$1"+$IS4*+$&' (T&H(1*+*(,8*H#$')(6.#6&,",?(

1.5 Number of dedicated IT security staff
I"#$%&'( [#&3$1",(*'($'1$4*+&H(&T(+8"(,$%"(*1(5.1)"+(&7 (+8"($ TE&HO*+$&'(,"4 H#$+-(6#&)#*0?
Notes: \a@
)" &*+%,-.I$( S A+
Suggested Options: ¥ j(+&(W

¥ X(H&(V

¥ VV(+&(W]

¥ W_(+&()

¥ V&V

¥ G3'#Vj

¥ g=g<

0+81'223,%"&(  L8"("Q*4+(.05"#(4&./1(5"(.,"12(F"(#'4&00" 1 (#*)" (6.4"I-(TH#EO(*(.,*5$/$+-(
A 16&S+(D*,,.08)($+($, (", H(+&(, 1" 4+ (*(#*)"(+8* (6HE&3SL"(* ("Q*4+(.05"HE?(

1.6 Other demographic metrics to consider

k @".*/#"3"."

k G6"#*+3$&™/(5.1)"+

k 9'4%$1"+(8%,+&#-

k 97(*(#"'4"+( &#)*'$%*+$&"™/( 48*)"( "3"+( D$?"?2( *4J.$,$+$&'E( 0*-( 8*3"(
4&'+#35.+"1(+&(+8"($'451"+
B",4#$6+$&'(&7(+8"(9L("3$#&'0"+(D$?"?2(4&06/"Q(3,(,$06/"E
97(+8"($'431"+(0%)8+(5"(#"/*+"L(+&(&+8"#($'+"#"™*/(&H#("Q+"#*/($'4$1"'+,

~ X
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2.0 Incident Classification

((

L83, (,"4+$& (+#*[*+",(+8"($'4SL"+(*##*+$3"(&7 (N<8&(1$1(<8*+(+&(<8*+(DE&#H(<8&OE(
<$+8(<B*+(#",.[+O($+&(*(7T&HO(0&H" (,. $+*5/" (T8H(+#"1$) (* 1(**/-,$,?(L&(*44806/$,8(
+8$,2(I"#9:("06/&-,(+8"(@IL8#"™*+(H&1"/(1"3"/&6"1(5-(I"#$%&'S, (C$,=(9"+"/I$)"4"(
+*0?2(9'(+8"(@O&L"/2(*(+8#"™*+(, 4" *#S&(&H(*4+*/(,"4 #$+-($'431"+(3,(35"<"1(*,(X(

SHE" (&7 (13", (+8 +(F13H, (T T4+, (+8" (S TEHO*+$&'(*,, "+, (&7 (*'(&#)* $%*+$&'2(
Z3"#-("3"+($,(4&06#8$,"1(&7(+8"(7&//1&<$')("/"0"'+,(D+8"(Y(@S,E2(<8$48(6#&3$1"(+8"(
+&6>/"3"/(,+#.4+ H#'(T8H(0"+#$4,($(+8$,(,"4+$&'?

¥ @)"+U(F8&,"(*4+$& (7T 4+"1(+8"(*,,"+
¥ @4+$&U(F8*+(*4+$&,(*TT"4+"1(+8"(*,"+
¥ @, +U(F8$48(*,, "+ (< (*TT"4+"1

¥ @++#$5. 4+ U(I&S(+8" (¥, +(<H, (*TT"4+"1

B" 4#$5$)(+8"($'4$1"+($, (*(6#&A", (&7 (4/*,, $7-$)(*//(""0"+,(D*'1(,.5>"/"0"+,E(
T&H(HI(,$) SISA*+("3"+,2(L8.,2(*(,$)/">"3"+($AS1"+($'3&/3F) (¥ ("Q+"H*/(*++*4="t(
S$)(Pe($K A+SE (+&(6./(H A&HL, (THEO(*(1*+*5* "(<&.J1(5" (1", 4#$5"1($ (+8"(

0" #(1"6$4+"1(5"1&<?(H&H" (4&06/"Q($ 41"+, (" (8 1/"1(,$OS/#/-(5.+(+$/$%"(
IS (8T (@S, (484, 68'1$") (+&("+48("3"+2(LB&, " (T*O$/$HH#(<$+8(+8" (B*+*(
AH"*48(9'3" +$)*+$&,(C"6&H+,(0*-(#'4&)' $%" (+8" (5% $A(, +#-.4+ #'?

¥ @)+
0 &H#A'U(ZQ+"#*
0 L-6"U(GH)*$%"1(4#$0$™/()#&.6
0 G#$)$'U(C&O*'$*
¥ @4+%&
0 R*+")&#-U(I*4=$)
0 L-6"U("e($'K"4+$&'
0 [*+8U(F'5(*66/$4*+$&'
@,,"+
0 - +"OU(B*+*5* "(,"#3"#
0 B*HU(['# &™*/($TEHO*+$&'
¥ @++#%5.+"
0 L-6"U(R&I$L"+$*/$+-

O+($,(&.#(6&,$+$& (+8*+(+8"(Y(@S, (#'6#","+(+8"(0$'$0.0($ 7T&HO*+$&' (4", *#-(+&(
X1 (1" AHSE" (K- (P ASL + (KH(+BH *+(, 4 HE&P(; H+8 " HOSH 2(+8S, ,+#.4+ #'(
6H&IBL", (*'(&6+$0%/(TH*0"<&H=(<$+8$'(<BSAB(+&(0™*, #" (TH#")."4-2(*, &AS*+"(
A&'+H#&], 2(/$'=($06*4+2(* 1(0%'-(&+8"H(4&'4"6+,(H" ) SH#" L (T&H(HS,=(0*'*)"0"+?

Verizon Incident Sharing Framework - BETA  14$%& &($$)+,-/($$011$+,23458+5++6+7( 9



2.1 Agent

@)"+H(H T #,(+&("HEH+S", (+8*+ (4%, " (&H(A&'+#S5.+"(+&(+8"($4$1"+2(L8"#"(4* (5" (0&#"(
+8%(&"(*)"+($'3&/3"L($ (*'-($'4S1"+(*'L(+8"$H($'38/3"0"+(4* (5" (8.0*'(&H(
'&'>8.0%'2(0%/$4$&.., (& (&'>0*/SAB&., 2($'+"+$&"*/(&H(* A4S 1" +*/2(1SH"4+(&H($ LS#"4+(
"HEY6& (H'48)'$%",(X(BHSO*H-(4*+")&HS" (&7 (+BH#" *+(*)"+,(>(ZQ+"#*12(9'+"#*/2(*'1(
[#+"#2(Z*AB(&T (+8","($'4/.1",(,"3"#*/(4*+")&H#->,6"4$1$4(0"+#$4,2(

23434.'(,$0%+*.56$%,&

ZQ"HHI(+8H"+, (8HS)$*+(THEO( & HA" (8.+,BL"(+8"(&H)'SUH+$&! (' L($+,("+<&#H=(87(
E¥t+"#,2(ZQ 06/",($'41.1"(8*4="#,2(&H)*$%" L (4#$0" () #8..6,2(* 1()&3"#0"+(

TGS 2(%, (< (*, ("BBHE O ("B, (. AB(*, (< +B (L (" #+8].5=", 2

L-634%//-2( &(+#.,+(&H(6#S3S/")"($,(306/$" L(T&H("Q+"#/("+$+8",2

2.1.1.1 Type of external agent

I"#$9%& ( 91" +$7-$')(+8"(,6"4$IS4(+-6"(8"/6,(*,,",, (+8"(#" & #4", 2(4*6*5$/$+$",2(* 1(+"1"4$" (&
+8"(*)"+?

Notes: \a@

)" &*+%,-/$'( H.+$6/"(," "4+

@4+$3%,+()#&.6

@.1$+&#

A&+(&H(A&+"+

R&H#6&H*+$E&'
R.,+&0"#(DAWRE

&HA"(0*K" #"(Di*4+,(&7()&1IE
m&3"#'0"+

H*$'+"*'4"aR&', +#.4+$&' (4#"<
GH#)*'$%"1(4#$0$™*/()#&.6
g*71$/$*+"1(6"#,&'D,E

g=&<

G+8"#D,E(D,6"4$7-E

Suggested Options:

KKK KKK KK K K K K

0+8&1'223,0%"&(  L8"#'(#'(&+8"#(/$,+$), (&7 (+8#™+(*)"+,(&"(4&./1(4& $1"#2(F'(1$'1(+8" " (+&(5"(
<&H=*5["($'(**-%$')(&.H#(4*,"I&*1E?
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21.1.2

Role of external agent

I"HBY6& (

Notes:

06/ (41, $I$4+G8! (1" AH#S5S) (BR<(+8"(*)"+(4&"+#$5.+" 1 (+&(+8"($'4$1"+2(
B$,+§).$,8",(5"+<""(1"/$5"#-+" (“ 1('$+"+S8*/(*4+, (*1(5™+<""(L$#"4+(*"1(
$LGH A+ (*4+$& (&' (+8"(6*#+(&T(+8"(*)"+?

\a@

Y&+, - I

Suggested Options:

B/, 4+(6" ()" +

B$#"4+U([H+$4$6*+ 1 (L$#" 4+/-($ (+8" (*++*4=
9'1$#"4+U(R&,6$#"1($' (&H(7.'1"1(+8" (*++*4=
@44$1"++/U(g'$'+"+$&/(* 1 (&+(0*/$4$&..,
g=8&<

G+8"#D,E(D,6"4$7-E

KK K K K

0+&1'223,'%"&(

[#&3$1",(*(&66&H+.'S+-(T&H(+" +§) (1*+*(J.*/$+-(D$?"22($7(N*44$1"+4/0($,(,"/"4+"1
(4 +$& (I$++$) (0%/$ASE&.,($+"+($,(,"I"4+"1(/*+"H#2(+8"($'6.+($,(J." +$&*5/"E?

21.1.3 Origin of external agent
I"#$%&( 91 +$I$",(+8"()"&)H*68S4(&HS)$ (8T (+8"("Q+"#*/(+8# ™ +(*)"+2(<8348(3,(.,"7./(&(
0./+$6/(/"3"1,?
Notes: \a@

)8+ %, - /S

Suggested Options:

H./+$6/"(, "4+

@7#%4*

@O0"#$4* >R""+#*/

@O0"#$4* >\&#+8
@0"#%$4*,>:&.+8

@,$*>7* +

@,$*>R"+#*/
@,$*>:&.+8a:&.48" +
Z.#&6">7* +(D$'4/.1$)(C., $*E
Z#&6">\&#+8(D:4*'1$*3$*E
Z#&6">F' +a:&.+8
H$11/"(Z*,+
G4"™$*(D@.,+#*/$*2(\n2("+4E
g=8<

1K 4K 4K K K K K K K K K K K

0+&1'223,'%"&(

[6"4ISA(A&. +H$",(48./L(5"(.,"L(H+8"H(+8* (#)$&',2(L8"(0"+8&L,(.,"L(+&(1"+"H#0$"

1"+"H0$*+$& (&7 (8H#$)$'?
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2.1.1.31 Determination of origin

#3968 91" +SIS",(B&<(+8"()" &)#-68BA(8HB)B(&7(+8"(*)"+(<*,(1'+"H#0$"12(L8S, (8% (5"#$)(&

+8"(*44 #*4-(*1(1"6""1*5$/$+- (&7 (+8"($ 7&HO*+$&'?

Notes: \a@

)" &*+%, -.I$( H.I+$6/"(," "4+

Suggested Options: ¥ o +0.",,$")
A*"1(&'(4%#4.0,+*'+$*/("3$1"4"
A*"1(&'()"&/&A*+S& (&7 (9[(*11#",,
1$+,(='&<(6*++"#' (&H(6H&IS/"
F&#H="1(<$+8(/*<("7&H#4"0"+(6"#,&""/
B$,4/&,"1(5-(+8#"*+(*)"'+

@)"+(<*, (AL (&H(4&'3B4+"1
g=&s

G+8"#(D,6"4$7-E

KKK K K K K K

0+&1'223,'%"&( \a@

2.1.1.4 Other external agent metrics to consider
k e$+3)(&7(,&#4"(9[(*11#",,",
kK 91"+3I$4*+$&' (&7 (*71$/$*+3&',(D$?"?2(&#)*' $%" 1 (4#3$0$*/()#&.6,E
K \&+$)(&7(4#30$*/(#"'4&#1 (X' La&#(6#B&H(J." ,+$&*5/" (*4+$3$+F",
k @,,",,0"+(&7(0&+$3"(D$?"?22(1$*'4%*/()*$'(&H#(#",""+0"+E

Verizon Incident Sharing Framework - BETA  14$%& &($$)+,-/($$011$+,23458+5++6+7(
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23432.7%,$0%+*.56%$%,&

O+ HH(+8H 4+ (' (+8&, " (&HS)$*+$') (THEO(<$+83'(+8"(&#)* $%*+$8&'2(L8S, (
"4&06*,,",(4&06*'-("Q"4.+$3",2("06/&-"",2($'1"6™ 1" +(4&+#*4+&#,(D$?"?2(Vjpp(
’+*77 E2(*|1($|+||#|’2(n+4(*’(<n//(*,($|+n#l*/(’_’+||0’?(9|’$1n#’(*#u(+#-,+||1(*|1(
6#$3$/")"1(D,&0"(0&#"(+8* (&+8"#,E?

2.1.2.1 Type of internal agent

I"#$%&!( 91" +$7-$)(+8"(,6"4BISA(+-6"(8"/6,(*,.",,(+8"(#" &H#4" 2(4*6*5S/$+$", 2(* 1(+"1"4$" (&
+8"()"+?

Notes: \a@

)" &%+%,-I$'( H./+$6/"(, "4+

@.1%+&#

Z'1>9,"#
ZQ"4.+$3"ag66"#(H)+
$*4"a@44&.'+$")(,+T7
I"/6(1",=(,+*77

|.O%(#" &.#4" (,+*77
O'+"#'*/(,-,+"0(&H#(,$+"
9La: "4 #$+-(@10%'
o*'$+&#$*/(,+*77
H*$'+"+ 4" (+*77

4 #E+-() L
&T+<H(1"3"/1&6"#
g=8<
G+8"#D,E(D,6"4$7-E

Suggested Options:

1K 4K HK 4K K K 4K K K K K K K K

0+&17223/%'&( L8 (H'(&+8"H#(/$,+8),(&7(+8#*+(*)"+,(&"(4&./L(4&" $1#2(F (IS'L(+8","(+&(5"(
<&H=*5["($'(**/-%$) (& #(4*,"I&*1E?

Verizon Incident Sharing Framework - BETA  14$%& &($$)+,-/($$011$+,23458+5++6+7( 13



2.1.2.2 Role of internal agent

#5968 ( $06/" (4%, $I$4*+$&' (1", 4#$5S) (BE<(+8"(*)"+(4&' +#$5.+"1 (+&(+8"($'4$1"+7(
B$,+).$,8",(5"+<"" (1"/$5"#+"2($*OO#&BHS "2 1('$+"+$&/(*4+$&(&'(
+8"(6*#+(&7(+8"(*)"+?

Notes: \a@
)III&*+%,_./$I( :$I)/II(’Il/ll4+(6ll#(*)lll+
Suggested Options: ¥ 9", $1"#(*4+"1(1"/$5"#*+"[-(*'1(0*/$4$&. /-

¥ 0 S1H(*4+"1($*66#&6HS*+"/-(5.+(&+(0*/$4$5&../-
¥ 0 S1HA+S& (<" (B +S& (L ( &+(0*/$AB&..,
¥ g-g<

¥ G+8"#D,E(D,6"4$7-E

0+81'223,%"&(  [#&3$1",(*(&B68&H+. $+-(T&H(+" +$)(L*+*(J X/$+-(D$?"22($7(N*44$1"+*/O($,(
8"H"(5.+(* (*4+$& (1$++8') (0%/$AS&., ($+"+($,(,""4+"L(/*+"H2(+8"($'6.+(3.(

J." +$&"*5/"E?
2.1.2.3 Employment change
I"#$%&( 0,"7 J(+&($TEHOP) (A& +H&I(, +#*+")$",(*#&.'1(,$)' $IS4*+(K&5(48*)"("3"+,7(:.48(
48*)" (4" (&T+"(/$'="1(+&(,"4 #$+-($'4$1"+,?
Notes: 97(+8"(*)"+(8*,(.'1"H)&™ (*(#"4" +(K&5(&H#(,+*+.,(48*)"(D$?"?22(8S#" 12 (I$#" 1 2(+#*' T"#
6H&O&+"12(1"0&+"12("+AE2(,"["4+(+8" (*66H&OHS* +"(&6+$&'?
)" &*+%,-./$'( S+ (6" (%) +
Suggested Options: ¥ \g48*)"
¥ 1s#1
¥ s
¥ Lo 71 (D+&(a(TH&O(F&+8"#(1"6+E
¥ [#&0&+"1
¥ B"0&+"1
¥ er i) (K&S(&H(H#&/"(48)"
¥ g
¥ G+8'#D,E(D,6"4$7-E

0+&1'223,%"&(  L8S,(0"+#$4,($,(*(&5K"4+$3"(0", #"2(9+($, (*/,&(<&H+8<BS/"(+&('&+"(*(,.5K"4+$3"(
* 1 O"H(&T(<B"+8"H(+8"(48*)" (A& +HS5 +"L($' (*'-(<*-(+&(+8"($'4$1"+7?
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2.1.2.4 Other internal agent metrics to consider

k
k

k
k
k

e")+8(&7("06/&-0"+

\&+$)(&7($'1$4*+&H,(*1(6&+"+$*( <#'$)(,$),(/"1$)(.6(+&( $'4$1"+(
D$?"22(,.11"(48*)" ($'(5"8*3$&HE

\&+$) (&7 (AHS0S™/(H" A8H#1 (* 1a&H(BHSEH(J." +$&*5/" (*4+$3$+$",

HE&H"(1"++$/"1($TE&HO+$& (*#&.'1 (+8"("06/&-""S,(5.,.$",,( .'$+2(#")$&'2(
K&S(H&/"2(*44", (6"#0$, $& 2("+47

23438.9+0,%%$0.56%$%,&

[¥#+"#,($'4/.1" (- (+8SHL(6%#+-(,8*#$) (*(5.,.$",,(#"*+$&',856(<$+8(+8"(
&H)*'$%*+$&'?2(L8S$,($'4/.1",(,.66/$"#,2(3"1&#,2(8&,+$") (6#&3$1"#,2(&.+,&.#4" 1 (9L (
,.668#+2("+42(:&0"(/"3" /(&7 (+#.,+(*' L(6#$3%/")"($,(.,.*//-($06/$"1(5"+<""(5.,$™,.(

6™ #+"#,?

2.1.3.1 Type of partner agent
I"#$%&( 91"+$7-$)(+8"(,6"4$I$A(+-6"(&7 (6*#+"#(D&H(+8"(,"#3$4",(6#&3$1"1E($'3&/3"L($'($'
8"/6,(+&(*,.",,(* 1(0%*)" (#$,=($'(1"*/$) (<S+B(XH#L(6*#+$",?
Notes: 97 (+8"(6*#+"#(6#&3$1",(0./1+$6/"(," #3$4",2(,"I"4+(+8"(&B6+$&' (0&, +(4/&,"I-(#"I*+"1(+&

$4$1"+?

)&+ +%, - I$'(

Suggested Options:

H./+$6/"(,""4+

@.1$+&#

Br+*(6#&4",,$") (*1(**/-,$,
1< (3" 18 H

&, +$') (6#&3$1"#
O'7&HO*+$&'aR& +"+(6#&3$1"#
OFS+&HS*/(,"H#3$4",
G',$+"(9L(0**)"0"+a,.66&#+

4 HS+-(). HL(,"H#3B4",
C"0&+"(9L(0**)"0"+a,.66&#+
:8$66$)a/&)$,+$4,(6#&3$1"#
QT+ (5, (("H3$A" (6HE3SL"H
&T+<H#'(1"3"/86"#a3" " 1&#
+&H*)" (6H&3$1"#
L"/"4800.'$4*+$&",(6#&3$1"#
g=8<

G+8"#D,E(D,6"4$7-E

KK KK KKK K K K K K K K K K

0+&1'223,'%"&(

L8"#" (4" (&+8"#(/$,+$), (&7 (+8H" *+(*)"+ (& (4&.J1(4&' $1"#2(F'(1$'1(+8" " (+&(5"(
<&H=¥5["($'(**/-%$') (& #(4*,"1&*17?
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2.1.3.2

Role of partner agent

I"H$%&(

Notes:

$O6/" (41, $I$4*+$& (1", A#$5$') (BE&<(+8"(*) "+ (A& +#$5.+"1 (+&(+8"($'4$1"+7(
B$,+$).$,8",(5"+<""(1"/$5"#*+"2($*BO6H&BHS+"2(* 1(.'$'+"+$&*/(*4+$&' (&' (+8" (6*#+
&7(+8"(*)"+?

\a@

) &*+%, - 1B

Suggested Options:

H.+$6/"(," "4+

[+ #(*4+"1(1"/$5"#5+"-(* 1(0*/$4$&.. /-

[+ H#(*4+" 1($*664#&6#S*+"/-(5.+('8+(0*/$4$&..,/-

[+ #(A+S& (< (VB +H+S& /(M 1( &+(0*/$4$&.
[, (*,, "+, (&H (44", (<H(5., "1(5- (" (M &+ 8" H#(" +$+-
g'='&<'

G+8"#D,E(D,6"4$7-E

K K K K K K

0+&1'223,'%"&(

[#&3$1", (¥ (&B68&H+. $+-(T&H(+" +$)(L*+*(J.*/$+-(D$?"22($7(N*44$L"+*/O($,(,""4+"
5.4+ (F(*4+$& (IS++$') (0%/$AB&.., ($'+"+($,(,"["4+"L(/*+"H2(+8"($'6.+($,(J." +$&*5/"E?

2.1.3.3

Region of partner agent

I"HBY6& (

Notes:

91" +$I$",(+8"()"&)H*EBSA(/&A*+$& (87 (+8"(6*#+"#2(<BSAB(S,(.,"7./(& (0.1+$6/"(/"3"] %

97(0./+$*+$&/2(,"I"d+(+8" (BHSO*H-(/&4*+$&'(&T(+8"(5.,$",, ) #&.6($'3&/3"1($'(+8"(
$4$1"+?

)"&+%,-/$(

H.+$6/"(, "4+
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@7#%4*

@0"#$4* >R"+#*/

@O0"#$4* >\&#+8
@0"#%$4*,>:&.+8

@,$*>7* +

@,$*>R"+#*/
@,$*>:&.+8a:&.+8" +

Z #86">7* +(D$'4/.1$)(C.,.$*E
Z#&6">\&#+8(D:4*'1$*3$*E
ZH#&6">F' +a:&.+8
H$11/"(Z*,+
G4A"*'$*(D@.,+#*/$*2(\n2("+4E
g=&<

Suggested Options:

1K K K K K K K K K K K K K

0+&1'223,%"&(  :6"ASISA(4&. " (4&.J1(5"(.,"L(H+8"#(+8* (#")$&,

2.1.3.4 Other partner agent metrics to consider

k e")+8(&7(#'*+$&',8$6a4& +#*4+

k e"3"/(&7(#'*+3$&',856(<$+8(6*#+"#

k e"3"/(&7(9L($'+")#* +$&'(<$+8(6*#+"#

kK :6"48I1$4("+$+-(<$+8F'(6*#+"#( $'3&/3"1($'(+8"($'4$1"+( D$?"?22( *(#"0&+"(9L(
*10$'$, +#*+&#(&H#(*'("Q"4.+$3"E

K \&HS)(&7(S1$A*+&H, (¥ 1(B&+"+$H/(<HB)(,B)'(/"1$)( .6(+&( $481"+(
D$?"?22(,.11"(48*")",($'(5"8*3$&HE
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2.2 Action

LSH"+(@4+$&' (1" 4HS5" (<B*+(+8"(+8# ™ +(*) " +(1S1(+&(4*.," (&H(A& +H#$5.+"(+&(+8"(
5#"*48(D+8"(0"+8&1,(.,"LE2(L8"#"(#"(., . *//-(0.[+$6/"(*4+$&" (1 #S") (*(5#"*48(
AmHBR(MHSNE' (", (BHSO*H-(4*+")&HS" (&7 (+8H#"*+(*4+$&', 2(<BSAB(*#" (1" 4#$5"1(
5"/&<P(;&H("+AB(4*+") &H2(+8"H'($,(*(,"H#$", (&7 (0"+#$4,(6"#+*$'$") (+&(+8"(,6"4$I$4(+-6"2(
6*+8(&H(3"A+&H2 (' L(&+8"H#(H#" "3 +(1"+*$/,2(

23234.:+#;"%6

@/(*++"06+,(+&($'+"+$&'*//-(*44", (&H(B*HO($ TEHO*+$&'(*,,"+,(<$+8&.+(

* +8EHSY*+$& (&H(S'("QA",, (&7 (* . +88HFY* +$&' (5-(+8<*#+$) (/&) $4*/(," 4 H#$+~(
0"48%$,0,2(9'4/. 1", (5#.+"(T8&HA"2(:"e($'K"A+$&'2(4#-6-+*%/-, $,2(1"$*/(&7(,"#3$4"(
*44xd= 2("+47(

R, $I$A*+$& (&+"U(LE"#'($,(* (*4+$& (4*+")&H-(T&H(*4=$)(* L(T&H(HS,.,"2(A&+8(4* (
A$/B%"( SO/ H(3"4+&H, (¥ 1(*48$"3"(SOS/HH" .1+ M(S'(HS,.,"2(+8" (*)"+(<*, (#=+"1(
*44" (D*1(.,"1($+($*6OH&OHS +"[-E(<8"#"* (<$+8(1*4=$") (*44",,(<*,(&5+*$™1(
$//")$+$0*+"/-2

2.2.1.1 Type or method of Hacking

I"H$%6& ( L8"(,6"451$4(0"+8&1(+$/$%"L($,(",, " +$*/(+&(%,,", $) (A& +H#&I(<™*=",,",a
3/ HEHISHS", (VLS HET-$) (0$+) +8& (+#4+)$",?

Notes: L))+ L(&EHEE, (A (&H)F $%" L ($+&(4*+")&HS",(D$?"72(N@.+8"+$4*+$&'(@++
*$1(/8A*+$&' (&T(+8" (1" $H#"L(+-6"2(AJ"+"1($+"0, (#"(,"["4+*5/"M(+8"(4*+") &HS",
'&+7(

)" &*+%,-./$'( H./+$6/(,"I"4+
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Suggested Options: IHSYE&H (&t W) (-
¥ @+84*$9.+"
¥ 7[R1.4<4,./$.L$7*L<814$.+$28*55<T1*$"+*7%/4,<15
¥ 9[R1.,4<4,./$.L$,/58LV," *4$<843%/4,"<4, B!, (*($.$1.2,/$+1\8, +*T#
¥ J5%$.L$54.1%/$"+*7*/4,<15
IH* )& ) (-
¥ D+THA,<1>AS5, I$SH+*T7,"4,.]
¥ D+.55B5,4*$1M\8*54$9.+2%+:
¥ 2[R1.,4<4,./$.LIW*<G$.+$=,5"IV,28+*7$<""*55$" /4+.1$IR*+=,55, ./5:$0DES;$*
¥ A*55,/$9,[<4,./
¥ A*B5 [$I*R1<:
0%11)&2+34%("#'*&+5+68& 7% (#™*&+1H#)( -
@8LL*+$.6*+V1.W
9.+=<4%$A4+,/2
P/4*2*+$N6*+V1. W5
EUOHS$P/]*"4,./
F<,1$D.==</7$P/]*'4,./
0811$@:4*$P/]*"4,./
NA$D.==</7,/2
[*=.4*$9,1*$P/"185,./
AR*" <1$?1*=*/4$P/]*"4,./
ANESP/"4,./
AAPSP/]*4,./
_FE$P/*'4,.
_H<43$P/]*"4,./
N8 +:$P/]*4,./
18"-06+*0+:"&(#'*&); #<
¥ OHP$0T85*$>$F,585*
¥ D<"3*$H.5.,/2
¥ 9 47$T+ W5 2$IH+*7,"4<T 1*$1%5.8+"*$E."<4, /#
¥ H<43$M+<6*+5<1
¥ r5.8+SE."<4,./$044<"G5$>$P/L.+=<4,./$U,5"1.58+*
=96&");+*9+>%.7' (%
¥ 0™.8/4$1."G.84$<44<"G
¥ UY,<1$.L$A*+6,"*
¥  FE$044+ T84*$@1.W8R
¥  FE$?/4,4:$?[R</5,.
0;'%&H@-'2%+1H#)(,-
¥  D+.55B5,4*$A"+,R4,/2
¥ F</B,/B43*B@+ W5*+$<44<"G
¥ F</B,/B43*BF,771*$044<"G
¥ 1.84,/2%U%4.8+
3&(.<AH*&HIHH)( -
¥ D+R4</<1:5,5$!4<+2*45$43*$<12.+ 43=#
¥ 9/"tR4,/$@+84*$9.+" /2$14<+2*45$43*$ G #
B.A (% +C)&A"H*&
¥ D+.55%A,4*$M+<" /2
SMMH$IM8*54$A=8221,/2
SMMH$"\8*54$AR1,44,/2
SMMHS$I*5R./5*$A=8221,/2
SMMHS$I*5R./5*$AR1,44,/2
_FE$?[4*+/<1$?/4,4,%5

HK K K K K KK KKK KKK K

K K K K K

C'-(%;;)&%*"-

S

?[R1.,4<4,./$.L$T<"G7..+$.+$".==</7>"./4+.1$"3<//*1
9..4R+,/4,/2%</7$9,/2*+R+,/4,/2

98--$4*54,/2

1*6*+5*$?/2,/**+,/2
AlLLV,/[2$6,<$+*5,7*/4$5:54*=$84,1,4,*5%$.+$5.L4W<+*
ANOH$0++<:$0T85*

JIE$I*7,+*"4,+$0T85*

JIGI.W/
N43*+I5#$I5R*", L #

# K #K K K K K K K
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0+&1'223,'%"&(

L8"(/$,+($,(&+("QB*. +$3"2(* (1™ +*$/"L(* ($+(4&./1(5"2(&H(6"#T"4+2(9+($,2(8&<
T (TEH(0&,+(F+++4= (1 (6#&3S1",("8.)8(,6"43I34$+-(7&H(+8"($+"1"1(6 468,
O9+($,(1"#$3"1(THRO(&.#(&<'(<&H=(*L(TH&O(&6™ (*++*4=(+*Q& &0$" (T#&O(+8"(F
@66/$4*+$& ("4 #$+-(R&' &#+$ B@.RE2(+8"(G6" (F'5(@66/34*+$&(:"4.#$+-(
[H8K"4+EF@:[ E2(*1(+8"(R&O0&!(@++*4=([*++"#(Z'.0"#*+$&(*1(

R/*, $1$4*+$& FOD[ZRE (748 O(HS+RPR, >#'7"#"48')(+8","($,(&+(*(1.$4=2(",-2(&
A& I$4+>TH™ (644", 2(L8"(/$, +(*5&3"(.,",(+8"(F@:R(LBH*+(R/*, $I$4*+$& (BW
5%,"I$"(* 1(6./],(TH&O(+8"(8:+8"#, (+&(#&.'L(&.+(*#™,(&+(*11#",,"1($' (F@:R(D$?"
'&(*66/$A*+BE. (++4= EX(F (T H(.,"#,(+&(+8"(I$'=, (*5&3" (T8H#(L"I$'$+$&, (" 1(
"Q*06/",?

2212

Path or vector of attack

I"H$Y6& (

Notes:

L8"(6*+8(&(3"4+&H(&T (+++4=(,.66/"0"+, (B TE&HO*+$&' (H")#1$') (+8"(+-6"(,"/"4+"1(
*5&3"2(9'(,&0"(4*," 2(+8"(,*0"(+-6"(&7 (*4+$&'(4&'1.4+"1(+8#&.)8(1$77"#"+(6*+8,a
3Il4+&#,(#ll‘] .$#ll'(3II#_(1$77II#III+(1II7III,Il,?

L8S, (#"7"#,(+&($+"HO"LS*+"(%, "+, (8H(,"#3$4" ("Q6/&S+" L (#++8"H(+8'(+8" (+"#0$*/(6.
BH(HH)"+(*,,"+(&T (+8" (*++*4=2(;&H#($' +*4"2(*(<"5(*66/$4*+$&'($,(+8"(6*+8("Q6/&$+
Ne($K"4+$& (+&(A&OBHEOS, " (1*+*($!(*(L*+¥5*,"2(@ (#'0&+" (44" (A& " 4+$&'($, (& T+
+8"(3" A4+ &H(+BH&.)B(<BSAB (X (*++A="H()*S' (44", (+&(S+"H#*/(#" &.#4" 2(L8" (6*+8(4*
5"(+8"(,*0"($,(+8"(*TT"4+"1(*, "+

)& +%,-.'(

Suggested Options:

H.I+$6/(,"I"4+

\&+(*66/$4*5/"
A*A=18&H(&H(A& +H#&I(48*"]
B",=+&6ae*6+&6
\"+<&#=(1"3%$4",

[&,,", $& (&#(68-,$4*/(*44",,
C"0&+"(*44",,(*' L(A&'+#&/(,"#3$4" ,a,& T +<*#"
M#3"#a-,+"0

F'5(*66/$4*+$&'

F$#/", (" +<8&#=

g='&<

G+8"#D,E(D:6"4$7-E

KKK KKK KKK KK

0+&1'223,'%"&(

F8$/" (4" #+*$'/-(&+("Q8*.,+$3"2(<"(8*3"(7&.'1(+83,(,$06/"(/$, + (+&(5"(.,"7./($'(+8"(
O*K&HS+-(&T(4*,",(*1(,6"43ISA("&.)B(T&H(+8"($'+"1"1(6.#6&,"2(@'(*/+"#*+$3"(0$)8+
5"(+&(.,"(*(6*+8a3"4+&H(*/$) " L(<$+8(/*-"#,($ (+8"(G:9(0&1"/2(L8" (/$, +(A&.I L (4" #+*$].
5#&*1""1(*'1($06#&3"1(5-(+8"(4&00.'$+-?
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http://projects.webappsec.org/Threat-Classification
http://projects.webappsec.org/Threat-Classification
http://www.owasp.org/index.php/Category:Attack
http://www.owasp.org/index.php/Category:Attack
http://capec.mitre.org/
http://capec.mitre.org/
http://projects.webappsec.org/Threat-Classification-References-Mapping-Proposal
http://projects.webappsec.org/Threat-Classification-References-Mapping-Proposal

2213 Vulnerability ID(s) (if applicable)

I"H$%&( 91"+$7-$')(+8"(,6"4BI$A(3./"#*5$/$+-("Q6/&S+"1($,(.,"7./(& (0F-(/"3"1,2(9+("*5/" (
& (+&(1"+"HOS" (+8"(B"H#A"+¥)" (&7 (*++*4= (+8*+("QB/&$+(3./"#*5$/$+$", (*1 (<8<
&" (*#'("Q6/8S+"12(L8"(3./"#*5$/S+- (OB (H, &(H/I&<, (T&H(.," T /(" A& 1:#-(0"+#$4 (
1$="(8&<(/&')(+8"(3./"#*5$/$+-(<*,(6.5/$4/-(='&<'2(<8"+8"#(*(6*+48("Q$,+"1(D*'1(
78H#(8&<(I&)E2("+4?

Notes: L8S,(,6"ABISA//-(H'T"#,(+&(*(3./"#*5S/$+-($'(A&1"(*, (&66&, "L (+&(*(<"*=", (&*(
3. HESISH-($(A&1$) H+$8&2(IT(*(3./ " #5 SIS +-(<*,("QB/&S+"12(6/","(/$, +(+8" (91
*0"(8"#"(D$?"22(+8" (RIZ(DE (97 ($+(<*, (*(% " H&(L*-2("+"#(+8*+(* 1 (6#&3$1"(*-(1'
-&.(4%2

)" &%+%,-.I$( H./+$6/"(," "4+

Suggested Options:

0+&1'223,'%"&( \a@

2.2.1.4 Other Hacking metrics to consider
¥ ogSTRHOL'Q+(IS"/L(+&(4*6+ . #"(F-(*1 1S+ B&*/( &+"<&#+8-(1"+*$/,
¥ C4&#L(&T(,6"4BISA(*++*4=(,$)*+.#",(&H(6*++"#,
¥ e$,+9)(&7(*.+&0*+"1(+&&/,(&#("Q6/&$+(=$+,(.,"1

23232.<+*=+0%

QT+ (BH(A4&1"(1"3"/&6" L (T&H(+8"(6.#6&," (&7 (4806#&0$,$') (&#(8*#0$) (*(
$'78HO+B&(*,,"+(<$+8&.+(+8"(&<"H#S,($T&HO"L(4&',"+2(ZQ*06/" ($'4/.1"(3%#.," 2(
<&H0,2(,6-<H#"2(="-1&))"#,2(5*4=18&&H#  2("+42 (H¥I<H#"(4* (5" (4/*,,$1$"1($'(0*(

<k 2(F'(A$/$%" (H(+<&>1$0" $&*/(*66HE*A8(+8*+H(S1"+$IS" (<8*+(+8"(0*/<*#"(1$1(
D+-6"(&H#(7. 4+$&'E(*L(8&<($+(<*, (1S, +#$5.+"1(D6*+8(&H(3"4+&HE?(LE""(48*#*4+"#$,+$4 (
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2.2.2.1 Type or function of Malware

I"H$%68.( O'(+8"(,B&H+(+"HO2($+($, (4", H-(+&(*1"J *+"/-(1" AH#S5" (+8" ($ASL"+(* L ($+,(
HOBISA &, 2(9'(+8" (/&) (+"HO2(+#+4=$) (+8"(7.'4+$&'()$3",($',$)8+($+&(+8"("3&/3$
s (&7 (OH<HE" (% 1(8&<(4#$0$ ™, ("06/&-($+7?

Notes: \a@

)"&*+%,-./$'( H./+$6/"(,"["4+

Suggested Options: A*4A=1&&#
A A">TEHA"(*44",,(+&(&+8"#(,-,+"0,
R&00*'1(*'1(R&'+#&/
B",+#&-(&#(0&1$7-(1*+*(&'(,-,+"0
BS*/"#

B$,*5/"(&#($'+"#7"#"(<$+8(,"4 #$+-(4&'+#&/,
B&:(*++*4=(&'(&+8"#(,-,+"0,

B&:(/1&4*/(,-,+"0

Z'A#-6+(&H(,"$%0" (1*+*(&'(,-,+"0
M#*-<*#"2(@1<*#"2(*' L(:4*#"<#"

3" +(8&H#($'1"Q(L*+*(&'(,-,+"0
9'7"4+(#"0&3*5/"(0"1$*(&H#(1"3%4",

O +*/[(*L1$+S&"/(O*/<*#" (& (, & T+<*#"
q'-/&))"#

[*4="+a\"+<&#=(,'$77"#
COH(,4#*6"#(D0"0&#-(6*#,"#E

A (&HH(T&EFOHS +("+<&H=

ML (H&("QH"H /(M +B+-

:"1(,6*0

16-<*#"
F&#O(>("0*$/(6#&6*)*+B&'(+&(&+8"#(,-,+"0,
F&HO(>("'+<&#=(6#&6*)*+$&'(+&(&+8"#(,-,*+"0,
g=&<

G+8"#D,E(D,6"4$7-E

1K K HK K 4K K 4K K 4K K K K K K K K K K K K K K K K

0+81'223,%"&(  L8"(I$,+($,(*L0$++"1/-($4&" S, +"+($ (+8*+($+($'4/. 1", (+-6" (DNA*4=1&&H#O(* L(N[*4=
STTHOE(YL(1" 4#$6+$3"(7.'4+$&" (DNA# +">TE&HA" (44" (+&(&+8"#(,-+"0,0E?(9'(
<"(.,"(<8$48"3"H(T8HO(S,(+8"(0&, +(, $O6/" (* L(4I"*H2 (F"(6#"7"#(+-6"(*, (1&')(*,(+8"(
7.4+$&($,(<"11("&.)8($06/$"1?(
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2222 Path or vector of infection

#5968 ( O'L"# 4% 18) (B (OY/<H'(<*, ($+H&L.A"L(S+&(+8" (" +<&H=(&#(,- +"0($,(","+$*(
F&(H,)", B (A& HRI(< =", " a3 HES/S S, (M 1(S1"+S7-$) (0$+$)+$&(+#++")$" 2

Notes: \a@

)&%, [$( H./+$6/"(,""4+

Z0*$/

9", +¥//"1(5-(&+8"#(0*/<*##"

O, +*/["L(5-(#'0&+" (*++*4="#

9+ +(H", )$)

\"+<&H=(6H&6*)*+$&'

[W[(a($/"(,8*#$")

[&#+*5/"(0"1$*(*'1(1"3%4",
[#&)#*00"L($'+&(,-,+"0a, & T+<*#"
F'5a9"+"#"+(D*.+&>"Q"4.+"1(a(il#$3">5-i($'7"4+$&'E
F'5a9'+"#"+(D.,"#>"Q"4.+"1(&#(1&<'/&*1"1E
g="&<

G+8"#D,E(D,6"4$7-E

Suggested Options:

1K K 4K K 4K K K K K K K K

0+&1'223,'%"&( \a@

2223 Vulnerability ID(s) (if applicable)

I"HBY6& ( 91" +$7-$)(+8"(,6"4BIS4(3./"H#*5$/$+-("QB/&S+"1($,(.,"7./(&'(0*-(/"3"1, 2(9+("*5/" (&"(
+&(1"H"HOS" (+8" (6" #4™ +¥)" (&7 (0/<*#"(+8*+("Q6/&S$+(3./" #*5$/$+$",(*1(<8$48(8" (
H'("Q6/8S$+"12(L8"(3./"#5S/$+- (9B (M, &(*//&<, (T&H(.,"T /(" 4& 1*#-(0"+#$4, (/$="(8&<
18)(+8"(3./"#*5$/$+-(<*,(6.5/$4/-(=' &<'2(<8"+8"#(*(6*+48("Q$, +"1(D*1(78#(8&<(/&)t
"+47

Notes: L8S,(,6"4BISA//-(#"T"#,(+&(*(3./"H5B/$+-($ (481" (* (8668, " L(+&(*(<"*=", (&H(
3./ HESI$+-($'(A&1$) H+$&2(9T (*(3./ " #5$I$+-(<*, ("QB/&S+"12(6/","(/$,+(+8"(9Ba*

)&%, [$( L"Q+(1$"/1

Suggested Options: \a@

0+&1'223,'%"&( \a@
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2.2.2.4 Other Malware metrics to consider
HSTEHO(L"Q+H(I$"/L(+&(4*6+.#"(F-(*11$+P&™*/('&+"<&#H+8-(1"+*$/,
R&0O0&'("*0"(&#(9B(&7(+8"(0*/<*#"
B*+"(+8"(0*/<*#"(<*,(15#,+(='&<'(+&(5"($'(+8"(<$/1L(D$7 (6#"3%&.,/-(='&<'E
B"+*$/,(#")*#1$") (8&<(+8"(0*/<*#"(<*,(4.,+&0$%"1(D$7(*66/$4*5/"E

C'4&#1( &7( ,6"4%51$4( 8*,8( 3*/.",2( 1$/"( *0",2( "Q"4.+*5/",2( 1$/"( ,$%",2( 1$/"( 6*+8,2(
#N$,+#-(="-,2(6#&4",,(&#(,"#3%4"(*0",2("+4

KK K K K

23238.>-#"+*

&ASH/(+*4+$4,("06/&-(1"4"6+$8'2(0% $6./*+$8&'2($+$0SL*+$& 2("+A4(+&("QB/&$+(+8"(
8.0%("/"0™+2(&H(.,"#,2(&7($ T&HO*+$&'(*,,"+,2(9'4/.1",(6#"+"Q+$)2(68$,8%')2(
5*4=0%$/2(+8#"*+ 2(,4%0,2("+4?

R/*, $I$4*+$&'(&+"U(LB&,"(7*0$/$*#(<$+8(+8"(Wijr(*'L(Wjip(BAIC, (0*-(#'4&)'$%"(

+88, (%, (*("<(4*+")&H-2(L8S, (4*+") &tt-(<*, (6#"3$&.. [-(#"T"##" L(+&(*,(B"4"$+M(<"(
5"/$"3"(+8"(48%)" (5" ++"H(#"I/" 4+ ,(+8" (GHE&* L (*+.#"(&T(8.0%'>+*4) "+"1 (+8#"*+,?

2.2.3.1 Type of Social tactic

"#$%&'( I'/6,(",+*5/$,8(6&/$4%",(*'L(6#&4"1.#",(*'1("1.4*+"("06/&"" ,(+&(#"4&)'$%" (*' L(#",$,+(
&A$*/(+*4+$4,?

Notes: \a@

) &*+%, -./$( H./+$6/"(,""4+

A*$+$)(D$"2(, 4*++"#$')($'7"4+"1(0"1$*($'(6*#=$")(/&+E
A*4=0*$/(a(ZQ+&#+3$&'
B$,$'7&#0*+$&'(D1"/$5"#*+"/-()$3%$")(7*/,"($'7&E
Z/$45+*+$&'(D,.5+/"("Q+#*4+$&' (&7 ($'7&(+8#&.)8(4&'3"#,*+$&'E
1&*Q(a(:4*0

[8%,8%")(D&#(*'-(+-6"(&7(s$,8%')E

[#'+"'Q+$") (D$'3"+"1(, 4" #$&(+&(1"4"$3" (+*#)"+E
C"6.1$*+$&'(D1"-(&##H"K"4+(*,('+#."E
:6*0(D.",&/$4%+"1(0",,")$)E

:6&&I1%") (a(;&#H)"#-(D7*="(<"5,$+"2(1&4,2("+4E
L8#"*+(&7(8*#0

Suggested Options:

1K K HK 4K K K 4K K 4K K K K K K

g=a<
G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@
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2.2.3.2 Communication channel

I"4#$%8&( A4* (48" (+-6", (I, +"1(*5&3"(4* (5" (4& 1. 4+" 1 (+8H&.)B(LSTT"#"+(48*"/ (
D6#'+"'Q+$)(&3"#(+8" (68&" (&#($'>6"#,&'E2(+8$,(8"/6, (+&(7.#+8"#(" +*5/$,8(6&/$4%
BH&A"L A" (F1("1.4%+"("06/&-"" (+&(#"4&)' $%" (" L(#" $,+(,8&A$*/(+*4+$4,?

Notes: L8$,($,(+8"(0"1$.0(+8#&.)8(<BBA8(,8ASH/(+*4+$4, (*#"(4&'1.4+"17?

)" &*+%,-./$'( H./+$6/"(,"/"4+
Suggested Options: Al&),(a(;&#.0,

B&4.0"+,

Z0*$/

9'>6"#,&'

9',+*'+(0",,*)$")
(& H ("<

[8&™

[&#+*5/"(0"1%*

&4 ("M +<&H#=$")(,$+"

&7+
F'5(a(9'+"#"+(D5",$1",(:\2(5/&),,E
g=&s

G+8"#D,E(D,6"4$7-E

KKK KKK KKK KKK K

0+&1'223,'%"&( \a@

2233 Target of social tactic
I"#$%&( q&<$)(<BE(S, (+*#)"+"1(8"/6,(+&(7&4.,(B&ISAS",(* L(6H&A L 4" (¥ 1(5"++"H#("1.4*+"(
8%)8/->+*#)"+"1("06/&-""(+&(#'4&) $%" (* L(#",$,+(,&A$*/(*++*4=,?
Notes: L8%,($,(+8"(0"1$.0(+8#&.)8(<8$48(,&AS*/(+*4+$4,(*#"(48'1.4+"17?
)& +%,-.I%'( H./+$6/"(,"/"4+
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@.1%+&#

Z'1>g,"#
ZQ4.+$3"ag66"#(H)+
$*4"a@44&.'+$")(,+*77
I'/6(1",=(+*77
L.O*(#" & #4",(,+*77
O"+#% (-, +"O(&H($+"
9La:"4.#$+-(@10$'
O*'$+&HS*(,+*T77
H*$'+"*'4"(,+*77

4 HS+-() L
&T+<H"(1"3"1&6"H#
g=&<
G+8"#D,E(D,6"4$7-E

Suggested Options:

1K K HK 4K K K 4K K K K K K K K

0+81223,%"&( @, (X (+"#*+$3"2(&" (A& I1(1",4#$5" (+8"(+*#)"+(&T(,&4$H(+*4+$4,($'(+8"(@,,"+(,"4+
D+8"(/$,+(*5&3"($,(+8"(,*0"(*, (+8"(N['&6/"O(4*+") &#-(<$+8% (*,,"+ E?

2.2.3.4 Other Social metrics to consider

¥ S TRHO(L'Q+(IS /L(+&(A* 6+ #" (V- (*11$+$&*/(&+"<&#+8-(1"+*$/,

¥ B'+$/"1(1",4#56+3& (&7 (+8" (A& +"+(&H#(*+.#" (&7 (,8&4%*(+*4+$4,

¥ 97(*66/$4*5/"2(* (#"48#1(&7(+8"(,6"4$I$4(N5*$+0O(.,"1(D$?"?2(+8"(,.5K"4+(&7 (+8"(68%,8%
"O*$/(&H#(*LAIH#",, (+&(*(7*="(<"5,$+"E

2323?.<"&@&$

0,5 (&H) - SUH+ &I (H" & HA" (SH(GHSISI")" (T&H(*'-(6.#6&,"(&H($' (*(0*"#(

A&+ H-(+&(+8*+(<8$AB(<,($+"1"12(:. 48 (*4+$& (4% (5" (0*/$4$&.., (&H(&'>
0*/$AB&.,($'(*+.#"2(9'4/.1",(*10$'S, +#*+$3"(*5.,"2(.," (6&/$4-(3$&/*+$&" 2., (&7 (&>
*BBH&I"L(*,,"+,2("+47(

0;)--'D'()#*&+&*#%+

L8"#"($,(*'(*4+$&' (4*+") 8- (T&H(1*4=$) (" L(T&H#(HS,.,"2(A&+B(4* (. +$/$%" (, BOS/*#(
3 4+&H, (*'1(*48%"3"(SOS/HH" .1+ M($'(HS,.,"2(+8"(*)"+(<*, )= +"1(*44", (D*'1(
AL(SH(SHOOHEBHS " -E (<8 H" (<$+8(1*4=$)2(*44", (<, (&5+*$"L($//")$+$O0*+"/-2(
@LL$+S&™/-2(+8"(1$" (5" +<"" (HS,.," (¥ L(ZHHEH (4% (5" (*(5S+(5/ ##-2(9' ()" #*12(+8"(
A%+ EHS" (1$3SL" (/&) (+8" (IS (&7 ($'+"+ P (ZHH&H, (H" (<B&JI-(.'S'+"+$&*/2(<8"H#"™ (
HS,.."($'3&/3" (<$// 7./ (*4+$& (+-6S4*/[-(1&" ($'($)' &H*'4" (&7 (6&/$4-(8H(T&H(+8"(,*="(
&7(4&'3"$"4"2(6"#,8*/()*$'2(&H(0*/$4"?
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2241 Type of Misuse

I"#$9%& ( I'/6,(",+*5/$,8(68/$4$", (* L(BHRALH#", (+8++(4%'("TT"4+$3"/-(1"+"#2(6#"3"+2(* 1(1"+"4-
3438.,(+-6",(8&7(03,.,"?

Notes: \a@

)&+ 4%, [$( H.+$6/"(,"I"4+
Suggested Options: @5.,"(&7(*10%'$, +#*+$3"(64#$3%$/")",

@5.,"(&7(,-+"0(*44",,

G Ak (T (LS (&> 66#&3"1(1"3$4"

HEH) At T (T (LS (&' >*BOHE3 1(T&HO*+

HQH) At TH(&T(L+H($ (&> B6#&3"1(68-, $4%/(/&4*+$&
966483 1(48*)" (*1(<&H="#8&."1,
9,"(&7(66#&3"1(8*#1<*#"al"3$4",
0."(87(*66H#83"1(,&T+<#"a,"#3$4",
I$&/+$&'(&T(%,, " +al*+*(1$,6&,*/(68/$4-
I$&/+$&!(&T(LH+*(H"+"+$&' (68/$4-
IS&/*+$&(&7("0*$/a9H(.,"(6&/$4-
1$&/*+$&' (&7 (<"5a9+"#"+(.,"(68/$4-

G+8"#D,E(D:6"4$7-E

KKK KKK KKK KKK K

0+&1'223,'%"&( \a@

2242 Manner or vector of misuse

I"HBY6& ( R¥G+#", (4" H(1"+$/(, #H8.'1$") (+8"(0*""#(&7(0$,.,"(* L(+8"(3"4+&H(+8#&.)8(
<B$48($+(<*,(48'1.4+"12(

Notes: EH(S R A"2($T(+8"H"(<*, (*(3&I*+$& (&7 (<"5(.,"(6&/$4-2(<8$48(=$'1(&7(<"5,$+"(D*]
"< EP(F8*+(=$'1(&7(1"3$4" (&#(,&7+<#"P(A* $4%//-2(*'-($' 7&H#0*+$&'(-&.(1™0(8"/67./
$(",+*5/$,89') (6&/$4S$",(* L(6H&A" L H", (+&(1"+"#2(6#"3"+2(* L(1"+"4+(,.48(*4+$&' ($'(
744

) &* 4%, -./$( L"Q+(1$"/1

Suggested Options: \a@

0+&1'223,'%"&( F8%/"(*(6#">/&*1"1(/1$,+(4&./L(5"()""#*+"1(7&#(+83,(0"+#$42(+8"(L"Q+(1$"/1()$3",)#"
1"QE5$/$+-(*1(1"+*$/2(
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2.2.4.3 - Other Misuse metrics to consider
¥ \&+$)(&7( $'1$4*+&#,( *'1( 6&+""+$*/( <*#'$)(,$),(/"*1$") (.6 (+&( $'4$1"+( DS?"?2(
,.11"(48*")",($'(5"8*3$&HE
¥ @, ,0"+( &7(+8"(0&+$3"( &H#(#"*,&'(5"8%'L( +8"(*)"+S,(1"4%,$&'( +&(")*)"($'(
0s,.,"

2.2.5 Physical

L8#"*+,(+8*+("06/&-(68- $4*/(*4+$&',(* La&H(#"].$#"(68- $4*/( 6#&QI0$+-2(9'4/. 1", (+8"7+2(
+106"#$)2(, &&B$)2(,BE&+*)"2(/&A*I(1"334" (*44",,2("+4?

R/, SISA*+$&'( '&+"U( \+#4/( 8* % #1,( *1( 6&<"#( T*S/4#"( *#"( &T+"( 4/*,$1$"1( .'1"#(
[8-,$4%/(+8#"+ 2(F" ($'4/.1"(,.48("3"+,($'(+8" (Z'3BH& 0" +¥/(4*+") &H-(* L (#" +#$4+(+8"(
[8-, $4*/(4%+") &t (+&(S'+"+S&*I(*4+$&.,(6"#E"+#*+"1 (5-(*(8.0% (*)"+2(L8S,($, (1&" (7&H(
3 & 2( $'41.18)(+8"(%,,",, 0™+ &T (+8# +( TH'I. A *1(+8"(*$)'0"+( &7
A&'+#8],?

2.2.51 Type of Physical attack

"H$968( L8 (+-6"(&7(*++*4=($, (AHS+SAM(+&(*,.", $) (A& +#&I(<"*=" " a3 " #5$/$+$", (1(
$1"+$7-$) (0B +8)*+$8&(,+#+)$",2

Notes: \a@

) &*+%, -./$( H./+$6/"(,""4+

Suggested Options: ¥ @, (LA
\"+<&#=(*44",,(D3$*(<(K*4=(&H(<$#'I", E
B"3$4"(*44", (D3$*(/&A4*/($+"#7*4"E
[*,,$3"($'+"#4"6+$&'(D,$)*/,2("0**+$&' E
:*5&+*)II

'&&6S)

L*$/)*+$")

L*06"48")

L8"7+

F$#++668)(

G+8"#D,E(D,6"4$7-E

1K K K K 4K K K K K K

0+&1'223,'%"&( \a@

Verizon Incident Sharing Framework - BETA  14$%& &($$)+,-/($$011$+,23458+5++6+7( 28



2252 Location of Attack

I"H$%6& (  HH8H(STEHO, (0$+$)+$& (,+#+")$" 2(B"6" 1) (& (+8" (/& A*+$&' (<B&I"(#&.6,(&7(
48 +#8],(0*-(&+(*66/-(D$?"22(5$80"+H#SA(*44" , (+&(ABHOEH*+" (T+4$I$+$" (1&'S+(64
[%6+86(I"T+($'(*(4*HE?(

Notes: A+ (+8"(&6+P&'(+8*+(5",+(1",4#$5",(+8" (/&4*+$&'($' (<8548 (+8" (*++*4=(<*,(4&'1.44

)" &*+%,-./$'( H./+$6/"(,""4+
Suggested Options: ZQ+"#*(1&A*+3&' (>(+&H#"2(#" ,+* #*'+2("+4

ZQ+"#*/(/&4*+$&' (>(@SHO&H+2(+#*$'2(,.5<-2("+4
ZQ+"#"*/(1&4*+$&'(>(R*#

ZQ+"#*/(1&4*+$&'(>(A., $",,(6*#+"#(T*45/$+-
I$A+$0(/&A*+$&' (>(G. +1&&H(*#"*2()#&.'1,(D$"2(6*#=$") (/&+E
1$4+$0(/&4*+$&'(>(B$,6&,*/(*#"*(D$"2(1.06,+"#2(#"4-4/"(5$'E
1$4+$0(/&4*+$&'(>(9'1&&#H2(6.5/$4(*#"*(D$"2(/&55-2(/&*1$") (1&4=E
1$4+$0(/&4*+$&'(>(9'1&&H#('&">6.5/$4(*# *(D&71$4",2("J.$60" +(#&&0,E
1$4+30(/&4*+$&'(>(9'1&&#(8%$)8(,"4.#$+-(*#"*(D, " #3"#(#&&02(CtB(/*5,E
G+8"#D,E(D,6"4$7-E

KKK KKK KKK K

0+&1'223,'%"&( \a@

2253 Means of Physical access
I"#$%8&( L8"(0"*(5-(<8$48(68-,$4*/(*44" (<*,(&5+*$™ 1 (8%, (*(1$#"4+(5"#3$')(&'(<8$48(
A&+H&I (4% ("TT"4+$3"/-(6#"3"+($+7
Notes: MM A+ (+8"(&6+P&(+8*+(5",+(1",4#$5",(8&<(+8" (*)"+()*$"1(68-,$4*/(*44", ,(+&(+8"(*,,"
)& +%,-/$'( H.I+$6/"(,""4+
Suggested Options: ¥ L8"(/&4*+$&'(<*,('4&'+#&/I"1(D6.5/$4E
¥ @)"+H(8*L(6#$3$/")" (+&(*44", (/& 4*+$&'
¥ @)"+(1$,*5/"1(68-,$4*/ (G #H#$" #, 48 +#&l,
¥ @)"'+(5-6*,,"1(68-,$4*/(5*##3$"#,a4&'+#&/,
¥ goe<
¥ G+8"#D,E(D,6"4$7-E

0+&1'223,'%"&( \a@
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2.2.5.4 Other Physical metrics to consider
¥ ogSTRHO(L'Q+(IS"/L(+&(4*6+ #"(F-(*1 1S+ $&*/( &+"<&#+8-(1"+*$/,

2323A.'00-0

@'-+8$)( 1&"( D&H( I"T+( J1&"E( $A&HH" 4+I-( &H#( $*13"#+"+/-2( 9'4/.1"( &0$, $&',2(

03,4&'19).#+$&',2(6#8&)#00F) ("##&#,2(+#$6,(1(,65//,2(0*/7 '4+$&', 2("+47?

2261 Type of Error committed
I"H$%& ( I'/6,(",+*5/$,8(6&/$4$", (¥ 1(BH&A" 14", (* L("1.4*+"("06/&"", (& (B&< ("#H#E&H,(4* (5"(
*38$1"1?
Notes: V- (1S A$1"+,($'38/3"(,&O" (+-6" (&7 ("HHEHP (" " A+(+8&, " (+8*+(LSH#" 4+ (4*.," L (&H(

5,9)'$I$4% +/-(D-8.#(&65 & E(4& +#$5.+"1(+&(+8"($'4$1"+?

)" &+, I$(

H./+$6/"(,""4+

Suggested Options: ¥ R*6*4$+-(&3"#/&*1
¥ R/*, IS4+ (&H(I*5"I$) ("HHEH
¥ B (- (&
¥  BS$,6&,*/("H#H&H
¥ HAG 4 (H&H(DS?"22(1#$) (B 1< (.6)#*1"E
¥ m77(D$*13 1+ +(1$,4/&, #"2(il"+(,&0"+8%")(,/$6IE
¥ mmrae( e
¥ e&, (&#(0$,6/*4"0"+
¥ H$,4&'1$).4#5+$&'
¥ HS$*11#",,(&#(0$,1"/$3"#-(D$?"22(0*$/(,"+(+&(<H&') (#'4$6$"+E
¥ H$,$7&H#0*+$&'(D*44$1"+*//-()$3%") (7*/,"($T&E
¥  G0$,$&(D,&0"+8%)(&3"#/&&="1(&#(/"T+('1&"E
¥ [8-,$4%/(*44%$1"+,(D$?"?2(5*4=88&"(6&<"#(4*5/"E
¥ [#&)H#00$)("HH&H
¥ [5/$,88)("HH&H(DS?"?72(6&,+$)(6HS3*+"($'7&(&'(6.5/$4(,$+'E
¥ - +"0(0%/7.4+$8&
¥ L#$6,(*1(,6%//,
¥ G+8"'#D,E(D:6"4$7-E
0+&1'223,'%"&(  \a@

2.26.2

Reason for Error

I"HBY6& (

 HH8"H#($'7&H0,(68/$4%", (" 1(6#&4" L. #",2(
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Notes: \a@

)" &*+%,-/$'( H.+$6/"(,""4+

9',.71$4$"+(+"48'&/&)-(#" & H#4",
', 71$4$"+(6"H#,&"/(#" &.H#A",
9'*1"J *+"(6#&4",,",
e*4=(&7(='&</"1)"a,=$//
R
C*180(*4+(D'&(#"™,&'2('&(T*.]+E
G+8"#D,E(D:6"4$7-E

Suggested Options:

KKK KKK K

0+&1'223,'%"&( \a@

2.2.6.3 - Other Error metrics to consider
¥ HSTEHO(L"Q+H(I$"/L(+&(4*6+.#"(F-(*11$+P&™*/('&+"<&#H+8-(1"+*$/,

2323B.'%C"0-%1$%,+*

L8S$, (4%+")&H-('&+(&I-($'4/. 1", ("3SH&'O"+*/("3"+,(/$="("#+8J *=",(* 1(1/&&1,(
5.+ (*/, &(8*U*HL, (*,, &AS*+"1(<$+8(+8"($00"1$*+"("3$H& 0" +(DE&H (S TH* +#.4+ #'E($'(
<8BAB(F,, "+, (*H" (&4 +"LP(L8" (++"#("4&06B* " (B&<"H(T*$ H" 2("[" 4+H$4*/(

S+ HT H"A"2(6$6" (/" =, 2(* L (*+0&, 68" #$A (48 1$+$&", (

2271 Type of Environmental event
I"H#$9%&( 1'/6,(",+*5/$,8(,+#*+")$", (+&(*3&S1(&H(#"4&3"#(TH&O("3SH&'0"+*/("3"+,(?
Notes: \a@
)" &*+%,-./$'( H./+$6/"(,"/"4+
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B"+"#$&#*+$&' (*'1(1")#* 1*+$&'
B.,+al$#+

Z*#+8J3.%="

ZI"A+#&O*) "+$4A($+"H#T"#"4"(D$'4/.1$")(C;9E
A+ +$4(""4+#$4%+-(a(Z:B
ZQ+#"0"(+"06"#*+.#",

S

&&1

*%*#1&.,(0*+"#$*/,

[.0$1$+-

|44

e*1,/$1"

e$)8+"$")

H"+"&#, (*1(*,+"#&$1,(ME
[*+8&)™
[&<"#(7*S1.#",(*'1L(1].4+.*+$B&',
I'&<a94"

L&#*1&

L,.”*0$,

I"#0$'

1&/4*'$A("#.6+$&'
Pr+"g(/"*=,(*'1(1$,48*#)",
F$/11$#",

F$'1

G+8"#D,E(D:6"4$7-E

Suggested Options:

1K K K 4K K K K K 4K K 4K K K K K K K K K K K K K K K

0+&1'223,'%"&( \a@

2.2.7.2 - Other Environmental metrics to consider
¥ HSTEAO(L'Q+(1$"/1(+&(4*6+.#" (*'-(*11$+$&™*/('&+"<&H#+8-(1"+*$/,
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2.3 Asset

L8S$,(6%)"(4&/I"4+,($ T8HO*+$&'(&'(+8"(+-6",(&T(*,,"+,($'38/3"L($' (+8" ($'4$1"+(*'1(
<BBAB(F++HPS. 4" (&T(+8","(*,, "+, (<" (KT T"4+" 12 (\F+ #¥//-2(% (S A4S 1" +(4* ($'38&/3"(
0./+$6/"(*,,"+,(* L(*T7"4+(0./+$6/" (*++#$5.+" 2(@T+"#(,"["4+$) (¥ (*,,"+(* L (*++#$5.+"
D,E2(-&h//(5"(*,="1(,"3"#*/(7&/1&<>.6(." +$&' (6" H+*$'$) (+&(+8*+(*,,"+(1"6™1$")(
&'(<B$AB(*++H$5.+" (-&.(48&,"2(F8™ (+8""(J." +$&' (*#'(4&06/"+"12(-&.(8*3"(+8"(
488$4"(&7(*11$") (*L1$+B&™/(*, "+, (* L(#"6"+$") (+8"(64#8&4",,?

2.3.1 Type of Asset affected
I"#$%68 ( 91"+$7-$)(+8"(*,,"+D,E($'3&/3"L($ (*($ASL"+($,("+$H(+&(*,.",.$) (A& +#8&/(
<= " a3 B SIS (L(SLHST-$) (0$+)+S&( +H)$",?
Notes: LA (I, (CTT A L(LHS) (48" ($A$L"+2
) &*+%,-.1$( H./+$6/"(,"/"4+
Suggested Options: AR (# &

o ?/4*+R+,5*$<RR1,"<4,./

o X*T$<RR1,"<4,./

o F,771*W<+*
>00.7%.-+E+><-#%1-

o 0843*/4,"<4,./$5*+6*+
@<"G8R$5*+6*+
D3<4>PF$5*+6*+
D.7*$+*R.5,4.+:
U<4<$W<+*3.85*%
U<4<T<5*$5*+6*+
USDH$5*+6*+
U,+*'4.+:$5*+6*+$IEUOH, $0U#
U,54+,T84*7$D./4+.13A:54*=$!UDA#
UOAS$5*+6*+
9<[$5*+6*+
9,1*$5*+6*+
IMH$5*+6*+
PUA>PHA$5*+6*+
E.2$5*+6*+
F<,1$5*+6*+
F<,/L+<=*

F*7,<$5%+6*+

H<:=*/4$5W,4"3>2<4*W<:

HNAS$54.+*$" [4+.11%+>"*[4+<1$" [4+.1$8/,4

H+,/4$5*+6*+

H+.[:$5*+6*+

I*=.4*$0""*55$5*+6*+
ADOU0$5:54*=3!A8R*+6,5.+:3D./4+.1$</7$U<4<$0"8,5,4,./#
A.LAW<+*$7,54+,T84,./$5*+6*+

M*+=,/<1$5*+6, "*5$5*+6*+

X*T$5*+6*+

O O O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO000O0O0OO0OO0OO0OO0O0OO0O0OOoOOo
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FO6HG*.,-+E+FH+=96?'(%-+

o]

O OO0 0000000000 O0OO0O0OO0Oo0Oo

o]

H+,6<4*$@+</"3$?['3</2*$!H@_#
U*=<+"<4,.I$R.,/4>7%6,"*$!,(*(;OPU#
X,+,/2$"1.5%4

E00$"<T1,/2>]<"G
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E<R4.R$".=R84*+

A=<+4R3./*

F.T,1*$R3./*

HUO

J/".14+.11*7$".=R84*+
HNAS$5:54*=>4*+= /<1
A*1LB5*+6,"*$G,.5G
084.=<4*7$M*11*+$F<"3,/*$!OMF#
H<:$<4$43*$H8=R$4*+=,/<1
HPO$*/4+:$7*6, *>D<+7$+*<7*+
M*1*R3./*

).PH$R3./*
H+,/4%+>" R *+>5"</[*+>L<[
J5*+$<843*%/4,"<4,.1$7%6,"*

@<"G8R$4<R*5
U,5G5$!DU5;3U)U;$U,5G*44*5#
U."8=*/45

?[R.+4*7$7<4<
91<53%7+,6*5>"<+75
S<+7%$7,5G$7+,6*
F*7,<$RL<*>+*" +7%+

?[*"84,6*>JRR*+$F</<2*=*/4
087,4.+
PM$07=,/,54+<4.+
U*6*1.R*+
F<,/4%I<["*$54<LL
</,4.+,<1$54<LL
A*"'8+,4:854<LL
S8=</$+*5.8+"*5$54<L L
S*1R$7*5G$54<LL
9,/</"*>0"".8/4,/2$54<LL
?/7BJ5*+

H<+4/*+

D854.=*+

D<=*+<$>$6,7*.$7*6,"*
9,+*$58RR+*55,./$5:54*=

S)0D$5:54*=

H3:5,"<1$T<++*+58!W,/;$7..+5#
H3:5,"<1$5*"8+,4:$5:54*=$! (*(;$T<72*$+*<7*+#
H.W*+$,/L+<54+8"48+*
J/,14*++8R4, T1*$H. W*+$ABRR1: $IIJHA#
J4,1,4,*53,/L+<54+8"48+*$

JIGI.WI/
N43*+I5#$ISR*", L:#
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0+&1'223,'%"&(

L8"(/$,+($,('&+("Q8*.,+$3"?(L8"(/$,+($'4/.1" (*,,"+,(4&00&"/-(.,"L($' (*(+-6B4*/(
&H#)*'$%*+$&'(*/1&") (<$+8(*(7"<(,6"4$*/$%"1(+-6",(+8*+2(<8%/"('&+(4&00& 2 (*#" (<"
='&<'($'(4"#+*$'(*66/$4*+3$&',(D$?"?2(:R@B@E?(9+($,(&53%&.,(5.+(<&#+8(0"'+$
0&H#'(+8*'(&" (&7 (*(,6"4$IS4(+-6"(&7(*,,"+(4* (5" (*77"4+"12(L8"(0"+8&1(.,"L(+&(
$06/"0""+(+8$,(0"+#$4(,8&./1(64#8&3F1"(+8" (*5$/$+-(+&(,6"4$7-(*(. 05" #(&7 ("*48(+-
&7(*,,"+(,"["A+"12(@/,&2(+8"(0"+#%$4, (+8*+(7&/I&<($'(+83,(,"4+$&'(6"#+*$'(+&("*4
* AL (8

2.3.2

Asset details

I"H$%&!(

Notes:

Q1" +$T7-(1"+H*$/, (*5&. +(+8" (¥, ,"+(+8*+(4* (8"16(* 1 ($ T&HO(,"4 #$+-(0**)"0"+2(

@"-(#"1"3%+(1"+*$/,(*5&.+(+8" (3" 1&#2(6/*+ T&#02(G:2(3"#,$&'2(4&I$) #+$&'2("+4(&
* 112(L8"()&H($,(&+(+&(5"("Q8*.,+$3"(5.+(784.,(&'(.,"T /(' T&HO*+$&'?

Y &*+%%, -/

Suggested Options:

L'Q+(I$"/1

\a@

0+&1'223,'%"&(

L83, (0%-( &+(*66/-(+&(*/I(*,,"+(+-6", 2(9+(0*-(5"(8"167./(+&(6#">$1"+$7-(1"+*$/,(&7(
S+ +(+&(+B"(&H) ' SU+B& (N L(A&II" A+(+88,"(*, (B*H+(&T (¥ LH1(6#84",,?

2.3.3

Business function or role

I"H$%&!(

Notes:

L&(1"3"1&6(*(5..$", >T&A. "1(/ 14, +*1$) (+8"(*,"+S, (#&/"2(0$, $&'2(* 1 (306&#+*4"(
<G+BF'(+8"(8H#)*'$%*+5&2(L8S,(8"/6,($ (6. ++$)(+8"(&3"HH/($AS1"+($ (A& +"Q+(*1($
%", $)($06%4+7

@(5H$"T(1" AH#6+$& (&T(+8"(*,,"+S, (#&/"2(0$, $&'2(* 1($06&#+*'4" (<$+8%'(+8"(
&H)*$%*+$&'?

)" &*+9%,-.I$'(

Suggested Options:

L'Q+(I$"/1

\a@

0+&1'223,'%"&(

L8"#"($, (&(" L(+&($'4/. 1" (+8"(*,"+S, (LSH"A+(+"48'SA*/(H&I"(I", ($+(6#83$1" (
$TEHO*+S&! (+8*+(4*"&+(5"($ 7" HH" L(THEO(+8" (¥, "+(+-6"(,"["4+"1($ (W?X?V?
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2.3.4 Management and support

I"#$%&( L#"1,(&3"#(+$0" (4% ($T&HOHS,=(*,,",,0"+(*1(,&.#4$') (1"4$,$&',?
Notes: F8&($,(#",6&',$5/"(7T&H(+8"(+"48'$4*/(0**)"0™+(*'1(,.66&#+(&7(+8%,(*,,"+P
)" &*+%,-./%'( S A+
Suggested Options: ¥ \&+(*66/$4*5/"
¥oOH) (S -
¥ HR) (5 (XHL(6*H+-
¥ R&>0*%)"1
¥ g'='&<'
0+&1'223,%"&(  \a@
2.3.5 Hosting and storage
I"#$%&( L#"1,(&3"#(+$0" (4% ($T&HOHS,=(*,,",,0"+(*'1(,&.#4$') (1"4$,$&',?
Notes: F8"#'($,(+88$,(*,,"+(8&+"1(&#(,+&#"1(D68-,$4*//-(/&4*+"1EP
)" &*+%,-./$'( H./+$6/"(,"I"4+
Suggested Options: ¥ \&+(*66/$4*5/"
¥ o184 +$&!
¥ X#1(6*#+-(/&4*+$&’
¥ R&>/&4%+'1
¥ g4&+#8&II"1(/&4*+$8 (D$?"22(6.5/B4(*# (&#("06/&""(8&0"E
¥ g=e<((

0+&1'223,'%"&( \a@

2.3.6 Other Asset metrics to consider
k F8"+8"#(&#('&+(+8"(*,,"+(#.",(*,(*(3$#+.*/($',+*'4"
k R/*,$I$4*+3&'()$3"(+&(+8"(*,,"+(D," , $+$3$+-(&#(4#$+34*/$+-E(6#S&H(+&(+8"($'4$1""+
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2.4 Attribute

L83, (,"4+$&' (1", 4#$5" (8&<("*48(*,,"+(,"I"4+"1($' (W2X2V(<*,(*TT"4+"1(5-(+8"($'4$1"+2(
L&(*44&06/$,8(+8%$,2(<"(.,"(+8"(,$Q(6#$O*#-(,"4 #$+-(*++#$5.+" ($1"+$1$"1 (5-(B&"(
[F#="#U(R&I$1"+$*/$+2([&,,", $&' (&H#(R&'+#&/2(9'+")#$+-2(@.+8" +$4$+-2(@3*$/*5$/$+-2(
1 (g+$/$+-(D*/, &(='&<'(*,(+8"([*#="#$*(I"Q*LE?(H./+$6/" (*++#$5.+" (4* (5" (*T7"4+"1(

23734.D-%EF$%,"+*",G

C'7"#,(+&(/1$0$+"1(&5, #3*+$&' (*1(1$,4/&, #"(&T(*'(*,,"+(DEH(L*+*E?(@ (/& ,(&7(
A& I$1"+$/$+-($O6/S", (+8*+(LH+*(<"#" (*4+.*//-(&5,"#3" 1 (&H#(1$, 4/&," L (+&(*(

S BEHYL"L(F)" (HF+B H(+8* (LX) H 12 (F>HS, =2 (&H(6&+"+$//-("Q6&, " 1(D+8"(
o+ (T (1 H(+8" (S5 4" (&7 ([&, ", $& (* L(R&+H&IE P (H"+$4, (6" #+*$'$") (+&(
A& I$L"+$*/S+-($1"+$7-(+8"(+-6" ("L (*0&."+(&7(1*+*(4&06H#&0S$,"1?

2.4.1.1 Type of data

"#$%8( 91" +$IS",(+8"(+-6", (&7 (L*+*($'3&/3"L($'(+8"($'4$1"+2(<BSAB($, (., "7./(+&($4$1"+(
H',68","2(H"0" 1$+$8'2(%, ", ) ($06+4+2(8)&F) (BH&+"4+$&!(+#++")$" 2(*' 1(0%~(
&+ H(*A+$3$+$", 2(

Notes: \a@

)" & +%,-.I$( H./+$6/"(,"/"4+

Suggested Options: ¥ ['#,&%/(9'7&#0*+$&'(D\*0"2(::b2(@11#2([8&""2("+4E
¥ [-0"+(4*#1(.05"#,(a(1*+*
¥ A=(*44&.+(.05"#,(a(1*+*
¥ OH"1$4%/(#"4&H1,
¥ @.+8"+$4%+$& (4#"1"+$*/,(D.,"#*0" 2(6<1,2("+4E
¥ L 0($78HO*+$&(DA&'1$)2(,34,2(,<2("+4E
¥ oS3 (A8H6&H + (1¥+*(DI+#-(#"6&#+,2(6/*,2("+AE
044+ X (GH&E" H+-
¥ OH&"+#-(*,,"+,a7.'1,(D, +&/ " (1$#"4+/-(>('&+(RR(7#*.1E
¥ g'='&<'
¥ G+8'#D,E(>(,6"4$7-(+-6" (<$+8(*0&."+($'(DE, (/$="(,&U(L-6"(V(DVijij(#"4&#1,|

L-6"(W(DVj(I$/",Eu

0+81'223,%"&(  L8"(/$,+(&7(1*+*(+-6" (4&.J1(5"(*,(,6"4SISA(&H() " #*/(*,(1" $#"12(L8"(/$, +(*5&3"(4&",$
&7 ()" HH/(+-6", (+8*+(<"(1S"L(.," 7/ (T&H(**I-, $,(* L(+#"1$) 2(
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2412 Amount of data

I"#$%&'( L8"(*0&."+(&7(1*+*(4&06#&0$,"1()$3", (*'(&5K"4+$3"(0"*, #" (&7 (+8"(,$%" (&7 (+8"(
$AS1"+(*1($,(PO6E&HA+*+(+&(*,,",,$) ($06*4+7?

Notes: EH("HAB(LH++(+-6"(,""A+"1($ (WY 2V2V2($1" +$7-(+8" (*664#8Q$0*+"(*0&.'+(D&T (#"4
4806#80$,"17?

)" &*+%,-./$'( SV A+H(V((L'QH(I$"/L(D&H(6$4=>1$,+E(7T&#(+8"('$+(
Suggested Options: @O0&.'+(.'='&<'
@(7"<(Dw(VJE
L™,
['1#"1,

L8&.,*'1,

L, (&7(L8&.,*1,
['1#"1,(&7(L8&.,*'1,
H$//$&',

L" (&7 (H$//$&,
L'1#"1,(&7(H$//$&,

K K K K K KKK K K

0+81'223,%"&(  L8"(*0&."+(<SI(&T+"(T(5.+(&+(*/<*-,(>(H"T"#(+&(+8" (.05 #(&7 (#"48#1,(4&06#8&0S, "]

I$/" ETRES/"(+8"("Q*4+(".05"#(& T (#"4&H1, (4&.J1(5"(.,"12(#*)",(*//&<(T&H(S+"#" +$')(
5] & (41 (6#&3$1"(,&0"(0™*, #"(&T(1">$1"+SISA*+$&' (T&H(1*+*(,8*#$)(6.#6&,",2(

23732.9-&&%$&&"-%.-0.D-%,0-*

C'7"#,(+&(+8"(&<"#(H'+*$'$)(6&,,",, $&' (* L(A&'+H#&/(&T(*(*,,"+(DE&H(1*+E(@(/&, (&7(
6&,,", $&' (&H(A&+H#&I(0" (+8*+(+8"(&H)*$%*+$&' (& (/&) "#(8*,("Q4/.,$3" (D&H(

S+ LE(4., +&1-(V1(4& +H&I (&3 H(+8"(*,,"+(8H($, (. *5/" (+&(*1"J *+"/-(6#&3"($+7(
L8"(4&'4"6+(&7("1*)"#0"+(D"QB&, #"(+&(6&+"+$*/(48.06#80$," (&H#(8*HOE(S,(

% QASFH"L(<SH+B(+8S, (F++HS5. +"(<B"H"™ (*4+.%/(&5, "H3*+$&' (&H (LS, 4/&, H#"(&T (L*+*(T*/1 (
MLUHARIS1 T+ SHSH-2(H A, (6" H+$'S) (+&(6&,,", $&' (EH (A& +H&I($1" +$T-(+8"(+-6"(
1 (*0&.+(&7 (L*+*(4&06#&0$,"1?

24.2.1 Type of data

#3968 ( (91" +$I$",(+8"(+-6" (&7 (1*+*($'3&/3"1($ (+8"($'4$1"+2(<BB48(S, (-, 7 /(+&($'4$1"+(
#'6&',"2(#"0"1$*+$&'2(*,,",,$")($06*4+2(&")&$") (6#&+"4+$&'(,+#*+")$",2(*' L(0*'-(
&+8"#(*4+$3$+%",2(

Notes: \a@
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)" &*+%,-I$'( H.+$6/"(, "4+

['#,&/(9'7&H#0*+$& (DV*0"2(::b2(@11#2([8&"2("+4E
[*-0"+(4*#1(.05"#, (a(1*+*

AX=(*448.+(.05"#,(a(1*+*

H"1$4*/(#"4&#1,

@ 8" +$A* & (4# 1" +$/,(D.,"#*0" 2(6<1,2("+4E

-, +'0($ 78H0*+$& (DA&1$)2(,34,2(,<2("+4E

" $+$3"(ARHB&H+" (L+*(DI+#/-(#'6&H+,2(6/*, 2("+4E
O +"[" 4+ | (GHEE" H+-
H&"#44-(*,,"+,a7."1, (D, +&/" (1$#"4+/-(>(&+(RR(7#*.1E
g=8<

G+8"#D,E(D:6"4$7-E

Suggested Options:

K K 4K K K K K K K K K

0+8&1'223,'%"&(  L8"(/$,+(&T(1*+*(+-6" (4&./1(5"(*,(,6"4BISA(&H()""#*/(*, (1" $#"1?(L8"(/$,+(*5&3"(4&" $

2422 Amount of data

I"H$%6& ( L8"(*0&.'+(&7(1*+*(4&06#&0$,"1()$3", (*(&5K"4+$3"(0", #"(&7(+8"(,$%" (&7 (+8"(
$ASL"+(*1($, (S0B&H++(+&(*,,",,$') ($06*4+7?

Notes: SH("HAB(LH+H(+-6"(,""A+"L($ (WY 2W2V2($1"+$7-(+8"(*66#&QS0*+"(*0&."+(D&T (#"
4806#&0%,"1?

)" &*+%, -./$( ) A+ (H(L'QH(1$"/L(DEH(6SA=>/$, +E(T8H(+8"('$+(

@0&.'+(.'='&<'
@(7"<(Dw(VJE
L™,
['1#"1,

L8&.,*1,
L",(&7(L8&.,*'1,
['1#"1,(&7(L8&.,*'1,
H$//$&',

L" (&7 (H$//$&',
L'1#'1,(&7(HS$//$&',

Suggested Options:

KKK KKK KKK K

0+81223,%"&(  L8"(*0&. "+(<SI(&T+"(T(5.+('&+(*I<*-,(>(#'T"#(+&(+8" (05" #(&7 (#"4&#1,(4&06H#&0$, "]

I$/" ETBS/"(+8" ("Q*4+(".05"#(&T (#"4&H1, (4&.J1(5"(.,"L2(#*)",(*/I&< (T&H(S+"#" +$)(
-, $,(M1(6#&3$1"(,&0" (0™, H#" (&7 (1">$1"+$I$A*+$&'(7T&H(1*+*(,8*#$') (6.#6&,",?
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23738.7%,$60",G

C7"#, (+&(*(*,,"+(D&H(1*+*E(5"$') (4&06/"+"(*'1(.'48*)" L(THEO(+8" (&H#S)$*/(,+*+"2(
0&," (+&(S+")H$+-($'4].1"(* +8&HIY"L(S, " #+$& 2(081$I$4*+$&'2("+4?

2431 Description of Integrity losses
I"#$%&( 1"/6, (1" AH#$5" (+8" (*+ #" (&H("Q+"+(&T (+8"($'+")#$+-(/&,,?
Notes: @"-(1"+*$/,(-&.(1""0(8" 167 /(+&(1" 4#$5%$") (B&<(+8"($'+"H$+-(&T(+8"(*,,"+(<*,(

T4+ 12(&H("Q 06/ 2(<B*+(*,6"4+(&T(+8"(*,,"+(<*,(*TT"4+"1P

)" &*+9%,-/$'( L"Q+(1$"/1

Suggested Options: \a@

0+81'223,%"&(  L8"(6&, $5$/$+$", (&7 (H"I*+"L(S+")HS+-(/&, " (*#"(/*#)" (* L(1$3"#,"(0*=$") ($+(1$7I$.
+&(A&'1" "(+8"0(1&<'($+&(*(1$, 44" +"(,"+(&T(8&6+$&', 2(G "' (*664&*48(0$)8+(5"(+&
1$,+$').$,8(5"+<""(<8*+(<*,(0&1$I$"1(D1*+*(3,(4&'I$) #*+$&'E(&H(+8"(#", ./ +(
D$',"#+$&'(3,(0&1$I1$4*+$&'E?(@ (#"*,&*5/"(I$,+(&7(&6+$&',(0*-(5"4&0" ("6 64"+ (
TISAS" +(LH+ (4" (A& "4+ 1 (&H#(<$+8(5H&* 1 "#(4&00.'$+-($'6.+7?

2373?.5@,H$%,"#",G

03$,*66#&6#$*+$&'2("+47

2441 Description of Authenticity losses
I"#$%&( /6, (1" AH#S5" (+8"(*+ #" (EH("Q+"+(&T (+8"(* . +8"+$4$+-(/&, ?
Notes: Q41" (*-(1"+*$/,(-&.(1""0(8"/6 7 /(+&(1" 4#$5$) (B&< (+8" (*.+8"+$A$+-(&7 (+8"(

* (<K (KT 447

)" &*+9%,-/$'( L"Q+(1$"/1

Suggested Options: \a@
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0+8&1'223,%"&(  L8"(6&,,$5$/$+$", (&7 (# I+ 1(*+8"+$4$+-(/&, " (*#' ()" (* L(1$3"#,"(0*=$")($+(
1$7154./+(+&(A&' 1" "(+8"0(1&<($+&(*(1$,4#"+"(,"+(& 7 (&BHEE (F66#8*48(0$)8+(
5'(+&(1$,+$).$,8(5"+<""(+8"(#", .1+ (D#"6.1$*+$&'(3,(0$,#'64" " +*+$&'EA(
#8515, +(87(86+$&', (0%-(5"4&0" (*66 " +(&'A"(,. TISAS" +(LH+*(*#"(4&JI"4+"1(
&H(<$+8(5H&*1"#(4800.'$+-($'6.+7(

23?31.5C+"*+J"*",G

C'7"#,(+&(*'(*,,"+(D&H(L*+*E(5"$) (6#","+(* L(#"* 1-(T&H#(.,"(<8" (" 1"1?(e&,," (+&(
*BRGHAG/S+-($4. 1" (1" +#.4+$&'2(1""+$& 2(0&3"0"+2(6"HT&HO* 4" ($06*4+(D1"*-(&#(
AL+ S&E2(N L (S HH.6+$& 2 (H +#$S4, (6"#+$'$) (+&(*3*$/*5/$+-($1"+$7-(+8"(
1#+$& (&7 (+8"(*,,"+(<*, (*77"4+"17

2.4.5.1 Duration of Availability loss

#5968 (- M3$3",(*(&5K"4+$3"(0", #'(&7(+8"(4#S+$4*/$+-(&7(+8"($41"+(*1($,($06&H+*+
*,,",$)($06*4+?

Notes: 16" 4$7-(+8" (*66HEQBO*+" (/") +8(&7 (+$0" (B*S5H/$+-(<*, (*T7"4+"1?

)& +%, - I$'( )1+

Suggested Options: ¥ 6 #0*""+/-
S'48&'1,
0%'.+",
8&.#,

1*-,

KK K K K KKK
A
I

0+8&1'223,'%"&(  L8"("Q*4+(*0&."+(&7(+$0"(4&./1(5"(.,"12(9+(0*(5"(.,"7./(+&(1%$,+$).$,8(5"+<""(
+-6" (&7 (*3*$I5$/$+-(/&,," (D$?"22(1" +#.4+$&'(3,($'+"##.6+$& E2(F'(&0$+(+8*+
&"(A%($'7"H(,&0"(&7(+8$,(5*,"1(&'(+8" (1 #*+$&'(D1", +#.4+$&'(5"$") (*(N6"#0O*""+O|
1H#+$&'E(F1(5"4*.,"(<"SH"(THI$) (&' (+8"(,$1"(&7(&0$++$)(NO*-5", O($'(+83,(
5% "/$" (TH+0"<&H=7?
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23?3A.K,"*",G

C7" 4, (+&(+8" (LTI (KH(IS+", (&T(+8"(*,, "+ (D&H(L*+*E(T8H(*(6.#6&,"?(e&,," (&7(

AG/+-($41.1"(&5, 4 #+$& (F L(A&'3"H#,B& (+&(*(/",,(.,"*5/"(8H($ 1" 468" #+5/" (T&#07(
g+$/S+-($,(1$,+5).$,8"L(THEO(*3*S/*5$/$+-($'(+8*+(+8" (L*+* (4" (,+$// (6H#","+(5.+('&(
1&")"#(D*,E(.,"*5/"2(

2.4.6.1 Description of Utility losses
I"#$%8( "/6, (1", A#$5" (+8" (*+.#"(&H("Q+"+(&T (+8"(+$/$+-(/&,,
Notes: 9'4/.1"(*-(1"+*$/,(-&.(1""0(8"/67./(+&(1", 4#$5%$") (B&<(+8"(.+$/$+-(&7 (+8"(%,,"+(<*,(
“TT"4+"172
)" & +%,-./$( L'Q+(1$"/1

Suggested Options: \a@

0+81'223,%"&(  L8"(B&, $5$/$+$", (&7 H" [+ 1(A+$/$+-(/&,," (4" (*4)" (* L(1$3"#,"(0*=$") ($+(1$71$4./
481" "(+8"0(1&<'($+&(*(1$,4#"+"(,"+(&T(&6+$&(@® (™, &*5/"(I$, +(&7(8&6+$&,(0*
540" (*66 " +(&'A"(,. TISAS (L +*(H" (A&J " 4+"1 (&H(<$+8(5H&*1"#(4&00. $+~(
$'6.+2(
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3.0 Discovery & Mitigation

L8S$,(,"4+$& (7&4.," (&' ("3"+,($00"1$*+"/-(7&/I&<$) (+8"($4$1"+(* 1(+8"(/",, &' (

L (LAHS)(+8"(#", 68" (M L(#"0"1$*+$& (6#&A",, 2 (9+(6#&3$1" (.,"7./($',$)8+(
$H&(H8"(1"+"4+$& (* 1 (17" $3"(4*6*5$/$+$" (&7 (+8" (&H)* $%*+$&'(*'1(8"/6,($1"+$7-(
AN < (ARHH A+$3" (A+$& (+8HH ("L (F&(HF="(B/*4" (+&(6#"3"+(, SO/ ($'4$1 "+, ($'(
+8"(7.+.#"?

3.1 Incident timeline

L8"(+$0"/$" (&7("3"+,(/"*1$) (.6 (+&(* 1 (T&I&<S) (*(L*+*(SH# *48(3HS", OH"*+/-(

1"6"1$) (&' ((0./+$+.1"(&7(7*4+8#, 2 (:&0" (*++*4=, (. T&IL(#*6$LI-(<8$/"(8&+8"#,(

H'DSH (") +8-(6/"$) (*L("Q"4.+$&' P ((&H(+8"(6.#6&," (&7 (**1-,$, 2(<"(,"6*H#++"(

(S AL+ ($+&(+8H™ (0K EH(68*," U($'$+$H/ (*4+$8& (+&($'4$1 " +2($4$1 " +(+& (195,483 #-2(
1 (1$,483"#-(+& (A& +*$'0" +akt" +&H+$&'2(LS0" (7#0$) (+8"($'4$1"+(A&' +#$5.+" (

Vi (+&(*++*4=(0&1"/$') (* 1 (4*6*5$/$+-(*,,", 0"+

3.1.1 Initial action to Incident

I"#$%&( [H&3$1",($',$)8+($+&(+8"(,=$//(&7(+8"(*)"+(D$?"22(+&($'I$/+#*+"(*, "+ E2(*+.#"(&7(
#1 (17" $3"(4*6*5$/$+$", (+8"(&H)*'$%*+$&'?

Notes: C'7"#,(+&(+8"(,6*' (&7 (+$0" (5" +<""(+8" (1$#, +(*4+$&'(5-(+8"(*)"+(*)*$', +(+8" (3$4+$0(-

+8"(B&S+(+(<BSAB(*'(*,,"+($, (") +$3"/-(*TT"4+"1(D+8"($'4$1"+E?(L8S, ($'4/. 1", (*-(6¢
(A8 S, M4 (M L(T8&+EHS+)?

)" & +%, - 1%

Suggested Options:

B/, "4+

\&+(@66/$4*5/"
M4&'1,

H$' .+",

1&.#,

B*-,
V(+&(W(F"'=,
W(H&(Y(F™=,
V(+&(W(H&'+8,
X(+&(_(H&'+8,
“(+&(VW(H&'+8,
C'"*#,

\"3"#

g'="&<(

KKK KKK KKK KKK K
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0+81223,%"&(  L8"("Q*4+(*08."+(&7(+$0"(4&/L(5"(.,"L($' +"*L(&7(#*)", 2(L8" ()" ($'4#","(
BSIS+-(1(+$//(6#&3SL"(3"#-(.," T /(S TEHO*+$&"?

3.1.2 Incident to Discovery

I"HBY6& ( [#83$1" ($',$)8+(S+&(+8"(=$//(&7(+8"(*)"+(D$?"22(+&("1.1"(1$,4&3" #-E2(*+ #" (&7 (-
*A+$&'2(F1(1"+"4+$3"(4*6*5$/$+$", (+8"(8H)* $%*+$&'?

Notes: C'7"#,(+&(+8"(,6* (&7 (+$0" (7TH&O(<8"' (+8"($'4$1"+(&44.#,(+&(<8" (+8"(34+$0(/"*#' (
+8"($'4$1"+7?

)&%, - I$'( $)(, A+

\&+(@66/$4*5/"
481,

H .+,
|&.#,

B*-,
V(+&(W(F™
WE&E(Y(F"=,
V(+&(W(H&'+8,
X(+&(_(H&'+8,
“(+&(VW(H& +8,
",

\"3"#

g=&<(

Suggested Options:

K K 4K K K K K K K K K K K

0+81223,%"&(  L8"("Q*4+(*08."+(&7(+$0"(4&/L(5"(.,"L($' + L (&7 (#*)", 2(L8" ()" ($'4#","(
BSIS+-(1(+$//(6#&3SL"(3"#-(.,"T/(S TEHO*+$&"?

+
3.1.3 Discovery to Containment/Restoration
I"#$%8&( [#&3$1"($,$)8+($+&(+8"(#*1$",, (* L(4*6*5$/$+-(&7 (+8" (&#)* $%*+$&' (+&(#",68& L (+¢
H' A& H(THEO(M ($'4$1"+2(
Notes: C'7"#,(+&(,6%(&7(+$0"(T#&O(<8" (+8"($'4$1"+($,(1$,4&3"#" 1 (+&(<8"'($+(3,(4&'+*$"1
D$?"22(+8"(N5/""1$')($,(,+&66" LOE(&#(#", +&#"1(D$?"22(7 /(7 '4+$&™*IE?
)"&*+%,-./%'( S A+
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Suggested Options:

1K K K K K K K K K K K K K

\&+(@66/$4*5/"
M48&'1,

H$' . +",

1&.#,

B*-,
V(+&(W(F"'=,
W(H&(Y(F"'=,
V(+&(W(H&'+8,
X(+&(_(H&'+8,
(+&(VW(H&'+8,
C"*#,

\"3"#

g=8<(

0+&1'223,'%"&(

L8"("Q*4+(*0&. +(&7(+$0"(4&./1(5"(.,"L($', +"*1(&7(#*)", 2(L8"(#*)" ($'4#"*,"(
FBSIS+-(1(,+ S/ (BHEISL" (3" H-(.,"T /(S TEHO*+$&'?

3.2 Incident Discovery

3.2.1 Discovery Method
I"H#$%6&( 91"+$I$",(88<(+8"($'4S1"+(<*,(1$,4&3"#"1(<8BA8(,*-, (*(J# " *+(1"*/(*5&. +(+8"(1"+"4+$
A*6*5$/$+$", (M L(#*1$",, (&7 (+8"(&H)*'$%*+$&'2(
Notes: \a@

Y &*+%%,-.I$'(

Suggested Options:

H.I+86/"(,"I"4+

KK KKK KKK K K K K K K K K

XH#L(6*#+-(TH#*. 1(1"+"4+$&' (D6*-0"+(4*#1E
XH#L(6*#+-("3"+(0&'$+&HS) (* 1(*/"#+$')(,"#3$4"(D$"2(H::E
XHL(6*#+-(,"4 HS+-(*. 1$+(&H(,4*
G+8"H(XH#L(6*#+-(&+$I$A*+$&' (D'&+(1."(+&(+8"(*5&3"E
)+ 1S5 " (" +<&H=(9B:
@'&0*/->5*"1("+<&#=(9B:(D8" #$,+$4E
|&,+(9B:(DIOB:E(&H#(9'+"#$+-(H& ' $+&#S)
@.+&0*+"1(/&)(***1-,$,

H* */(/1&) (#"3$"<

O+ /("4 HS+-(*. 1$+(&H(, 4%

9., H(, - +"0(5"8*3S&H(&H(6"HT&HO*' 4"
B$,483"#"1(5-("1>. "#(1.#$') (<&H=(*4+$3$+$",

R&'7", $& (&H#(5#*)(5-(6"#6"+#*+&#
AFA=0*$/(&H#("Q+&H+$&!

g=8<

G+8"#D,E
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0+&1'223,'%"&( \a@

3.2.2 Evidence Sources

I"H$%&( [H&3$1" ($'7&HO*+$&'(.,"7./(+&(SOBHEIS)($4S1" +(1"+'4+$& (4*6*5$/$+$",?
Notes: 44 (<B8BAB(+-6" (&7 (/&) (<"H' (T8 1(+&(A&'+*$'("3$1" 4" (*5&.+(+8%, (5#"+487?

)" &*+%,-./$( H.+$6/"(,"I"4+

\&+(*66/$4*5/"

\&(/&)("3$1"4"(<*,(7&.'1
@66/$4*+3$&'(/&),

-, +'0(/&),
\"+<&#=(/&),(D#&.+"#,2(,<$+48",2("+4E
9B:a9[:(/&),
9B:(a(I1$/"($'+")#$+-(0&'$+&#$)(/&),
g='&<

G+8"#D,E(D,6"4%$7-E(

Suggested Options:

1K K 4K K K K K K K

0+81223,%"&(  91"+$7-$)(,6"4SISA(A&06& ™+, 2(1/" 2("+#$" 2("+A(<&.J1(5"(3"#-(.,"T($T7(,.48(
$7EHO*+$&!(S,(1" $#"1?

3.2.3 - Other Discovery metrics to consider

¥ msei(,6"48154%+-2( H +#$4,( $'( +8$,( ,"4+$&' (*#"( 1",$)"1(+&( )$3"( *( 8%$)8>/"3"/(
1 AR1S)( &7 (8&<(+8"($ASL"H( <+, 1$,4&3"H'12(1&<"3"#2()$3"(+8"(#*+8"#(
A HEABE. (HA=(H'AGHL (<S+B(H",6"4+(+&($4$1"+(1$,483"#-("3$1"4"1($'(+8" (BAIC2(
<"(B*3" (FOH (L +&(H" " HAB(FL(/"H (8" "2 @'($4SL"+(#" 6& " (6H&)H*O(
8&.I1( A&II"A+( *,( 0.48( $TEHO*+$&'( *( 6&,,$5/"( 8"#"( +&( $1"+$7-( ,.44",",2(
TSI 2(1(&668H+. $+$",?
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3.3 Capabilities and Remediation

3.3.1 Program Maturity
I"H#$%6&( B",4#$5",(+8"(0*+ #$+-(&7(+8"(&H)*'$%*+$&'S, ("4 #$+-(6#&)#*0?
Notes: A (+8" (13 (+8*+(5", +(1" AHSE" (+8" (0% + HE+-(&T (+8"(&3"#H//(,"4 #$+-(B#&)#*0?

) &*+%,- /% (

Suggested Options:

YA+

K9%?29%;+L+6&(* 1A, YB¥8o+(*66/$4*5/"E(
K9%?29%:+M+B%.9* {BII00*+ #" (> (' &(7&H0*I(," 4 #$+-(6#&)H#*OE
K9%?2%;+N+C)&) QRIZ**)"1(>(,+*77"1(* 1(0**)"12(5.+ (' &(7&HO*/(, +#.4+ #'E
K9%62%;+P+=00 D{RVBZO/(, +#.4+ " (+&(+8" (BHE&)H*O(3$*(,+* T#1(/$="(W jjV/(,
[RI(B::2(5.+('&(7&HO*/$%"L(0"+#S4, (>(*(#. 150" +*#-(+#+4=$') (&7 (6H&)#",,E
K9%2%; (G +$+*+$3"/-(H**)"L(DH"+#$4, (., "1(+&(,"+()&*/,(* 1(&5K"4+$3" E
K9%2%:4B6+$0$%$") (DH"+#$4, (* 1(0&1", (., "1(+&(6"#7 &HO(B#"1$A+$3"(*'*/-+

KK KKKK

0+&1'223,'%"&(

U (RHG(H*+ #$+-(H&L"/(T&H(:"#3$4" ([H&I$1"#, (T&H(). $1+ 4" (&H(0&H" ($' T&HO*+$&(
8++6Uaa<<<?,"$?240.?"1.a400%$a

3.3.2

Control Assessment

I"H$%&(

Notes:

O1"+$IS" (48 +#&),(.+$/$%"1(5-(+8" (&H)* $%*+$&'?(G3"#(+8" (/&) (+"HO(8H(&3"#(*(/*
' 05" (&7 (&H) " $%*+$&' 2($+($, (*(3"#-(.,"T /(0" +HSA(TE&H (0", #$') (A& +H&I("TT"4+$3"™"

EH("HAB(A&+H&I2(,"["A+(<B"+8"H#($+(<, (B (6/*4" (8H('&+($'(6/*4" (*+(+8"(+$0" (&7 (+8"(
$4$1"+?

)" &*+%, - I$'(

Suggested Options:

B/, "4+

¥ 9(6/4"
¥ \&H($'(6/*4"
&<

0+&1'223,'%"&(

F$+85'(*(,$)/" (&#)* $%*+$&'2(+8$, (0"-+H#$A(0*-(&+(5"("4", *#-(D*,,.0$)(,&0" (7&#0(
&7(&)&SD) (A& +H&I(*,,", 0"+, (+*="(6/*4"E2(@"-(I$,+(&T (A& +#&I (<$/I(,.7I$4"2(L8"#"($
3.($ () (A THL( +(8H(&" (A&O0& (+&(* (B #+$4.H($'L. +#-(D$?"22(9:G(V " pp(
&H#([RO>BE?(97(.,$)(+8","(0"+#$4, (<$+8$'(*(6*#+$4./#(8H)* $%*+$&'2(+8%, (0" +#$<
H'BI*4" 1 (<$+8(+8" (08, +(4 4" +(A&+HH&I(*,,", 0" +(&H(*. 1$+2(@'-(*, <"#(,4*"(<$/I(
<&#=(D$?"?2(ca\(&H#(RHHE?(L8" (6&$+($, (+&()*+8"#($ 78HO* +$&' (*5&.+(+8" (A& +#&
191, 4%6" (*+(+8"(+$0"(&7(+8"($'4$1"+?
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3.3.3

20/20 Hindsight Solution

I"HBY6& (

Notes:

0, (+8"(5""I1$+(&7(6&,+>F$4$1"+(**/-,$, (+&($1"+$7-(8&<(+8"($'4$1"+(4&./1(8*3"(5"
BH#"3"+"12(9+($,(58+8($ T&HO+$3"(* 1 (5" I$AS*/($'(+8*+($+()'"+, (+&(+8"(4#.Q(&7(+8

&< (<B*+(-&.(='&<(&<2(<8*+($,(+8"(0&, +(, +#*$)B+ T&H<#12("TI$4$"+2(-"+("77"4

)&%, - IB'(

Suggested Options:

L'Q+(I$"/1

\a@

0+&1'223,'%"&(

L8"(8&66&#+.'$+-(+&(BHEISL"(*(0&H" (4&0B/"+"(,"+(&T (#'4800™" 1*+$&" ($,0$3 XFK?Y

3.3.3.1 Cost of 20/20 Hindsight Solution
I"#$%&( [H&3$1",(*(*,,",, 0" +(&7(+8"(4&, +(* L(1$71$4./+-($'3&/3"1($'(+8"(NWjaWj(1$'1,$)8+(
&/ +$&'O($1"+$1$"1(*583"?
Notes: F&.J1(-&.(1",4#$5"(+83,(,&/.+$&'(*,(,$06/"(* 1(48"*62(1$7I$4./1+(*1("Q6™,$3"2(&#(

80"+8%)($>5"+<""P

)" &*+%, - I

Suggested Options:

YA+

¥ :$06/"(*1(R8"6

¥ :&0|l+8$l)(9l(All+< lllll

¥ B$7I1$4./+(*1(2Q6™ $3"
g=&<

0+&1'223,'%"&(

F8$/"(*10$++"1/-(,$06/"(*'1(,.5K"4+$3"2(+8$,(0"+#$4($,($ 7&#0*+$3"2(9+(1$,+$).$,8
$‘4$1"I+'(+8*+(*#"("*y$/-(*11#"y,Ill(?#&o(+8&,"(+8*+($'3&/3"(O&#‘I("/*S&#*‘F"(|$Q"’?(97
1" $H#'L(1(='&<'2(+8" (*4+ X/ (48, +(4&.[1(5"(.,"1?
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3.34 Corrective action and recommendations

I"H$%&( 91" +$I$", (<8*+(,8&./1(5"(1&" (+&(6#"3"+(,.48(* ($ASL"+(THRO(H 4 ##$) ($'(+8"(
7442
Notes: F8*+(,88./1(5"(1&" (+&(8"/6(", #'(*($'4$1"+(/$="(+8$,(1&",('&+(8*66" (*)*$'P( L8%(

B&IL($AL.1"() " #*] (#"4&00" 1*+$&' 2(,6"4$ISA(48*)" (+&(6&/$A-2(6#&4" 1 #",2(
64,8 [2(F L(+"48'&I&)-2(,88H+>+"HO(* L(I&')>+"HO(, +#+")$", 2("+472(

)" &*+%, - ' L"Q+(1$"/1

Suggested Options: \a@

0+&1'223,'%"&( \a@

Verizon Incident Sharing Framework - BETA  14$%& &($$)+,-/($$011$+,23458+5++6+7( 49



4.0 Impact Classification

G™(&7(+8"(0&H"($06&H+*+(6$"4" (&7 ($'4$1"+($ T&HO*+$&'($,(+8" ($06*4+(*($'4$1"+(
8* (&' (+8" (&H)*'SY*+$&' (9 T &+ *+"[-(+8" (+#."($06*4+(&7 (¥ ($4$1"+(4* (5"(
1$71$4./+(+&(0", #"2(%,($+($, (H#"1-(6&,, $5/" (+&(&5, "#3" (*//(")*+$3"(*,6" 4+, (&7 (*(
$4$1"+(,$06/-(5-(784.,$) (& (48, +(*448.+$") 2((LB" ("#O: (4*+") &H#$" (&7 (5#"*48(
$OG*A+(0"+#$4, (*#'(1",$)"L(+&(8"/6(+8"(,"4 H$+-(BHET", $&/(.'1"#,+* 1 (<8*+(

4% (+8"(&H)* $Y6*+$&' (+&(7"/($06*4+(D+-6" (&7 ($O6*4+E2(,&(+8*+(+8"(&H)* $%*+$&(
+8+(+8"-(,"#3" (4% (5" (5" ++"H(6H# 6 H" L(+&(*+$AE*+" (VL (A& +*$' (7 + #"(/&,,",?

L8 (+-6",(87($06*4+ (S TEHO+S& (#"(A&II"4+"12((;$#,+2($06*4+($, (4*+")8&#$%" 1 (5-(
4*' ,",(D1$#"4+2($'1$#"4+E?((:"4&I1/'2($06*4+($,(",+$O*+"1(*,(*(1&//*#(#*I)"?((;$I*//'2(
$O6+4-+($, (B3 (*(J.H/$+*+83"(*5"/(+&(1" AH#S5" (B&<(+8" (" +$0*+"1 (L& H(#*)"(
1*0*)",(+8|I(&#)*l$%*+$&l(1.77ll#$l)(+8ll($l4$llll+?

L%.71)+#,.<$+&@0$1$%,

906*4+(4*(5"(1", 4#$5"1(.,$') (J. ¥ +$+*+$3" (&H (I I$+*+$3" (+"#0, P((A"4* ., "(+8"(*+.#'(
&T($O6*4+($, (#'1*+$3"(+&(+8" (&H)* $Y*+$&' (+&/"H#* 4" (T&H(/&,,2(* 1(5"4*.,"(0*'-(+-6" (
&T($06*4+(#"(5" +(1" A#$5"1($ (I H/S+*+$3"(+"#0,2(1"#9: ($06*4+(4/*, $I$A*+$&'(.," (
5&+8(+-6",(&7 (0", #'0"+,(+&(8"/6(1" 4#S$5"($'4$1" +(SO6* 4+ (+&(+8"(7 /" +(1"y#"™(
6&,,$5/"?
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4.1 Impact Categorization

L8"(I"#9: (TH#*0"<&#=(5#"*=, ($06*4+(.6($'+&(+<&(5* $4(+-6", 2(1$#"4+(* L($'L$#"4+2((
Z+A8(+-6"(&7($06*4+(+8"(8*,(,"3"#*/(,.5>4*+") &#S$" (&7 ($06*4+(,&.#4" 2((L8","(

83" HHABS) (+-6" (&7 (SOB*A+(4*+")&HS" (*#" (#&.)8/-(**/&)&.,(+&(9: G (W jj]2(5.+(+8"(
A+ EHS" (<$+8S' (A8 (+-6" (4" (0&H" (15, +$'4+7

A"4*"(,&O"(&7(+8"($O6*4+(4*+")&HS", (+"1(+&(5"(0&H"("* $/-(1" 4#$5"1($'(
JH$+++$3"(+"#0,(DA&OB" +$+$3" (*13%+%)"2(5#+ L (*' L (OXH="+(1*0*)"E("#9: (*,=, (+&(

1" AH#$5" (+8" ($06*4+(&7 (4B (4*+") & (%, (*(J. H/$+*+$3"(68#+$&' (DH*K&H2(H&L"#*+"2(
H$'&#2(\&"2(g'='&<'E(&7(+8"(&3"#*//($06* 4+ (+&(+8" (&) * $%*+$&'($'3&/3"1?((

?3434..M"0$#,.71)+#,.D+,$6-0"$&

BS#4+(906%4+(R*+")&HS" (18" (LSH 4+/-(H",./+$) (THEO(+8"(+8H#*+(*)"+S,(*4+$& (
(4 (&H) NS +B&(*,, "+, ( D, (668, "L(+&(S LSH 4+ (4*+")&HS" (87 (/& (+8*+(*#'(
4%,"1(5-(+8"(4+$& (&T(8&+8"H,(/5="(* 15+&#,2(4.,+80"#,2(,8*#'8&I1"#,2(+4E?(

4111 Asset Losses

4598 ( L8, (4" (+8" (/& " (T"1+(5-(* (8et) S+ +S& (ST (+8"(+8#™*+(*) " +(1$# d+/-(1", +#&-,(*(
%"+ 2(8H(*5.,", (+8"(%,, "+ (+&(4*., (1 4$*/(/&, 2((LBS,(<&.[L($4].1"(+8F), (1$="(+&"(
4%, 82(H'6/*4%) (08"~ (1." (+&(TH*. 12(/8, +($+"#", +2(/8&," (6*$1(78#(5/*4=0*$/a"Q+&+
*1(/8&,+a,+&/"al*0*)"1("].$60"+?

Notes: \a@

)"&*+%,- 1$( ) A

Suggested Options: ¥ HK&H
¥ HEL 4+
¥ H$&#
¥ g
¥ g=g<

0+81223,%"&(  L8"(&5K"4+$3"((8"#"($,(+&()"+(*#™*1$)(&'(B&<(0.48("*48(4*+") 8- (A& +#$5.+"1 (+&(4
Y& (" +S0*H"L(/&,, " ($'(Y 2W2(9+($,(4806/"+"[-(*44"6+*5/"(($7(+8"#"($, (08H" (+8*'(
O*K&H(A& +H#$5. +&H(+&(I&, 2(8H(ST(+8"-(H" (*/1(,6#*1(&.+(*0&") (H&L"#+"12(
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41.1.2 Business disruption and productivity losses

I"H$%&( L8" "(H"(1&,,", (¥ (&H)V SYH+$&' (48 +"#, (L. (+&(* ($*ES/$+-(+&(AH##-(8.+(
+8"BH(3%/." (+&(+8" (0*#="+?((L8S,(0*($'4/.1"(N,&7T+O(4&, +,(/$="(.'6#&1.4+$3"(
88.#,(8H(6H&E*5/"( /", (1&,+(L."(+&(,-+"0(1&<'+$0"?

Notes: \a@
YRS ST
Suggested ¥ H*K&#
Options: ¥ H&I'#+"

¥ H$e&#

¥ g

¥ g':‘&<'

0+81'223,%"&(  L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(& (88<(0.48("*48(4*+")&#-(4& +#$5.+
+&(+8" () (&7 (", +$0*+"1(/&,," ($'(Y 2W2(9+($, (4&06/"+"[-(*44" 6 +*5/"(($7(+8"#
0&H"(+8* (& (O*K&H(A& +H$5 +&H(+&(/&,, 2 (&H(ST(+8"-(*#"(*//(,6#"+1 (&.+(*0&)

IH&1"#*+"12(
41.1.3 Response and recovery costs
I"#$%&'( L8" (4" (+8"(4&, +,(*++#$5.+" 1 (+&(1$#"4+/-(#" &/3$) (+8"($'4$1"+2((L8S, (0*- (¢

S+ (DEH("Q+ HE(IC(+*0(4&, +,2(+8" (48, +(&7 (4.,+&0"#(0*$/$)),2("J.$60"
6.4#48* "1(,6"4BIS4*//-(+&(*1 14", (+8"($'4$1"+2("+47

Notes: \a@
)&% S S
Suggested ¥ e
Options: ¥ H&1I"#r+"
¥ Hee#
¥ \&III
¥ gI:I&<I

0+81'223,%"&(  L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$')(& (88<(0.48("*48(4*+")&#-(4& +#$5.+
+&(+8" () (&T (", +$0*+"1(/&,," ($'(Y 2W2(9+($, (4&06/"+"[-(*44" 6 +*5/"(($7(+8"#
0&H"(+8* (& (O*K&H(A& +H$5 +&H(+&(/&,, 2 (&H(ST(+8"-(*#"(*//(,6#"*1 (&.+(*0&)
IH&L"#*+"12(

?3432.7%F"0$#,.71)+#,.D+,$6-0"$&

O 1$#"4+(906*4+(R*+")&HS" (4" (1&,," (#", J+$") (TH&O(*(,+*="8&/1"#S,(D$?"2(#") ./ +&#2(
4., +&0"H2 (¥ 1$+&HD (I <-"HE (#"*4+$& (+&(+8"($ 4$Q"LEHG-+(906*4+(R*+")&#S", (0*~(
5"(0&#" (1$71$4./+(+& (0™, #'(1$#"4+I2((@,(,.482(+8"(/&, ", (TH&O(9'1$#"4+(906*4+(
R*+")&#$", (0*-(5"(4& $1"#"1(+&(5" (6#&5*5$/$, +$42((
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4.1.2.1

Loss of competitive advantage

I"HBY6& (

Notes:

906*4+(1."(+&(+8"(/&,,(&7(4806"+$+$3"(*13%+*)"(D+8S$,(4* (5" ($ 7&HO*+$&' (*5&.+(
S HBN2(}, 2(0*H="+$")2("+4?E(&44 #,(<8" (*'($'4$1"+("Q6&,",(4& IB1"+$*/(
5.,8",,($'7&#0*+$&' (D' +"/"4+ */(6#&6"#+-2(*44&.'+$")($'7 &H#O*+$&'2(4/$"+(/$,+,E(+¢
4806"+$+$&"?((

\a@

)"8x+ %, - /S

Suggested Options:

B+

¥ H*K&#
¥ HEL 4+
¥ H$&H
¥ o\gm

¥ g-g<

0+&1'223,'%"&(

L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"™*1$)(&'(B&<(0.48("*48(4*+")&H-(A&'+#$5.+" 1 (+&(4
Y& (" +S0*+"L(/&,, " ($'(Y 2W2(9+($,(4806/"+"[-(*44"6+*5/"(($7(+8"#"($, (08H" (+8*'(
O*K&H(A& +H#$5. +&H(+& (/& 2(8H(ST(+8"-(H" (*/1(,6#*1(&.+(*0&") (H&L"#+"12(

41.2.2 Brand and market damage
"#3%&'( A#L(*'1(0*#="+(1*0%)"(4&,+,(*#"($06*4+,("4&."+"#" L (5-(,*/",(*' L (O*#="+$") (1."(
+&(+8"(6.5/$4(='&</"1)" (&7 (+8"($'4$1"+2((L8S, (0*-(0"*'($'4#"* "1 (*13"#+$,$") 2 (#">
5#*1$)2(6#$4" (#"1.4+$&',2("+47?
Notes: \a@
)" &*+%,-./%( S "4+
Suggested Options: ¥ HK&#
¥ H&L 4"
¥ Hee#
¥ g
¥ g=g<

0+&1'223,'%"&(

L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$') (& (B&<(0.48("*48(4*+") &cft-(A&'+#$5.+"1 (+&(4
#Y"(&T (" +$0*+"1(/&,," (3 (Y PW2(9+($, (4&06/"+"[-(*44"6-+¥5/" (7 (+8"#"($, (0&H"(+8*'(
O*K&H(A& +H#$5. +&H(+& (/& 2(8H(ST(+8"-(H" (*/1(, 64 *1(&.+(*0&") (IH&L"#+"12(
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41.2.3 Increased operating costs
I"#$9%&( L8"(&#)*$%*+$&'(,. 77" #S) (*($4SL"+(0*-("A&. "+ #($'4#"™*,"1(&6 " #*+$) (4&,+,(*,(*(
# JH(&T (*(+8#*+(*4+$&'2((L8","(4&,+,(0*-(5"(1."(+&(0&H" (*. 1$+(4&, +,2("<(8S#" (&#
0&#"(+#*$'S) (7T&H#("QS$,+$')("06/&-"",2(1"3"/&60" +(&7 ("'<(5.#"* 4#*4-(D6&/I$A$",2(
BH&A"," 2("+APE2($4#"™,"1($', #¥'4"(6#'0%.0,2("+47?
Notes: \a@
)" &*+%,-./$'( S/ A+
Suggested Options: ¥ HK&#
¥ H&L
¥ H$&#
¥ g
¥ g=g<

0+&1'223,'%"&(

L8"(&5K"4+$3"((8"#"($,(+&()"+(*(#"*1$') (&' (B&<(0.48("*48(4*+") &ct-(A&'+#$5.+"1 (+&(4
#Y"(&T (" +$0*+"1(/&,," (3 (Y 2W2(9+($, (4&06/"+"[-(*44"6-+¥5/" (7 (+8"#"($, (0&H"(+8*'(
O*K&H(A& +H#$5. +&H(+& (/& 2(8H(ST(+8"-(H" (*/1(, 64 1(&.+(*0&") (IH&L"#+"12(

41.2.4 Legal and regulatory costs
I"#$9%6&( e L(H") .S +&H-(A&,+,(H#" (+8&,"($06*4+,(*, &AS*+"1(<$+B(#")./*+&#-(1$" ,(* 1a’&#(
+8"(4&, +(&T(I")*/ (*4+$&'2(
Notes: \a@
)" &*+%,-./$'( S A+
Suggested Options: ¥ HK&#
¥ H&L#+"
¥ H$&#
¥ o
¥ g=g<

0+&1'223,'%"&(

L8"(&5K"4+$3"((8"#"($, (+&()"+(*(#"*1$") (&' (8&<(0.48("*48(4*+") &#-(A&' +#$5.+"1 (+&(4
#Y"(&T (", +$0*+"1(/&, " (3 (Y PW2(9+($, (4&06/"+"[-(*44"6-+¥5/" (7 (+8"#"($, (0&H"(+8*'(
O K&H(A+#$5. +&H(+&(/&,, 2(8H($T(+8"- (4" (*11(,6#*1(&.+(*0&) (H&L"#*+"17(
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4.2 Impact Estimation

M$3" (+8" (3 H$&., (,&.H#4" (&7 (/& ($'4.H##" L($' (¥ ($'4S1"+2($+(S, ("7 (+&(.'1"#,+*'1(
+8"(0&"+*#-(48&, +(&7 (¥ ($'4S1"+(+&(+8" (&H) ' $%o*+$&'2(((A"4*.,"(1"+"#O$'S) (+8" (+#."(
4% 8(5*,$, (48, +(&7 (*($'4$L1"+(4* (5" (LS 7IS4./+2(I"H9:(, "=, (* (", +SO*+" L (#*)" (&7 (

4 44" 4-(3%1." 2(+8"(0$'$0.0(*'1(0*Q$0.0(*0&.'+(+8" ($4$1"+($, ("Q6"4+" 1 (+&(

A& +(+8" (&) $%*+$&(2((

4.2 Impact Estimation
I"#$%8&( L&(&5+*$'(¥ (", +$0*+$&' (&7 ($06*4+($'(4.##"4-(D1&II#,E?
Notes: L8&,"(7*0$/$*#(<$+8(",+*5/$,88) (pjz(4&'1$1"4" ("3 ,($'(0"*, .#"0"+(

" +$0*+", (4% (*66/-(+8*+(4&'4"6+(+&(8"/6(",+*5/$,8(+8"," (/&<"#(*'1(.66"#(
5&.'1,(&7($'4$1"+(4&,+2((

)&%+ %,-.I$( \.0"4#$4(9'6.+

Suggested ¥ HE$0.0(>(+8"(0$'$0.0(*08. +(+8"($4$1"+($, ("Q6"4+"1 (+&(4&, +(+8"(
Options: &H)*'$%*+$&'
¥ H*Q$0.0(>(+8"(0*Q$0.0(*08. "+(+8*+(+8"($'4$1"+($, ("Q6"4+"L(+&(4&
+8"(&H)* $%*+$8&2(

0+81'223,%"&( M F+$++$3"(CH)" U((FS$S/" ()" (T&H(I X +$+*+$3" (34", (#"(&+(6#'4$,"2(+8"-
4*(48/3"-(.,"T (S T&HO+$&' (T&H#(1"4$,$8'(0*=$") (D", 62(<8" (A&HH"I*+"1 (+&(
J XS+ +$3" (3%, 2(+8" (& H#A" (&7 (/&) 2(* L(+8"(/&, ,(+&"#*4"(&T(+8"(
&H)*$%*+$&'E?

Verizon Incident Sharing Framework - BETA  14$%& &($$)+,-/($$011$+,23458+5++6+7( 55



4.3 Impact Qualification

PHOI(, "=, (+&( 1 H AR L(+8" (' +$3"($06*4+(87(+8"($ 4S1"+(&'(+8" (&) $%*+$&2((
A"4x(LSTT 4" +(&H) Yo +$& (4 (4+6¥5/"(&7(<$+8,+ 1) (1S 77"#"+(/"3"/,(&7(

18,," 2($+(S, (., T J(+&(L", 445" (+8"($06*4+($'(*(J.*/$+*+$3"(7*,8$&($'(&#L"#(+&(NT#0"O(
+8"(906*4+(Z,+$0*+$& ($'(4&+'Q+?((

4.3 Impact Qualification
"#$%&'( L&('1"#,+*'1(+8"(,"3"#$+-(&7(+8"($06*4+(#"/*+$3" (+&(+8" (&H#)*'$%*+$&'S, (+&/"#*'4"(
1&,,?
Notes: \a@
)" &*+%,-./$'( $)( A+
Suggested Options: ¥ 9 $)SI$4%+(>(906%4+(*5,&#5"1(5-('&HO*/(*4+$3$+$",

¥ B HA+S)(>(€$0$+" L(I8*HL(4&,+,i(5.+($06*4+(7"/+(+8#8.)8(8*3%") (+&(1"*/(
+8"($ABL"+(#+8"H(+85 (4&'L.4+$") (&HOX/(1.+$",

¥ PE7./(>(C/(5.+(/$0$+"1(D,4&6"2(/&")"3$+-E(/&, " ($'(+8"(78&HO(&T (I$",2(
6"/ +$" 2(OFH="+(A8H#"4+$8&' 2(6*-8&.+,2(6#&1.4+$3$+-(/&,," 2("+4

¥ Br0%)$)(>(C™/(*L(,"H#$&.,("TT"4+(& (+8" (I5&++&O(/$"i(* La&H# (/&) >+"H#O(
BB/ G- (+&() "+ (#3" "

0+81223,%"&(  L8"(4&05$*+$&' (&7 (*(J.*/$+*+$3"(3*."(D8$)BE(*'1(*(J.*'+$+*+$3"(#*)"(D"3" (&" (* (
A&MH (% (*(#)" (&7 (5"+<"" (XV2]jj2jji(* L(XV}2jjj 2] E(8"/6,(T#*0" (+8" (+#-."(
$06*4+(&7(*($ASL"+($'(+8"("-" (&7 (+8"(&5,"#3"#2(9+($,(*,,.0" L (+8*+($7(+8"($'4$1"+
A4+ +#868$42(4*%.,$)(+8" (4", *+$&'(&7(5.,$", (*4+$3$+$", 2(+8"#" (<&./11'S+(5"(*(
&BB&H+ ' S+-(+&(6H&ISL"(1+*2((€&,,(+&/"#-4" 2(4&05$"1(<$+8($'L., +#-(*1(&+8"#(
1"0&)H#*68$4($ TEHO*+$& 2(4% (5" ("Q+#"0"/-($' T&HO*+$3"?
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Using the VerlS Framework

O'(#"/"* $') (+8"(I"HO: (TH0"<&H=2("H$%&'($,($'3",+$')($' (*(4&00.'$+-(,&/.+$&' (+&(*(
4&00.'$+-(64#8&5/"0?(L8" (7#0"<&H#=(3,(*'($'$+$*/($', +*//0™ +(+&<*#1(+8*+("12(5.+(
*1&™($+($, (&+(,. TISAS"+2(L8" (6&S'+(&7 (", +*5/$,88) (*(4800&(/*).%)"($, (+&("*5/"(
4&00.'$4*+$8&'2(97 (*(7TH0"<&H=(1&" (&+(*44806/$,8(+8$,2(+8"(I*).*)"(<$//(1$"2(@
| A82($+($, (8. #(B&E" (+8*+(+8"(I"HO: (TH*0"<&H=(<$//(/+$0*+"/-(6#&0&+"(4800.'$+-(
S+ AFSE (M L($TEHO*+SE&' (8 HS) (+8#&.)8(*(/$3$') (Y 1("3&/3$)(,"+(&T (0" +#$4, 2(
L8"#" (4" ("3 5/ (<*-, (+&()"+($'3&/3"1?

V? O*&H#.'8"#Yo+ #+ O'H'. Yo+ 2%7%;*ALUEB $$+E*/( #'1"*,"( &7 ( +8"( I'#9:(
THO"<&H#=($,('&+H(4& $L#'L (+&(5"(+8"(5">*/I(* L("1>*/I( &7($'4$1"+(0"+#$4,2(
O+($,(&H(8&B" (+8*+(S+(<$/I(5" (#'1$ 1 (&3"#(+$0" (5-(+8&,"(<B&(.,"($+?(L&(&3"H#,"(
1 (THASI$++"( +885,2( *'( *135,&#-( 5&*HL(*'1( +85,( 4800.'$+-( ,$+"( 8+3"(5™"(
"5/, 8" L (T&H(+8"(7.+.#'(1"3"1&60™+(&T(+8"(I'H9: (TH*0"<&H="?

W2I-0%+#$%+9.)1%G*.,+'&#%.&); :@'"-&" (B, (T#" (+&(.," (+8"("#9: (T#*0"<&H=(+&(
*$1 (+8"(+H*4=$) (M L(H"6&H+S) (&7 ($4L " +,(<$+8F' (+8"$H(&H)* $%*+$& ' 2(F'(8&6"(
+8&,"(+8*+(1&(<$H//(,8*#" (,&0" (&7 (+8"($'+"#" +$')(*'1($"&3*+$3"(<*-, (+8"-(*#"(
) (+8"(0"+HS4, ($'(+8"$H(, "4 HS+-(6H&)H*0?

X? 1-%+ #$%+ 9.)1%G*. .+ (**A%.)#2%: €S5H#)*$%*+$&" ( <$+8$'( *( "Q$,+$')(
$TEHO+$&'( "QAB*)"2( A& &#+$.02( &H( &+8"#( +-6"( &T( 6*#+"#,8$6,( 4*(
["3H%)" (+8" (1" HO: (TH*0" <&H=(T &H(SOBH&I L (1+*(,8*#8") 2(

Y? >8).%+ 2)#)+ G'#H$+ *#$%. @H +8"(.[+$0*+"()&*/( &7 (+8"(M"#9:(;#*0"<&H=( S, (+&(
7&,+"#( $7&H#H0*+3&'(,8*#$")2( <"( 8&6"(.,"#,( <$//( 4&" $1"#( 8&<( +8"-( 0$)8+(
#' 6&',$5/-(,8*#" (1*+*(<$+8(&+8"#,2(F'SH#"(<&#=9") (&' (<*-,(+&(8"/6 (T*4$/S+*+"(
+88,2( *1( & #(9C(+0(<$//(4&'+$"."(+&( 1&(,&( 3$*(+8"( BAIC?( F'(*/,&( $'3%+"(
&+8"#,(<$+8(*44",,(+&(* (#)"(".05"#(&7 ($'4$1"+,(T#&O(0*'-(&#)*'$%*+$&', (+&(
(8" (TH0"<&H=(*"1(#'6&H#+(+8"$H#(1$'19"),2(F'S1(/&3" (+&(,"™" (*(/*#)" (.05"#(
&T7(*44", $5/"(*'L(A&0G*#*5/"(1*+*,"+,($'(+8"('&+>,&>1$,+*'+(7.+.#"?

17 BAL%+ #$%+ 9.)1%G*. + %44%.8);;ZSHt-( 4*.," ("1, *( 48*06$&'2( *'1(
+8%,(&" (4&./1(.,"(0%-2(97 (-&.(I$'1 (+8" ("#O: (;#+0"<&H=(.,"T ./ (&#(5"I$"3"($+(
+&(5"(5""1$4$*/(+&(+8"(4&00.'$+-2(<"S1(*66#" 45+ +" (-&. (/" ++$') (8&+8"#,(='&<?

|&<"3" (-8 (/"3 )" (+8" (I"HO: (40" <8H=2 (& #(8&E" (T&H($+($, (+8"(,*0"(*, (+8*+(&7(
+8"(B*+*(AH"™*48(9'3" +$)*+$&',(C"B&H+(T(+8*+($+(<$//(6#&3"(8"/67./(+&(+8"(6/*"$')(
(A HS+-(TTEHF (&T(S+,(,"H, (5 (<"1 (%, (+8" (GH&*1"#(4800.'$+-?
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1"H$%68 &($$)*+,-./($$011$+,2345$+45++6+7($
Yot - J$ 24+</A58 188 B 1,=,4%7;$+*6."<T15$ R*+5./<1$ </7$/ /A+</SL+<T1$ 1,"%/5 4.5 85% 43'$ J*+,- /$ P/" THASAZ<H /2 9+<=*W. +GSL.+$ R8+R.5*5$ L$ ".11+"4 /2% +2</,- /25 </T$ +*R.+4,/2$
5*'8+ 4:$ /" 7%/4$, /L +=<4, [$L +$/./B" ==*+" <I$R8+R.5*5(
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